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ABSTRACT

The primary concern of every individual and organization is the security of sensitive information
generated via authorized activities; nonetheless, illicit data drawing and extraction by attackers is
prevalent, which may be mitigated by covert approaches. Although cypher techniques give excellent
protection, they raise suspicion in the eyes of adversaries, resulting in both passive and active assaults
on the information sent. Steganography, on the other hand, helps to reduce third-party suspicion.
This method conceals sensitive information on cover data and transports it to the targets without
skepticism. However, the issue depends entirely on the effectiveness of the embedding method; it
must also satisfy other data concealing features such as embedding capacity. As payload grows, so
does skepticism. This article handled this issue to lessen suspicion while maintaining embedding
capacity. The article proposes a format-based text concealing algorithm, a traditional way for dealing
with embedding capacity and invisibility. The authors compared our results to those of other similar
current methods. They discovered that theirs are pretty decent—the present study offered both standard
public communication security and medical data protection.
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1. INTRODUCTION

The most critical concern in information transmission is security; encrypted data typically offer
protection but attracts the attention of unauthorized Internet observers and is a sort of passive
information assault. On the internet, attackers may find many tools for extracting information, analyzing
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it, and launching active attacks on encrypted data. The above behavior is cypher text, which is visible
to everyone on the transport, causing suspicion. After cryptography privacy protection(Laskar, 2012)
(Malina, 2021), the next degree of security is steganography, in which information is encrypted and
disguised behind innocuous data and conveyed to the targets, avoiding suspicion. Image, audio, video,
text, and network protocols are all examples of benign data(Gurunath R. &., 2021)(Gurunath R. &.,
2021).Watermarking technology, like Steganography, conceals data on a cover to safeguard the security
of digital documents. Watermarking protects the copyright and ensures the secrecy of the document’s
details. The document type might be anything from an image to text(Singh, 2021)(Iwendi, 2020).

Steganography uses a concealed writing method instead of transforming data into an unreadable
format for secret communication(Sherly, 2010). Only the transmitter and recipient have access to the
hidden message. Steganography derives its name from the Greek words “steganos,” which means
“covered,” and “graphia,” which means “writing.” Johannes Trithemius used that name for the first
time between 1462 and 1516(Fridrich, 2009).

The earliest steganographic techniques were discovered roughly 2500 years ago in ancient Greece
when people used to convey secret information by etching it on their shaved heads. When the hair on
the head comes back, send that individual to the target to bring the confidential material. During the
same period, another example of steganography was embedding the message on a wood surface covered
with a wax-like substance to prevent suspicion from other persons during transport(Shin, 2008).

In his ascent to power in ancient India, Chanakya aided the first Mauryan emperor Chandragupta
in 283 BC (2303-2395 years ago). He was recognized as a key figure in creating the Maurya Empire.
Both Chandragupta and his son Bindusara had Chanakya as their principle counsel. Chanakya
proposed a highly evolved and upgraded all-pervasive system of espionage and government. During
that period, hidden messages were sent by embedding them in intricately designed puzzles or poems,
later carried to the intended recipients(Sarin, 2015).

There are several instances of such early steganography, and a similar concept has been used
today as digital data hiding. It is now an element of information technology, alongside cryptography.
Concealing, hiding, camouflaging, and embedding data on a text, image, audio, video, and using
network protocol are all terms used to describe the modern-day digital steganography process.

The digital steganography process consists of two sub-processes: embedding and extraction
(Figure 1), carried out by the transmitter and receiver, respectively. The process’s fundamental purpose
is to deliver the message to the intended recipient safely. The message is encoded inside an innocent
cover object to avoid detection by third parties, and only the parties involved are aware of how to
embed and extract the message. Stego-text results from embedding are comparable to a cover object
holding a message and are subsequently sent to the receiver through the Internet (Insecure Channel).
The receiver understands how to decode the message from the Stego-object. If a third party suspects
the communication, an optional Stego-key can be employed to safeguard it. Stego-key produced by

Figure 1. A typical classical steganography
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one of the communication parties using any known method and sent to the other communicating party
through a secure channel. However, third-party communication attacks on the Internet cannot be ruled
out. They are continually attempting to disrupt the steganography process, known as steganalysis.

Sending patient data across the internet to legitimate recipients is vulnerable to cyber assaults
in the medical profession. The most typical response to such instances is to delete private features
from clinical notes, such as the patient’s name, identification code, gender, and other sensitive data,
and replace them with false data. The actual clinical characteristics are to be communicated in a
secure setting. Encryption is a popular method for protecting such information. However, arbitrators’
suspicions about the cipher data prevail, leading to cryptanalysis and an active attack. The second
degree of data protection is required to address such a situation. The second strategy is to use covert
channels to deliver the same information. Covert channel transmission is a data concealment strategy
that can use an image, video, audio, or text as an object cover.

This work is primarily concerned with Text Steganography. The embedding process might involve
changing the text format or changing the meaning of the text. Text steganography is categorized into
format-based, random and statistical creation, and linguistic approaches. The format-based focuses
primarily on modifying the cover file format, using line-shifting, word-shifting, whitespace, and
feature coding methods. Methods for random statistical generation include character sequences and
word sequences. Syntactic and semantic approaches are examples of linguistic practices.

The line shift approach of Format-based Steganography is illustrated (Figure 2) here. Line 1
is a formal statement with no changes, while line 2 pushed up a little to incorporate a O or a 1 bit.
Let us use bit O to shift line up, and line 3 shifted down may be considered as a 1 bit. By modifying
the structure of the cover file, a series of bits encoded to form the Stego Text containing the hidden
message.

Another example of the format-based approach of word shifting (Figure 3). Line 1 is standard
text with no changes. Line 2’s single and double space insertions imply O- and 1-bit concealment
into the cover text, respectively.

Figure 2. Format-based steganography, example of line shift approach

1 This is a normal text with no shifting of line

2 This line slightly shifted up compared to previous line

Led

This line shifted little dow ed to firstli

Figure 3. Format-based steganography, example of word shift approach

1 This is a sample text to show word-shift hiding method

This is a ;sample text to  show word-shift hiding method
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The format-based data concealing approach is a traditional method that has concerns due to
structural changes to the covertext throughout the embedding process, distorting the cover text to
the point of third-party suspicion.

The current study addresses the distortion issue to some extent to overcome it. The research
proposes a new approach to format-based data hiding, manages the embedding capacity and the
invisibility properties of steganography. The rest of the paper is organized as follows. Section 2 gives
an overview of significant research on format-based Steganography and the most current breakthroughs
in Steganography, namely IoT, Cloud Computing, Neural Networks, blockchain, and Artificial
Intelligence. Section 3 describes a new steganography technique, including message preparation, the
actual algorithm, different sub-modules, the Extraction process, and an algorithm illustration. Section
4 presents the results and analysis, Section 5 provides Medical data security, Section 6 Theoretical
and Practical Contributions, Section 7 provides shortfalls of the Research, Section 8 gives future
work, section 9the paper’s conclusion, section 10 provides references.

2. LITERATURE SURVEY

2.1 Related works

Format-based Steganography methods alter the physical structure of the text to embed data. Although
the modified properties will not reflect the human eye, some OCR systems can identify them. Because
alterations such as moving a line-up and down, word shifting, and inserting whitespaces are methods
for hiding data on a cover text. In feature-based approaches, data embedding is done by modifying
the feature of the words(Naharuddin, 2018). However, any word processing or OCR application can
easily recognize the variations.Sadie et al. 2020(Sadié, 2020)presented colour coding methods for
incorporating data in format-based steganography. Some colours are used in the embedding process to
colour the text within the cover text. Even though this procedure produces a high embedding capacity,
suspicion cannot rule out. Lian et al.(Liang & Iranmanesh, 2016),suggested using whitespace to
embed data on a cover text word document. The paper’s idea is to incorporate five spaces at random
locations in a line of text. A key connects the whitespace characters with the specific message bits. The
alterations are removed if viewed in a word editing tool. linguistic Steganography by substituting the
word with synonym (Kang, Wu, & Zhang, 2020), generative text using LSTM network(Chaw, 2019),
generative text using RNN method (Hamzah, Khattab, & Bayomi, 2021), Linguistic steganography
method based on word-indexing compression techniques (Xiang, Wu, Li, & Yang, 2018), hiding data
using parts-of-speech tagging(Liu, Wu, & Xin, 2017).

Method of white space Steganography conceals data on cover information by modifying the
cover’s current layout. Human perception to recognize alterations is inferior, and this is due to the
volume of the information encoded. However, these alterations readily are undone by utilizing word
processing software’s tracks changes. Even if the volume of message concealment exceeds a certain
threshold, human vision can quickly detect it.(Khosravi, 2019)(Krishnan, 2017).

The study by (Majeed, 2021) increases the message volume in a pdf document by selecting the
option justified formatted text. In the beginning, Huffman coding employed to analyze the data, and a
few lines from the cover text used for embedding. Stego key is used to strengthen security even further.

Recent examples of cutting-edge format-based text Steganography include: Line-Shift and word-
shift (Roy, 2011), data concealment based on whitespace technique (Liang O. W., 2016), character
spacing technique (Shah, 2020), feature coding technique steganography by (Taha, 2020) using
Arabic texts, Pseudo-spacing and feature coding by (Al-Nofaie, 2021), Arabic text steganography
using Unicode characters (Ditta, 2018), (El Rahman, 2019) suggested data hiding capital letters,
punctuation, and whitespace at the start and end of the text, and Chinese text data hiding (Wang, 2021).
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2.2 Advancement in Steganography
2.2.1 10T and Steganography

As the use of IoT grows, so does the number of security risks associated with IoT data; due to the
complexity and low memory requirements. However, research on IoT steganography is still in its
early stages. Fatima Djebbar et al. (2017) proposed an audio steganography approach for IoT that is
noise-tolerant, uses less memory and can conceal a good quantity of payload data (Djebbar, 2017).
Ahmed A et al. (2018) offer a technique for embedding payload using quantum Steganography on
IoT(Abd El-Latif, 2018), mobile edge computing (Thota, 2018)and Image Steganography on IoT(Ding,
2020),I0T healthcare steganographic application(Hashim, 2020), RFID Steganography(Khan, 2021),
securing communication of IoT in 5G network steganography(Fang Y. T., 2020), (Ray, 2021) are
some of the research innovations in IoT Steganography.

2.2.2 Cloud Computing and Steganography

People relied on native system memory for everything earlier, from floppy discs to hard discs, pen
drives, and even portable HDDs. Because of the way today’s software systems work, we can’t have
our software, memory, or services. Thanks to cloud computing, we can tune our organization by hiring
every resource from cloud computing with little infrastructure. There are more significant security
worries now than there were previously. To safeguard our data in the cloud, we employ cryptography
and security procedures. However, it is insufficient, and the use of steganography has ushered in a
new era in security along with encryption; research into concealing data on cloud networks may offer
the necessary security (Gurunath & Kumar, 2015). This category includes several steganography
advancements that use cloud computing—big data and steganography. On cloud networks, Mrinal
Kanti et al. suggested hiding data on images. When a user needs to save a file on the cloud, the sensitive
file’s properties are encoded in an image, then sent to the cloud storage. As a result, this capability
conceals information about a specific file to be stored from unauthorized Internet observers(Sarkar,
2014) Hassan Reza et al. proposed a steganography-based strategy for mobile cloud computing
security. Secure hybrid image Steganography algorithm in private cloud was proposed by(Alkadi,
2017), which has the flavor of genetic algorithm.

2.2.3 Machine Learning and Steganography

Thanks to advances in machine learning and deep learning techniques, it can now automate manual
operations. The key idea is that the system learns the algorithm with sufficient input using machine
learning techniques. It would always produce the best results. Steganography and machine learning
have been promising attempts in this respect. The most pleasing aspect is that the system makes an
appropriate Stego object instead of sending cover data for concealing. The created Stego is secure.

2.2.4 Neural Networks and Steganography

Using a neural network on classic steganography methods increases the data hiding abilities,
imperceptibility, and robustness of the resulting Stego-text. The results of recurrent neural networks
and convolution neural networks are encouraging. When compared to traditional hiding strategies, the
results are promising.In this article of Yang et al. (Yang Z. W., 2019) TS-RNN, A text steganalysis-
based method used a TSteg data set to train the RNN model, which included Chinese and English
texts from (Yang Z. W., 2018), and (Fang T. J., 2017) respectively. By altering the number of bits
per word in both ways, the Steganography sequence may be reduced at a different rate. Three RNN
hidden layers and 300 LSTM were utilized in this technique, with a detection threshold of 0.5. The
neurons employ the tanh activation function, a non-linear activation function. The learning rates are
set to 0.001 with a batch size of 128. The authors compared the algorithm to three other methods:
methods(Meng, 2009), (Samanta, 2016), and (Din, 2015) respectively. Precision, recall, F1-Score,
and accuracy are some of the classification models used to assess the model’s capabilities. The RNN
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method employs LSTM in the hidden layers to avoid the radiant descent issue(Gurunath R. &., 2021).
According to the authors, the detection value increases as the rate of embedding increases.

Huixian Kang et al.(Kang H. W., 2020)Proposed a steganography technique based on LSTM and
Attention Mechanism. The Steganalysis resistance is provided via an LSTM-based Steganographic
process of producing Steganographic texts and embedding the secret on them. Because the text it
generates is semantically qualified and raises no suspicions. By integrating an extensive database
of words to train the network, LSTM Networks are used to produce automatic text creation for
steganography. Several kinds of research have shown that this is an excellent topic for the future(W.
Dai, 2010)(Moraldo., 2014)(T. Fang, 2017). RITS proposed by, Yan et al.(Yang Z. Z., 2018) , an
RNN version of text steganography based on Reinforcement learning, is proposed in this work. Based
on an input sentence, a real-time interactive text generates semantically consistent and syntactically
accurate word sequences. While generating the semantically right phrase, the data hiding procedure
was merged. This is accomplished by choosing the most semantically correct word.

2.2.5 Block Chain and Steganography

To protect sensitive data, blockchain technology may be applied to Steganography. Steganography
works better with Black chains since they are tamper-proof, forgery-proof, and undetectable. The
study by Wei She et al. suggests using blockchain to convey personal data over covert routes. Using
format-based Steganography, the whitespace approach; the hash value of the text is inserted into a
cover text file. The Stego-text is sent across hidden channels in the blockchain network. All nodes in
the peer-to-peer network receive the block; however, only the station that meets the credentials may
extract the data (She, 2021). On a cover multimedia, (Takaoglu, 2021)developed a Robust Hybrid
blockchain and steganography paradigm.

2.2.6 Medical Data Security and Steganography

Medical data leak is arguably one of the most severe challenges in today’s medical profession. Medical
data breach reports are produced; in 2020, the worst Health Care Data breaches revealed (25 per cent
more than 2019). Patients’ data and protected health information(PHI) are the primary objectives
of these intrusions. According to the U.S. Department of Health and Human Services (HHS), more
than 29 million medical data reports have been exposed or compromised.

These cyber-attacks result from a lack of data protection, more susceptible network systems,
phishing, malware, and other factors (Journal, 2021). An effort was made to increase the security
of patients’ data by adding two levels of protection, which may reduce third-party suspicion. Hureib
and colleagues(Hureib, 2020)presented a technique for Increasing the security of medical data by
combining elliptic curve encryption with picture steganography. The doctor’s comments regarding the
patient’s in addition to the patient’s data. Karakis et al (Karakis, 2015)presented image steganography
in which the patient’s data and the doctor’s comments are all inserted in a cover file, i.e. Magnetic
Resonance pictures. The method relies on fuzzy logic and similarity. Pandey(Pandey, 2020), proposed
a Steganography genetic algorithm for securing medical data. Mansour et al(Mansour, 2019)(Wu,
2021), devised a method to prevent assaults on patients’ biomedical information. The research
proposes a discrete Riplet Transformation technique for hiding patient data in medical cover photos.
For additional security, the RSA algorithm is utilized. Ogundokun et al (Ogundokun, 2021), proposed
an LSB image Steganography to hide and protect medical data.

3. PROPOSED 3-BIT HIDING ALGORITHM

The proposed technique conceals three bits at each iteration and may divide into modules and
submodules. Message Block Preparation, Main Algorithm, eight separate submodules, and Extraction
Algorithm are all included. The suggested strategy may use in any area; however, the research focuses
on two: Online Social Media (OSN) and Clinical-Data covert channels. The following technique
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may concentrate on OSN and the adjustments required to handle the medical data security given in
a separate section called “3-bit Hiding for Medical Application.”

3.1 Message Block Preparation

This 3-bit Hiding algorithm includes a message preparation step that prepares a secret message (M)
for embedding, shown in Figure 4. The selected message transforms to a binary stream, with bits
encoded in the cover text. The binary bit lengths are stored in a variable (m); if the m value is not
a multiple of three, a leading O bit must be inserted. Divide m by three and store it to (M 1), which
results in some 3-bit blocks. Each cycle of the embedding process consumes three bits at a time. For
this, an Mb array is created, with each element carrying three bits.

3.2 3-Bit Hiding Algorithm

The 3-bit Hiding algorithm is a data concealing approach on format-based Steganography, one of
the traditional encoding flavors. The main idea is to change the text structure to embed data. The
alterations usually do not expose the concealed text within it, but they cast doubt on the Stego content.
It is up to the method’s quality to deal with any form of suspicion. This approach embeds three bits
in the cover text at the desired place. The embedding position is determined using a random function
with a narrow range of values. The system is adaptable and can manage how much text is hidden; the
more data inserted, the more structural alterations occur, raising suspicion. This technique, based on
3-bit representations, employs eight distinct concealing mechanisms. Each approach embeds bits in
the range of 000, 001, 010 up to 111.Before data hiding, a suitable cover file (Cfile) is selected for
data hiding (Figure 5). In our situation, we used data from Twitter. The Cover file should contain the

Figure 4. Message preparation module

Message Block preparation

Secret bits array (M) =31 Find the length of M, (m) = c:;e::utahﬁ;ﬁ:::llt?:;t:'(:]

dd zero bits - Adjust the leading bits]
in M, so that the total No. of bits
equal to multiple of 3

. vt Divide the M/3, indicates
. . 3| the number blocks of size 3
1 o " o 1 and Store in M1

] Original bits . l

Generate, Hb..
0 1 0 1 [1] 1 Array of blocks
from M,

Adjusted
bits



Journal of Database Management
Volume 34 - Issue 2

Figure 5. Proposed 3bit hiding steganographic algorithm (part-A)
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desired number of words(N), calculated based on the number of 3-bit blocks available in the message
and a fixed range of words.

A range of words from the cover file and the initial message block from the Mb array should
be read for data concealment (message preparation). The position of hiding the data is done using
the random function of range 1-4, meaning for every four words, and 3bits of data to be embedded.
Assume, if the bits read are 000 in the first iteration, the algorithm adds three spaces to the calculated
location in the cover file. If the bits is 001, add one space; if the bit is 010, add two spaces. If the
bit value is 111 (Figure 6), then hyphenstuff. 011 shrinkfont, 100 shftwordup, 101 shftworddown,
110 apostropesuff, and hyphenstuff if the bit value is 111. Similarly, one of these bits is read in each
iteration, and the appropriate module is run with the effect of hiding. This action will be repeated until
the final block of the message has been read, and at each iteration, the cover file for the following set
of words will also be read. Finally, Stego text generated may be distributed via social media networks,
where the intended receiver can extract the secret message using an extraction algorithm.

3.3 3- bit Extraction Algorithm

This method’s extraction mechanism (Figure 7) works backwards to recover the embedded message
from the Stego-text. The technique uses Stego-text as input and iteratively scans N-words. It recognizes
the changes made to the N-words and extracts the appropriate 3-bit data. The identification of
characters and other feature changes to obtain 3-bits. If the character is a single space, the value 001 is
in the Ebits array. The same may apply to other formatting options.When all N groups of words have
scanned and retrieved, the Ebits array utilized to convert the binary bits to ASCII characters. Before
conversion, the total bits deducted from m (the original number of bits), and the difference recorded in
the ‘diff’ variable. The ‘diff’ function used to delete the ‘Ebits’ array’s leading ‘diff” number of bits.

3.4 Submodules

When a block of bits retrieved from the Mb array, a particular submodule invoked to determine the
embedding location in the cover file’s N words. The procedure controlled by a random function
with a limited range of values ranging from 1 to N. One of eight operations used to achieve the
embedding (Figure 8). For example, if the Mb array element is 001, the submodule do_ addIspace



Figure 6. Proposed 3bit hiding steganographic algorithm (part-B)

N

do_add2space() —
N

do_shrinkfont() Y
N

da_shiftwordup() Y
N
Y

Figure 7. proposed 3-bit extraction algorithm

Journal of Database Management
Volume 34 « Issue 2

[Scan each N words
’ of StegoText
iteratively, Apply
the following

StegoText

| two space between words,

if the character identified is one of the
following then corresponding bits added to
Ebits
3spaces- 000
lspace- 001
2spaces - 010
Font_Shrink - 011
wordup - 100
worddown- 101
apostrophe- 110, &
hyphen - 111

E Select an array Ebits to append
extracted bits

Find the length of .
Ebits, Then ’ Remove leading
Diff = Ebits-m

N
do_shiftworddown() =Y
N
do_apostrophestuff() Y
N
do_hyphenstuff() <Y
Stegotext

Identity the characters namely,
one space between the words,

three spaces between words,
Font shrink, wordUp ,
worddown, apostrope stuff,
and hyphen stuff

v

|  secret bits

Diff bits from Ebits




Journal of Database Management
Volume 34 - Issue 2

() invoked. After determining the embedding location through random function, a single space added
to disguise the 001 bit in the cover text. This technique repeated for every combination of 3-bit data
and embedding processes. The Shrinkfont module reduces the font size of the word by 0.5. When
the bits recovered as 001, 010, and 000, the addspace module embeds either a single double or three
spaces. When the bits retrieved as 100, 101, the shiftwordup and shiftworddown modules move the
word position slightly up or down. Similarly, when the Mb array returns 110 or 111, an apostrophe
or hyphen is embedded in the cover text at the calculated location.

3.5 lllustration of Proposed 3-bit Hiding Algorithm

The 3-bit Hiding algorithm’s operation depicted as an example in the graphic shown in Figure,
which includes original text extracted from Twitter data as a cover file. The final Stego-text after the
embedding procedure presented. The arrows denote that certain 3bit information is hidden based on the
bit combination. The message is “hidden,” which contains six characters and transformed into binary
sequence bits. To embed the message, the binary stream divided into three bits. The first instance
of the three-bit data, ‘011,” denotes a shrinkfont operation that embeds 011 by reducing the font for
the third word. The embedding location determined by a random function with a range of 1-4. (as
explained in the algorithm). Similarly, the process repeated until all of the triplets have been exhausted.

4. RESULTS AND ANALYSIS

Texts always have fewer redundant bits than images and audio; thus, it is very difficult to embed
significant amounts of data. Because of the design of images, a great volume of a message may be
inserted. Human eyesight cannot easily recognize those alterations. However, to embed more data in
text, a huge text cover file is required. Our solution employs format-based text steganography, which
necessitates structural modifications to the cover file in order to disguise the contents. The embedding

Figure 8: Eight sub modules each embeds 3-bits into the cover text
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Figure 9. lllustrated example of proposed Algorithm using twitter data

Original Cover text (Twitter)

Located about 10 minutes from Kundasang town, Sosodiken Hill offers an easy hike suitable for
beginners. Make sure to go before 7AM so you can enjoy a perfect view of the majestic Akinabalu! Enjoy
the scenery with the cool weather, misty air, and the perfect view of Mount Kinabalu from Sosodikon Hill
Kundasang. One of the most beautiful highlands in Malaysia. [t's a must-visit when in Sabah.

Stego-Text with Emhedded Message

010 *. 000 => 110
Locateda-boutwmmétes‘rom Kundaﬁnq town, Sesodikon Hill offersan ~ easy hike suitable for
beginners. Make *™ to go before 7TAM ,eu can enjoy * perfect view * the majestic Akinabalu! Enjoy the
scenerywith the cool weather, misty air, and the perfect view ‘of Mount Kinabalu from Sosodikon Hill
Kundasang. ‘One of the most beautiful highlands in Malaysia. It's a must-visitwhen in Sabah.

Secret word: hidden (6 chars)
Binary values : (no prefix 0)

011010000110 100101 100100011001 000110 010101 101 110 (6XB=48bits ; 48/3=16Blocks, dwords
fiteration)

capacity and the appearance of the cover file must always be in some proportion; otherwise, third-
party doubt arises due to cover file distortion.

This paper compares our methodology to other methods, represented numerically in Table
land graphically in Figure 10. We chose Cover Twitter data (Malaysia) of same size to evaluate the
performance of our algorithm and compared it to other approaches. The author (Dulera, 2012)uses
the quadruple approach to arrange English letters based on their characteristics. There are four groups,
and their identifiers are A, B, C, and D; curved letters, letters with a central horizontal straight line,
letters with one vertical straight line, and letters with a diagonal line. Each group is designated by the
bits 00, 01, 10, 11, and these are the bits that are hidden when a character of that kind is present in
the cover file. The author (Shahreza, 2006)uses feature coding to embed data based on the features of
Persian letter features using the Persian language. The embedding bits are added one at a time, with
a 0-bit indicating the lack of the feature and a 1-bit indicating the existence of the feature. In order to
test the performance of this method, we used a specific feature of the English language and obtained
the results shown in the Table 1 and (Kamaruddin, 2018). For all approaches, the covertext data is
3568 bits. The embedding procedure was applied to all techniques and yielded hidden message bits
105 (our method), 118,75, and 57.

The analysis reveal that our technique outperforms future coding and the Inter-Word Space method,
outperforming the Quadruple method by lowering third-party suspicion. Because by simply lowering
the N value (presently 4), it is feasible to increase the embedding capacity more than the Quadruple
technique. As we go, the Stego text gets increasingly distorted, raising third-party suspicion. As a
result, data hiding properties always proportionate, and keep the properties balanced to minimize
possible steganalysis by third parties.

4.1 Equation 1: Embedding Ratio

Total Embedding bits
Total Ezxpected Stego bits

Embedding Ratio = *100%

1"



Journal of Database Management
Volume 34 « Issue 2

Table 1 provide an embedding ratio for all techniques in addition to embedding capacity. The
embedding ratio (Equation 1) is the total number of embedding bits divided by the size of the Stego
text, and it reflects the embedding volume concerning the Stego text. Equation 1 expresses the
embedding ratio relationship.

The graph inFigure 10depicts the variance in embedding capacity between our approach and
others. Even though it is format-based, the quadruple technique tested for analysis employed a
different method. The other two strategies, feature coding and inter-word spacing, fared less than our
method. Our proposed method can do even better in terms of embedding capacity, but the invisibility
of steganography is compromised. As a result, balancing embedding capability with imperceptibility
is critical.

Our Steganography method has been tried in conjunction with the other approaches stated above.
The data set utilized to carry out this experiment is Twitter data. Several Twitter media samples were
utilized to assess the volume of embedding capacity and embedding ratio. Figure 9depicts one such
sample cover with concealed data. Several samples of text with varying volumes are used as covers
for this analysis.

Table 1. Comparison of Steganographyapproaches with our approach - Trial-1

Stesanographic Approaches Cover text Hidden Stego Text Embedding
ganograp pp size bits message bits Size Ratio
Our Proposed 3-bit hiding Method 3568 105 3669 2.86
Quadruple method(Dulera, 2012) 3568 118 3682 3.2
Feature Coding(Shahreza, 2006) 3568 75 3639 2.06
Inter-word space method (Kamaruddin, 2018) 3568 57 3621 1.57
Figure 10. Performance of Proposed Format-based Steganography Algorithm Vs other Approaches(Trial-1)
Comparison of our Steganography method Ws_ other methods
Cover Text Size: 3568 bits
140
118 Bits
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=
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Table 2. Comparison of Steganographic approaches with our approach - Trial-2

Embedding
Steganographic Approaches Cover text size bits | Hidden message bits | Stego Text Size Ratio
Our Proposed 3-bit hiding Method 7200 225 7425 3.03
Quadruple method 7200 246 7446 3.30
Feature Coding 7200 160 7360 2.17
Inter-word space method 7200 120 7320 1.64

The details of the trial-1 with a cover size of 3568 bits (446 characters including spaces) are
shown in Table 1. We were able to conceal 105 bits (13 characters). one additional one-bit was added
to make the length of the bit stream a multiple of three.

Similarly, using Equation 1, we calculated an embedding ratio of 2.86. Other approaches were
tested along the same lines, using the same cover text size bits. Table 1 shows a comparison of the
results achieved with our approach and other methods. Figure 10depicts it visually using a bar graph.

Table 2’s Trial-2 demonstrates an increase in cover text volume to 7200 bits (900 characters
including spaces). We evaluated for increased cover volume and message size, and our technique
outperformed two other ways in embedding capacity and embedding ratio (0.17 in our method).
The relative embedding ratiosof all approaches are determined in Table 3. When compared to other
approaches, our suggested method has the good embedding ratio (Figure 10). This demonstrates that
as thevolume of cover data rises, so does the quantity of embedding volume.

4.1.1 Data Set

As previously stated, the data sets utilized for the proposed 3-bit Hiding steganography approach
include Twitter data. The sample data is displayed in Figure 11(News, 2019).

The data sets gathered via Twitter, as well as the approach tested in our instance employing social
media datasets. There are too many individuals and messages viewed on Online Social Networks.
These cover text modifications intended for a single individual or a small intended group. Ninety-
nine per cent of users are ordinary consumers who are unconcerned about the material exchanged on
social media networks(Gurunath R. K., 2021). The remaining 1% of the population may be interested
in steganalysis; arbitrator analysis will not succeed most of the time. As a result, the Stego material
displayed is safe.

5. 3-BIT HIDING STEGANOGRAPHY FOR MEDICAL APPLICATION

The proposed text steganography method is ideal for medical data security. The size of the carrier
cover file determines the size of the message hidden. The 3-bit Hiding method safeguards sensitive

Table 3. Improved Embedded Ratio of Proposed Format-based steganography Algorithm Vs other Approaches

Embedding Ratio | Embedding Ratio Improvement in Embedding
Steganography Approaches Trial-1 Trial-2 Ratio
Our Proposed 3-bit hiding Method 2.86 3.03 0.17
Quadruple method 3.2 3.30 0.10
Feature Coding 2.06 2.17 0.11
Inter-word space method 1.57 1.64 0.07
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Figure 11. performance of our method with regard to Embedding Ratio
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Figure 12. Sample datasets used for the embedding (News, 2019)

Sample 1 (Featured in: Malaysia morning news for November 19)

About Malaysia moming news Malaysia morning news roundup is the most comprehensive
hand-curated selection of Malaysia English language news headlines published. Each
weekday we scour hundreds of local and international news sites and websites to find the
most recent Malaysia English language news today We filter our the dull, the boring, the
repetitive, and the click-bait and package all of the Malaysia daily news that you need to
know to start

Sample 2 (Featured in: Malaysia morning news for November 19)

We clearly identify the source of all the Malaysia news headlines, whether it is behind a
paywall, a media release, or whether the news site uses annoying pop-up advertising or
auto-play video, in case those things annoy you too. If a website uses particularly invasive
pop-up adverts, we'll tell you This enables you to make an informed choice of whether you
want to learn more by clicking directly through to the original Malaysia news article.

clinical data of patients and doctors’ recommendations from opponents and the data encapsulated
in a cover file. The cover file selected is any regular medical/clinical/other data file. It must be an
English text file—the carrier cover file delivered to targets via social media or the primary channel
like email(Ch, 2016).

The 3-bit Hiding Algorithm (Figure 12)requires two parameters: a cover file and the binary stream
containing the message to be hidden. AES (Advanced Encryption Standard) encryption protects the
message before being hidden on a cover file. Encryption turns the message to an unreadable format
or cypher text. The key used is a shared key for both the sender and the recipient and distributed
through a secure channel.The obtained encrypted text from the AES algorithm is converted to a
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Figure 13: Medical data embedding and extraction through proposed 3-bit hiding algorithm

'SENDER :
| Text Cover 3-bit :
! Clinical AES Cipher Binary Hiding
! Message Encryption Text Stream Algorithm :

Secured Secret Insecure Stego-

Channel Key Channel Text
'RECEIVER : :
t Ciinical AES Cipher Binary S-bit 5
! Message Decryption Text Stream EsN :
) Lnisl vp Algorithm

binary stream and subjected to the 3-bit Hiding method. A carrier (any medical/clinical/other data
file) is selected and fed into the algorithm. The algorithm’s entire operation is described in the section
“Proposed 3-bit Hiding Algorithm.” The method produces a Stego-text. The Stego-text is often
sent to the chosen targets via an unsecured connection or the public Internet. Third-party suspicion,
steganalysis, and attacks on the Stego-text occur at this location. The Stego-text is subjected to the
proposed 3-bit Extraction technique at the receiver location, yielding a binary stream. The encrypted
text is translated to ASCII. The encrypted text passed into the AES decryption process to recover the
message (secure medical data). AES decryption uses a shared key communicated across the secure
channel (Vijayakumar, 2019).

6. THEORETICAL AND PRACTICAL CONTRIBUTIONS

The scholarly community is encouraged by this study, which also provides further proof in support
of format-based text steganography. The current approach introduces the concept of 3-bit embedding.
The approach makes use of a various existing format-based methods, such as word-shift, line-shift,
shift-word-up, shift-word-down, and open-space. In addition, the algorithm introduces three new
techniques: shrink-font, hyphen-stuff, and apostrophe-stuff. This study further emphasizes embedding
ratio compare to other methods mentioned above. The approach comprising of message preparation,
Embedding procedure, and an extraction procedure.

Although, in image steganography, there are several strategies that conceal multiple bits at once
in the cover image. For example, research carried out by (Li, 2009), (Sathish Shet, 2017) conceals
multiple bits in image.

Text in contrast, our method of concealing several bits at once into a cover is a unique for
format-based text steganography. There are few Multiple bit text data hiding is demonstrated in the
literature. One of the two important papers as follows: (Kumar, 2015) provides a concept of 2bit,
3bit, and 4-bit encoding. The utilization of Unicode space characters serves as the cornerstone of
this method. Although multiple bit encoding is theoretically conceivable, the unanticipated gaps
that are produced in this technique after embedding actually lead to more visual attack. In order to
mask 2-bit data, (Yadav, 2015) suggested a different approach, quadruple categorization based on
feature coding was successful in embedding two bits at a time. This method involves a large cover
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file in order to conceal the data. When compared to our technique, this strategy produces a lower
embedding ratio than some other ways.

Our model employed the various approaches of format-based text steganography listed at
the beginning of this section to conceal data. The previously mentioned methods use quadruple
classification and Unicode space characters, respectively, to conceal data, which is a type of method
described in the preceding paragraph. Consequently, we claim that our strategy is a unique one.
This paper’s “Results and discussion” section demonstrates the uniqueness of our methodology in
comparison to other approaches.

In the section titled “3-bit Hiding Steganography for Medical Application” of this paper, we
discuss the practical advantages of our proposed 3-bit concealing methodology and explain how it
may be used in the medical industry. The technique may also be used to any industry where secret
messages are sent. It is possible to use the method to set up covert communications. However, an
application comparable to MS Word may remove the concealments if the formatting settings are
enabled and editable. Therefore, these techniques are suitable for taking a manual print on paper or
delivering Stego data as an image on social media networks.

According to (Alvesson, 2007), it is vital to evaluate the broad applicability of new research
models and processes in line with theory-building literature in order to better grasp the context and
how it could alter how ideas are received. This is especially true when long-held beliefs start to
disintegrate since these breaks foster the growth of new knowledge.

7. SHORTFALLS OF THE RESEARCH

In our current research though, when compared to other current approaches, our method showed
a slight increase in embedding capability. The problem is that as the message volume grows, the
imperceptibility feature of steganography affects, resulting in third-party mistrust. This applies to
all existing methods. As a result, there is a requirement for a balance between imperceptibility and
embedding capacity.

8. FUTURE WORK

This article may provide valuable, interesting insights for those researchers who are always reading
papers of this sort. This article’s approach arose from improving the embedding capacity while keeping
the undetectability attribute steganography in mind. The algorithm may be enhanced further in the
4-bit embedding to boost embedding capacity. Furthermore, this traditional method may be improved
using artificial intelligence, RNN, LSTM, etc., to improve performance.

9. CONCLUSION

Initially, the objective was to expand the embedding capacity. We developed a novel technique, the
3-bit Hiding Algorithm, based on a sort of traditional data hiding approach known as format-based
text steganography. However, as the algorithm was tested with varied Twitter data, our carrier text
distorted as the payload rose. As the format-based method’s guiding concept, when embedding occurs,
the structure of the carrier text changes.Our suspicions were aroused by the Stego-text created. Then we
made a minor adjustment to the algorithm and reduced the payload capacity, resulting in significantly
improved Stego-text. Our technique fared better than the other two methods. Finally, when the payload
is greater, suspicion cannot be ruled out.The algorithm may be used in a wide range of areas where
secret messages are transmitted over covert channels. This article presents two such applications, one
for the general public or any individual who wishes to communicate their data secretly, and the other

16



Journal of Database Management
Volume 34 - Issue 2

for medical data security. Patients’/medical data is susceptible and should not be accessible by third
parties; only the intended persons should use it. In this regard, the proposed strategy is beneficial.
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