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ABSTRACT

Distributednetworksarenetworksinwhicheachnodecanactasaserverorclientandhenceanynode
canprovideservicetoanyothernode.Insuchascenario,establishingatrustmodelbetweentheservice
providinguserandtheserviceutilizinguserisachallengingtask.Atpresent,onlyafewapproaches
areavailableinthepastliteraturetoprovidethisfacility.Moreover,theexistingapproachesdonot
providehightrustaccuracy.Therefore,anovelefficienttrustmodelhasbeenproposedinthisarticle
tosupportthesecuredynamicgroupcommunicationindistributednetworks.Themainadvantageof
theproposedworkisthatitprovideshighertrustaccuracy.Moreover,theproposedworktakesless
memoryformaintainingthetrustvaluesandincreasesthepacketdeliveryratioincomparisonwith
otherexistingworkswhichareintheliterature.
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INTRODUCTION

Intherecentyears,rapiddevelopmentofthedistributedcomputinghasnumerousrealtimeapplications,
whichincorporatesanumberofrelativetechnologiessuchascloudcomputing,utilitycomputing,
gridcomputing,pervasivecomputing,sensornetworks,clustercomputing,peertopeercomputing,
wirelesssensornetworks(Gray,2008;Afeketal.,2011).Thesetechnologiesareusedforavariety
ofapplications,suchasserviceproviding,informationprocessing,resourcesharinganddatastoring
andretrieval.Inadistributednetwork,eachusertriestoutilizeorprovidetheservicesfrom/tothe
otherusersandthedistributednetworksaredynamicinnatureaswell.Moreover,aopendistributed
network iseasy toenterandalsosusceptible toavarietyofmaliciousattacks (Zahariadisetal.,
2010;Sunetal.,2008).Hence,developingasecureprotocoltosupportgroupcommunicationina
distributednetworkisachallengingtasksincethereisnoconceptofacentralizedco-ordinatorto
co-ordinatetheactivitiesbetweendifferentnodes.

Inadditiontothis,eachnodeshouldalsocomputeandmaintainatrustvalueaboutothernodes
toperformthetrustbasedgroupcommunication.Therefore,anewwayoftrustandsecuregroup
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keymanagementisneededtodetecttheexistingmalicioususersinthedistributednetwork.Trust
management means, the degree of reliability of the neighbour users, who are used to send the
informationfromsourcetodestinationsecurely.Therefore,weintroduceanefficienttrustmanagement
modelinthispapertosupportthedynamicsecuregroupcommunicationinthedistributednetworks.
Inorder todevelopatrustedgroupcommunication,researchershavedevelopedvariousschemes
(Yuxingetal.,2008;Xietal.,2011;Shaiketal.,2014;Libinetal.,2015).However,mostofthe
schemessufferfromhighcomputationalcostsinceeachdistributednodehastoperformtwotasks.
Oneistogenerateanddistributethegroupkeytothegroupuserswhoareinthedistributednetwork.
Theotherworkis tocomputethetrustvaluesforall theusersbasedonthepastcommunication
history.Moreover,developinganefficienttrustmodelalongwithhighertrustaccuracyisadifficult
task.Hence,inthispaper,wehaveproposedanewtrustmodelwithhightrustaccuracytosupport
thetrustedsecuregroupcommunication.Toperformsecuregroupcommunication,wehavealready
developedtwoprotocols(Pandietal.,2016;Pandietal.,2016).Inthispaper,anewtrustevaluation
modelaloneisdevelopedwiththefollowingobjectives:

• Todevelopanefficienttrustmodelwithhightrustaccuracy;
• Todevelopacommunicationefficienttrustmodel;
• Toincreasethepacketdeliveryratio;
• Totakeaminimummemoryspaceforstoringthetrustvalues.

Theroadmapofthispaperisrepresentedasfollows.Theexistingsecurityandtrustmanagement
modelisdiscussedinsection2andtheproposedTrustLevelAgreementforDistributedNetwork
(TLADN) is presented in section 3. The Trust evaluation of users is mentioned in section 4,
performanceevaluationandcomparativeanalysisoftheproposedtrustmanagementmethodsare
presentedinsection5.Finally,section6providestheconcludingremarks.

RELATED wORKS

In this section, we have included various works that are used to provide security and trust in a
distributednetwork.

Security in the Distributed Network
Distributednetworksupportsdynamicgroupcommunicationbecauseitdividesalltheworksamong
theusersinvolvedinthenetworkandhencepresentsnewissuesforsecurity.Tilldate, therehas
beenmoreresearchpaperswhichdiscussaboutsecurityissuesinthedistributednetworks.L.Kagal
etal.(2001)discussedseveralsecurityissues,requirementsandchallengesthatadynamicgroup
communicationfacesinthedistributednetworks.Theyhadsuggestedsomeofthesecuritypolicies
andtrustevaluationmodelstoresolvetheseissuesinbothtechnologicalandrealtimeapplications
such aspeer topeer communication,Skype,Facebook,Whatsapp,PAY-TV,Video conferencing,
E-mail,Twitterandonlinegames.

One of the basic problems with maintaining distributed networks is provided that not only
securityservices,butalsoassurancethatthoseservicesareproperlyenforcedandholdwithinthe
distributednetworks.Belapurkaretal.(2009)distinguishabouttheSecurityissues,Processesand
Solutions indistributednetworkswithmoreexperimentalandsimulationresults thatshowmore
vulnerabilitiesandvariousattacksdetectedinthedistributednetworksusingsecurityanalysistools.
Theauthorsalsochallengetogivealevelofassurancebyprovidingsomesecurityarchitecturesand
trustmanagementmethods.

Dan(1987)hadproposedanewideaoftrustbasedondistributednetworksanddistributeduser
trustevaluationlevels.Theyhadsuggestedthefailstomakeallowancesforthedistributednetwork
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physicalsecurityrequirementsandtrustmanagementfactors,bymorethanonestandardlegalauthority,
andtheinteractionsthatcanoccurbetweenuserssupportingdifferentmandatoryanddiscretionary
securityservices.

Thegrowingtechnologyofdistributednetworkingneeds thatgreaterconsiderationbegiven
toensuringsecurityservicesinsidethesedistributedgroupcommunication.Thedifferentnatureof
severalcooperatingusers,togetherwiththeconsideredinteroperabilityandinter-connectivitybetween
thosedistributeddynamicgroupcommunicationshasmadetheeffectualservicesofsecurityandother
trustevaluationmethodsaremoreessential.RobinL.Sherman(1992)hadsuggestedsomeworld
wideandlocalsecuritypolicieswhichwillensurethattherequisitelevelsofsecurecommunication
madetoformthesecuredistributedgroupcommunication.Butthepracticalimplementationofsuch
complexsystemsremainsquestionable.

Inadistributednetwork,vulnerablenodescauseseriousriskastheycanweakentherightoperation
ofbasicfunctionalities,suchasdatarequestorresponseservices.OscarGarcia-Morchonetal.(2013)
proposedthattrustevaluationmethodbetweenusersisanecessarypartofthedistributednetwork.
Indetail,sponsorusersshallcommunicatewithtrustedusersonlyandmisbehavingusersmustbe
rapidlywithdrawnfromthedistributedgroupcommunication.Thispaperintroducesnewapproaches
andpropertyofthemutualsecurityprotocol,whichenforcestrustmanagementmodelbymeansof
twovotingmodels.Inthefirstvotingmethod,theadmissionprocessisdonebyeveryusergaining
trustbydistributingrevocationsecuritypolicytoitsneighborusers.Theseneighborusers,support
isessentialfortheformationoftrustedusers.Iftheusercollaborateandexposesenoughsecurity
information,itjoinsinthedistributedgroupcommunicationandcancommunicatewiththeremain
ofthedistributednetwork.Otherwise,thevulnerableuserisrejected.Ifthepermittedusertriestobe
aninternalattackerinthedistributedsystem,theseconddistributedrevocationvotingmodelisused.
Inthisregard,iftheusersupportagreesupontheactofmisdeed,theyleavetheuserfromdistributed
groupcommunicationusingpreviouslydisclosedrevocationsecurityinformation.

Trust in the Distributed Network
ThedistributedreputationbasedtrustmanagementmodelwasproposedbyN.Santosetal.(2009).
Inthissystem,atrustvalueiscomputedanddistributedtoalltheuserstotakeaconcretedecision
aboutthetrustworthinessofusersandthemainlimitationoftheworkismorespacecomplexity.

Azzedine Boukerche et al. (2009) proposed that, Nowadays, due to rapid growth, the
distributed telecommunicationsystemin telemedicineserviceshasstimulatedwidereal time
applications such as mobile E-health applications, E-Learning about medical prescription.
However,indistributednetworks,securityisanessentialfeaturewhileprovidingsecuredynamic
distributed group communication because many patients have private medical information
while itcomes toshare theirpersonal informationover theopendistributednetwork. In this
scenario, these authors haddeveloped a novel trust evaluationmodelwhich supports secure
multicastcommunicationemployingexpectationinordertoassesstheperformanceofeachuser
participatinginthegroup.Therefore,onlythetrustworthyusersareallowedtojoininthedynamic
groupcommunications,whereasthemisbehaviorofuntrustedusersiseffectivelyprohibited.The
mainadvantagesareanalyzingallthesecurityparametersofmulticastprotocolsandevaluate
itsbehaviourbasedonsimulationexperimentswithlowcomputationcost.Themainlimitation
isthatitdoesnotsupportindirecttrustevaluationmethod.

Hwang et al. (2010) discussed about the various service-level agreements (SLAs) by their
dynamiclevelofsharedservicesamongserviceprovidersandutilizingusers.Distributednetworks
dealwithseveralserioussecurityissueswhichincludeintegrity,confidentiality,andtrustamong
serviceproviders,individualusers,andgroupusers.Inthispaper,theauthorssuggestusingatrust-
overlaydistributednetworkoverseveraldatacenterstoimplementastandingsystemforestablishing
trustworthinessbetweenserviceprovidingusersandutilizingusers.
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Intherecentyears,medicalsensornetworkshavebecomeessentialfore-healthcareapplications,
butthesecurityinthiskindofapplicationsremainsaverychallengingissueandisyettoberesolved.
Moreover,theexistingcryptographicmechanismsarenotenoughgiventheuniquenessofMSNs,
andtheyarevulnerabletoaseveralkindofmisbehavingusers.J.Yuetal.(2010)andDaojingHeet
al.(2012)haddiscussedaboutthesecurityandperformanceassessmentofnetworksdependingon
themutualandtrustbaseddistributeddynamicusersandputforwardthatitisveryessentialforeach
usertoassessthetrustworthinessofotherusers.Inthispaper,relevantuserbehaviorssuchasdata
transferrateandsend-offtime,intotrustassessmenttodetectmalicioususerswereintroduced.The
mainadvantagesarethattheysupportallthedirect,indirectandhistoricaltrustevaluationmethod.
Themainlimitationofthisworkiscomputationoverhead.

Manyreal timedistributednetworkapplicationsarebasedonRole-Basedapplications.
KeChenetal.(2009)suggestedthatcredentialchainscanbeusedtoimplementthetrusted
peer-to-peer(P2P)applications,wheretrustassignmentshouldbeestablishedbetweenevery
pairofpeersattheparticularrolelevel.Role-basedtrustwasdistinguishedfromthecoarse-
grainedtrustevaluationmodelusedinmostP2Preputationsystems.Inthispaperintroducesa
newideabasedonaheuristic-weightingapproachforfindingtheshortestpathtoestablishing
arole-basedtrustednetwork.Theyhaveconsideredthehistoryoftheroutingpathinformation
tomeasuretheshortestpathcomplexityandtoassessthepairofpeerschainingeffectively.In
addition,thismodeldeterminesthesuccessiveedgesofatrustchaintoequalwiththedemands
inanygivenP2Papplication.Theseauthorshadintroducedanovelheuristicchainingmethod
forallthedirections(backward,forward,andbothdirection)evaluationoftrustchains.The
mainadvantagesareefficienttrustevaluationschemeintermsofthesearchtime,minimum
storagecostandenhancethechainingaccuracyindynamicP2Pnetworks.Themainlimitation
isthecomputationoverhead.

Inwide-areadistributednetworkswhichprovidethefacilityofdistributedservices,shared
resourcessuchasBigdatacomputingcentersandhuge-performancecomputingcenterssuffer
fromsecurityissuesduetolackofcentralizedcoordinator.Theyaresusceptibletoavariety
ofmaliciousattackersfromInternet.HaiyingShenetal.(2013)presentsPeertoPeerbased
infrastructurefortruthfulandefficientusercommunicationinwide-areadistributednetworks.
This work addresses both the trustworthiness and efficiency in its computing performs in
ordertoachievethehighperformanceserviceofdistributednetworkapplications.Themain
advantages are achieving both more trustworthiness and high efficiency in comparison to
otherexistingapproaches.

The consistency of delivering packets through multi-hop intermediate users is a significant
issueinthedistributednetwork.Indistributednetworks,allthenodeshaveestablishedconnections
toformthedynamicdistributedgroupcommunication,whichpossiblywill includeself-centered
andmisbehavingseveralnodes.Antesaretal.(2014)hadproposedtherecommendationbasedtrust
management protocol to remove the misbehaving users while looking for a trust route message
deliveryisachallengingissueduetothethreatoffalserecommendationslikeballot-stuffing,bad
mouthingattack,collusionandcertaintimeboundbasedonanumberofcommunicationmessages,
compatibilityofinformationandnearnessbetweenthenodes.

Goutam Mali et al. (2016) proposed a trust-based distributed network model for use in the
wirelessmultimediasensornetworks.ThisworkaccomplishedtheReceivedSignalStrength(RSS)
ofthecontrolpackets,whichareusedtoestablishthesecuredistributedgroupcommunication.Inan
unsecureddistributednetwork,utilizethetrustworthinesshelpsinprovidingcoverageofaservice,
andmaintainingconnectivity,butstillinthepresenceofmisbehavingusers.Themainadvantage
oftheschemeisthatitachievesanefficientcoverageratioandoptimalpacketdeliveryratiothan
existingapproachesinthepresenceofmaliciousattacks.
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TRUST LEVEL AGREEMENT FOR DISTRIBUTED NETwORK (TLADN)

In this section, theproposed trust levelagreementhasbeenpresented.First,wediscussabouta
structureofdistributednetworkenvironment.Secondly,wepresentthedefinitionsabouttrustlevel
agreementandtheproposedworkofTrustLevelAgreementforDistributedNetwork.Finally,we
discussaboutthewayofevaluatingthetrustworthinessofusers.

Figure1representsthestructureofadistributednetwork.Inthisfigure,varioususersareconnected
witheachotherinadistributedmanner.Eachusermaintainssomefileswhichcanbesharedwithother

users.Inordertosharethefileswithotherusers,eachoftheusersinitiallyexchangesomesecurity
parametersasdiscussedinourpreviouswork(Pandietal.,2016;Pandietal.,2016).Thesesecurity
parametersareusedforcomputingacommongroupkeytoperformsecuredatacommunication.

Moreover,whenthesecurityparametersareexchanged,itisnecessarytofindthetrustvalueof
eachuserforperformingatrustedsecurecommunicationinthedistributednetwork.Inthispaper,
anoveltrustagreementforcomputingthetrustvaluebetweentwodifferentusersisproposed.The
mainobjectiveofthisproposedworkistocomputeatrustvalueforeachuserandtoperformasecure
communicationbasedonthesecomputedtrustvalues.

Tocomputethetrustvalueforeachuser,atwoleveltrustagreementisproposedinthispaper.
Figure2representstheTrustlevelAgreementbasedDistributedNetworkTrustModel.Inthisfigure,
wehaverepresentedtheproposedtwolevelagreementmethodwhichconsistsoftwolevels,namely
UsertoUserTrustLevel(UUTL)andUsertoSponseruserTrustLevel(USTL).ThefirstlevelUUTL
isusedtofindatrustvaluebetweenusertouser.Thesecondlevelisusedtocomputethetrustvalue
betweenusertosponsoruser.Tofindthetrustvaluebetweenanytwousers,weusetwoapproaches,
namelyDirecttrustandIndirecttrust.Indirecttrust,eachusercomputesatrustvaluebasedonthe
numberofcommunicationsthatitperformswithotherusers.

Figure 1. The structure of a distributed network
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InIndirecttrustcomputation,eachusercomputesatrustbasedonthecommunicationthatit
performswithsomeintermediatenode.Forexample,ifuser1wantstocomputeatrustvaluefor
user2,itcanuseDirecttrustcomputation,sinceuser1isdirectlyconnectedwithuser2.Ifuser1
wantstocomputeatrustvalueforuser3,itshouldcomputethetrustvaluebasedontheinformation
collectedfromuser2sincethereisnodirectconnectionbetweenuser1anduser3.Inthiswaya
trustvalueiscomputedusingtwodifferentapproaches.Insection4,wehaveclearlyexplainedour
proposedtrustlevelagreementmodel.

Trust Evaluation of User
Inthisproposedapproach,wedefinetrustasanexpectationaboutthebehaviorsofwhatauserdenoted
asaui,expectationfromanotheruserisdenotedasauj,toperformagiventask.Eachuserusestrust
valuetoassesswhetheritcantrusttheotheruserornot.Ifauserisnotatrusteduser,thennoother
userwillperformdatacommunication.ThetrustvaluesarecalculatedusingtwowaysnamelyDirect
trustandIndirecttrust.Whenauseruihasenoughcommunicationexperiencewithuj,uiusesdirect
trust tocomputethetrustvalueforuj.Otherwise,whenuidoesnothaveenoughcommunication
experiencewithuj,uiusesindirecttrusttocomputethetrustvalueforuj.Inourapproach,wedefinethe
communicationexperiencethresholdwhichisdefinedbasedonthenumbersuccessfulcommunication
performedbetweentheusersconnectedinthedistributednetwork.

Direct Trust Method

ThedirecttrustvalueDT
u ui j−

isdefinedas:
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Figure 2. A trust level agreement based distributed network trust model
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Let N u u
ik jk
,( ) denotes the totalnumbercommunications thatuihasperformedwithujand

S u u
ik jk
,( ) denotestheu s

i
' satisfactiondegreeofcommunicationinits ith communicationwithuj

whichisintherangeof(0,1).
InEquation1,wedeterminetheaveragenumberoffailedcommunications,otherwiseunsuccessful

interactionsmaycauseitsuseruitotallyuntrustsfromuseruj.Basedonthevalue,eachuserdecides
tocontinue(or)stopitscommunicationwithotherusers.Forexample,ifthevalueofS u u

ik jk
,( ) is

0,thenuseruidoesnotmakeanycommunicationtouseruj.Afterthat,userujisconsideredasa
malioususertouserui.

Indirect Trust Method

TheIndirecttrustvalueof IDT
u ui k−

isdefinedas:

IDT max DT DT
u u u u u ui k i j j k− = ( )� ,

, ,
 (2)

wherejreferstotheintermediateuserswhoareavailablebetweenuitoukandthevalueofjcanbe
j=1,2,3,…,n.

Themechanismofevaluatingindirecttrustallowseachusertocalculatethetrustvaluebased
onthedirecttrustvaluewhichwascomputedthroughadirectconnectionavailablebetweenanytwo
users.However, inalargescaledynamicdistributednetwork,themechanismisnotscalabledue
tomessageoverheadproblem.Fromtheperceptionofdistributednetworkusers,theproofoftrust
computationbetweenindividualsisfromdirectcommunicationinformationandotheruserstrust
information,butnotallexistinguserstrustinformationmustbecollected.Inadynamicdistributed
groupcommunication,anyusermayjoin/leavefromthedistributednetworkatanypointoftime.
Therefore,itisessentialtocalculatethetrustvaluebasedonthenewerinteractionstoensurethe
dynamictrustvalue.

Whilecomputingtheindirecttrustinadynamicnetwork,auseruimaygetatrustvalueforauser
ujthroughtwodifferentpaths/links.Insuchascenario,theuseruihastoselectahighertrustvalue
amongthetwotrustvalues.Ifmorethantwotrustvaluesareavailableforauseruk,thenmaximum
trustvalueisconsideredasshowninEquation2.Basedontheabovedescriptions,bothdirectand
indirecttrustevaluationmethodshouldsatisfythefollowingconditions:

1. Trustvalueiscomputedbasedonnewerinteraction;
2. Thedirect/indirecttrustvalueshouldnotexceedathresholdvalueT=1;
3. Communication between the users must satisfy all the quality of service parameters in the

distributednetwork.

Forexample,inFigure3,fourusersareavailablewhicharedenotedasuser1,user2,user3,and
user4.Amongthefourusers,weconsideruser1asasourcenodeanduser3asadestinationnode,
user2anduser4areintermediatenodesavailablebetweenuser1anduser3.Inourapproach,allthe
individualusersmaintaintrustvaluecomputationtablewhichcontainsthesourcenode,destination
node, thenumberofmessagescommunicated,numberof successfulacknowledgement received,
numberofmessagesfailureandtrustvalue.

Consider,forexample,inthistablesourcenodeisusedtoindicatethenodeforwhichtrustvalue
computationtableiscomputed.Thedestinationnodeisthenodeforwhichthereisadirectlinkfrom
thesourcenode.Thenumberofmessagescommunicated isused to identify the totalnumberof
messagesthataresentfromsourcenodetodestinationnode.user1knowsabouttwodirectneighbors
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user2anduser4,andhenceuser1canusethedirecttrustvalueevaluationmethodtocomputethetrust
valuebetweenthedirectneighbors(Theuser1touser2,user1touser4).user1doesnotknowabout
user3,andhenceuser1cannotusedirecttrustevaluationmethodtocomputethetrustvalue.Therefore,
user1canusethedirecttrustvalueofuser2anduser4tocomputetheindirecttrustvalueofuser3.

Table1clearlydescribesaboutuser1thatismaintainingthetrustvalueofdirectneighbors.Here,
wehaveassumedthatuser1hassent10differentmessagestouser2,butuser2hasrespondedonlyfor

8messagestouser1Basedonthisinteractioninformation,user1computesthetrustvalueusingdirect
trustevaluationmethodfromEquation1.Thetrustvaluebetweenuser1anduser2is0.8,sinceuser1
issatisfiedfor8messagesamong10requestmessages.Therefore,thetrustrelationshipissatisfied
becausethetrustvalueisgreaterthan0.5.Also,user1hassent10requestmessagestouser4,but
user4hasrespondedforonly4messagestouser1.Basedonthisnewerinteractioninformation,user1
computesthetrustvalueusingdirecttrustevaluationmethod.Thetrustvaluebetweenuser1and
user4is0.4,sothatthetrustworthinessamongthemisnotsatisfactorybecausethetrustvalueisless
than0.5.Henceuser1willnotbelieveallthemessagesreceivedfromuser4.Moreoveruser1does
nothaveanydirectcommunicationtouser3,sothetrustvaluebetweenthemisconsideredaszero.

Similarly,directtrustvalueiscomputedforotherusersasshowninTable2,Table3andTable
4. After computing the trust value using direct trust computation method, each user exchanges

Figure 3 Example of direct and indirect trust evaluation model

Table 1. User 1 trust value computation table

Source Node Destination Node No. of Messages 
Communicated

No. of Successful 
Acknowledgement 

Received

No. of Message 
Failures Trust Value

User1 User2 10 8 2 0.8

User1 User3 - - - -

User1 User4 10 4 6 0.4



Journal of Organizational and End User Computing
Volume 32 • Issue 3 • July-September 2020

9

itsowntrustvaluecomputation table to itsneighbors.Thisprocess takesplaceperiodically.For
example,user1exchangesitstablewithuser2anduser4andviceversa.Afterexchangingthetrust
valuecomputationtablewiththeneighbors,eachusercantaketheunknowninformationfromthe
receivedtablesusingthisunknowninformationeachusercancomputetheindirecttrustvalueof
otheruserswhodonotdirectlyconnectedinthedistributednetwork.Forexample,user1receives
thetrustvaluecomputationtablefromuser2(Table2)anduser4(Table3)usingthesetwotablesand
theuser1updatesitstableasshownbelow.

InTable5,theindirecttrustvalueof0.6isupdatedfortheuser1touser3.UsingEquation2,we
updatethetrustvalueofuser1touser3.

Table 2. User 2 trust value computation table

Source Node Destination Node No. of Messages 
Communicated

No. of Successful 
Acknowledgement 

Received

No. of Message 
Failures Trust Value

User2 User1 10 8 2 0.8

User2 User3 10 6 4 0.6

User2 User4 - - - -

Table 3. User 3 trust value computation table

Source Node Destination Node No. of Messages 
Communicated

No. of Successful 
Acknowledgement 

Received

No. of Message 
Failures Trust Value

User3 User1 - - - -

User3 User2 10 6 4 0.6

User3 User4 10 3 7 0.3

Table 4. User 4 trust value computation table

Source Node Destination Node No. of Messages 
Communicated

No. of Successful 
Acknowledgement 

Received

No. of Message 
Failures Trust Value

User4 User1 10 4 6 0.4

User4 User2 - - - -

User4 User3 10 3 7 0.3

Table 5. Updated trust value computation table of User 1

Source Node Destination Node No. of Messages 
Communicated

No. of Successful 
Acknowledgement 

Received

No. of Message 
Failures Trust Value

User1 User2 10 8 2 0.8

User1 User3 10 6 4 0.6

User1 User4 10 4 6 0.4
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Performance Evaluation
Inthissection,theproposedworkissimulatedtoanalyzetheperformanceofthisproposedwork
(TLADN)withvariousexistingworksRecommendationTrustRevisionModel(RTRM)(Yuxinget
al.,2008),IterativeClassificationAccuracy(ICA)(Xietal.,2011),TrustEvaluationmethodbased
ontheNode’sQoSCharacteristicsandneighbouringnodes’Recommendations(TENCR)(Shaiket
al.,2014)andDynamicTrustEvaluationModel(DTEM)(Libinetal.,2015).Inordertoanalyzethe
performanceofthisproposedwork,theproposedtrustmodelissimulatedinjavabydevelopinga
distributednetworkwithDynamicSourceRouting(DSR)protocol.Forperformingthissimulation,
4GBRAM,500GBHarddiskandWindowsOSisused.Basedonthesimulation,theproposedtrust
modelisanalyzedwithvariousparameters,namelytrustaccuracy,storagecomplexity,communication
complexityandpacketdeliveryratio.Thetrustaccuracyvalueisthevalueofgettingaccuratetrust
results throughproposedTLADNmodelon the requirement thatall the trustmanagement tasks
assignedarecompletelyaccomplished.ThetrustaccuracyvalueiscomparedwithTLADN,RTRM
(Yuxingetal.,2008),ICA(Xietal.,2011),TENCR(Shaiketal.,2014)andDTEM(Libinetal.,
2015).Weconsideredthatthedistributednetworksizeisabout500usersandwehaveintroduced
50attackerswiththemaximumtransmissionrangeof400m.Eachuserpossessesasetofservices
andalltheusersareuniformlydistributedinthegroup.AsshowninFigure4,withtheincreaseof

theattackers(thepercentageofnumberofattackersum),theTLADNproduceshightrustaccuracy
valueincomparisonwithotherexistingapproaches.Despitethenumberofattackersbeing50,our
proposedworkprovides88.5%trustaccuracy.Therefore,theproposedTLADNismoreefficientthan
theexistingworksDTEM,TENCR,RTRMandICA.AmongthevariousschemesICAproduces
only40%oftrustaccuracy.

Inadistributednetwork,eachuserhasitsownstoragespacewhichisusedtostorethetrust
accuracy value of its neighbor users. The storage complexity of the user in our proposed trust
managementmethodis4nwhere4nrepresentsfourtypesofvalues(Noofmessagescommunicated,
Noofsuccessfulacknowledgementreceived,NoofmessagefailuresandTrustValue)tobestored
for‘n’numbersofusers.InourproposedTLADNscheme,bothdirectandindirecttrustevaluation
methodsconsumeverylessstoragespacethanthevariousexistingschemes.

Intheexistingapproaches(Yuxingetal.,2008;Xietal.,2011;Shaiketal.,2014),whenauser
wantstomakethecommunicationwithitsneighborusersofdirecttrustinformation,itminimally

Figure 4. Trust accuracy of various schemes
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sendsarequestmessagetoitsneighbors.Thisrequestmessagemaytakeonly01or02bytesinsize.
But,whenauserreceivesthetrustvalueofneighboringusersbyusingtheindirecttrustmethodthe
sizeoftherequestmessagefromeachneighborusermaybeabout15to20bytesbyassumingthat
eachuserinformationtakes2bytesanditmayhave10neighborusers.Communicationoverheadis
theprocessofsendingthenumberofmessagesforcomputingthetrustvaluebeforeprocessingthe
messages.Basedonthis,communicationoverheadiscomputedforourproposedworkandexisting
works.Whenthenumberofnodesarehigh,forexample500,ourproposedworktakeslessthan5
msforcomputingthetrustvaluecomputationtablebysharingtheinformationfromneighbornodes.
Figure5clearlyshowsthatourproposedworkisefficientwithrespecttocommunicationoverhead
comparedtoallotherexistingworks.

Packetdeliveryratioisanimportantfactorofanalyzingandevaluatingthetrustaccuracyvalue
ofallneighborusers,whichmeanstheaverageratioofthetotalnumberofrequestmessagesthatare
successfullyreceivedtothetotalnumberofmessagessent.InFigure6,Wehavecomparedmainly
threeparameters.First, the distributednetworkdoesnot utilize trustmanagement schemeswith
noattackers.Thesecondisthatofthedistributednetworkwith10attackerswhorandomlydrop
about95%ofpacketspassingthroughtheneighborusers.Third,thedistributednetworkwithtrust
managementschemesand10attackers.

Figure6clearlydescribesthetotalnumberofpacketsthataresuccessfullytransmitted,which
representsthedistributednetworkperformance.Asaresult,weobtaintwoobservations.Thepacket
deliveryratio issignificantlydegradedby10attackers.Second,afterutilizing trustmanagement
schemes,thedistributednetworkthroughputperformancecanbeincreasedbecauseitenablesthe
trustedrouteestablishingwhichisbasedonthetrustvaluetoavoidlesstrustworthyusers.

CONCLUSION

AnefficientTLADNtrustevaluationmethodispresentedinthisresearchpaper,whichisusedtodetect
theexistenceofmalicioususersinthedistributednetworkandprovidesthetrustworthinessamong
theuserstoperformdynamicsecuregroupcommunication.Themaincontributionofthisproposed
workisthatitprovideshighertrustaccuracycomparedtoexistingschemes.Moreover,theTLADN

Figure 5. Communication complexity of various schemes
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trustevaluationmethodtakeslessstoragespaceformaintainingthetrustvalueswhileincreasingthe
packetdeliveryratio.Moreover,thecommunicationcomplexityofthisproposedworkisalsoless
whencomparedtoexistingschemes.Thefutureextensionofthisworkistodevelopaqueuingmodel
alongwiththistrustmodelsothatpacket(message)waitingtimewillalsobeconsidered.Therefore,
whenamessagetravelsfromsourcetodestination,boththetrustvalueandthewaitingtimewillbe
consideredfortheselectionofsecureoptimalpaths.

Figure 6. Packet delivery ratio for various schemes
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