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ABSTRACT

Toconcealtheveryexistenceofcommunication,thenoise-basedwirelesscovertchannelmodulates
secretmessages intoartificialnoise,which isadded to thenormalwirelesssignal.Although the
state-of-the-art work based on constellation modulation has made the composite and legitimate
signalundistinguishable, thereexists an imperfectionon reliabilitydue to thedensedistribution
ofcovertconstellationpoints.Inthisstudy,theauthorsdesignawirelesscovertchannelbasedon
ditheranalogchaoticcodetoimprovethereliabilitywithoutdamagingtheundetectability.Thedither
analogchaoticcode(DACC)playstheroleastheerrorcorrectingcode.Inthemodulation,theanalog
variablesconvertedfromsecretmessagesareencodeintojointcodewordsbychaoticmappingand
ditherderivationofDACC.The jointcodewordsaremapped toartificialnoise later.Simulation
resultsshowthattheproposedschemecanachievebetterreliabilitythanthestate-of-the-artscheme
whilemaintainingthesimilarperformanceonundetectability.
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INTRoDUCTIoN

Covert channel is a specificbranchofdatahidingwhichaims todeliver secretmessages to the
potentialreceiverswithoutcausingtheattentionsofthethirdparties(Zander,Armitage,&Branch,
2007).Thesecretmessagesincovertchannelsarealwaysembeddedinmultimediafiles(Cheddad,
Condell,Curran,&Kevitt,2010;Vojt,#283,Holub,&Fridrich,2013),networkpackets(Gianvecchio,
Wang,Wijesekera,&Jajodia,2008;Mileva&Panajotov,2014;Shah,Molina,&Blaze,2006),or
communication behaviors. The network covert channel is most popular type, in which network
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packetsareusedasthecarrier.Secretmessagesaretransmittedbypaddingsomebitsintothepacket
headers(Mileva&Panajotov,2014)ormanipulatingthepackettiminginformation(Gianvecchioet
al.,2008;Shahetal.,2006).However,asthemostwidely-studiedbranchofcovertchannels,pattern
matching(Zhai,Liu,&Dai,2013)andsomestatistic-baseddetectiontools(FahimehRezaei,Hempel,
&Sharif,2017)havebeenappliedtothreatenthenetworkcovertchannels.

With the development of wireless communication, wireless covert channels have begun to
draw researchers’ attentions, inwhich the secretmessages are embeddedbymodifyingwireless
communicationprotocol fieldsorwirelesssignals.Due to the localized transmissionofwireless
communication,wirelesscovertchannelsaredifficulttoaccess.Thewardenmustsetobservation
points in each possible hotspot, capture and analyze massive wireless signals. The detection of
wirelesscovertchannelsismoredifficultthanthepacketlevelanalysisofnetworkcovertchannels.

Earlierwirelesscovertchannelswereestablishedbypaddingormodifyingtheredundantfields
ofwirelesscommunicationprotocols.Inseveralwirelesscovertchannels,thesecretmessageswere
embeddedinthepaddingofframes,headersoftheMAC,RLC,andPDCP(Grabska&Szczypiorski,
2014;Szczypiorski&Mazurczyk,2010),thephaseofSTF,thefrequencyofCFOandCyclicPrefix
inWi-Fisystem(Classen,Schulz,&Hollick,2015).ThesubcarriersreservedinOFDM-basedsystem
canalsobeusedtotransmitsecretmessages(Hijaz&Frost,2010).However,thesewirelesscovert
channelsareweaktothedetectionmethodsbasedonmatchingthefieldsofwirelesscommunication
protocols(FatemehRezaei,Hempel,Peng,Qian,&Sharif,2013).

Duetochannelinterferenceinpracticalwirelessenvironment,thedistortionofthewirelesssignal
isinherent.Later,thenoise-basedwirelesscovertchannelswereestablishedbyconvertingthesecret
messagesintotheartificialnoisefortransmission.Therearetwobenchesoftheresearchesonthese
wirelesscovertchannels.Oneistheresearchonthetheoreticalcovertcapacityofthewirelesscovert
channels.Assumethatthewardenhavefullknowledgeofnormalchannelnoiseandtheartificialnoise
canbetransmitteddirectly,thetheoreticalcovertcapacityisgotwhilemeetingtheundetectabilitythat
thewardencannotdistinguishthenormalchannelnoiseandartificialnoisebyhypothesistestingand
relativeentropy.Thelimitsonundetectabilityofthosewirelesscovertchannelswasstudiedin(Bloch,
2015),whichwasextendedtothenetworkwithfriendlynodesproducingartificialnoise(Soltani,
Goeckel,Towsley,Bash,&Guha,2018)andwirelessrelaynetworks(Huetal.,2018).

Theotherbenchistheresearchonthealgorithmofthesewirelesscovertchannels.Theresearch
assumesthatthewardenhavepartialknowledgeofnormalchannelnoiseandtheartificialnoiseis
alwaysaddedtothenormalwirelesssignalfortransmission,thenthewirelesscovertchannelsare
proposedandbenchmarkedonundetectabilityand reliability.Theundetectabilityofnoise-based
wirelesscovertchannelswasguaranteedbybringingrandomnoiseintothegenerationofartificial
noise.Inthework(Dutta,Saha,Grunwald,&Sicker,2012),theartificialnoisewasgeneratedby
dirty constellation, which composes of the signal modulated from secret messages and random
noise.Later,multiplextechniqueisalsoemployedtoaddrandomnoiseintothesignaltogenerate
artificialnoise(Kitano,Iwai,&Sasaoka,2011).Inourpriorwork(Caoetal.,2018),theartificial
noisemodulatedfromsecretmessagesbyconstellationshapingmodulationcanmaintainthesame
distributionasthatofnormalchannelnoise.Althoughthestate-of-the-artschemeshaveachieved
goodperformanceonundetectability,theartificialnoiseisvulnerabletochannelinterferencesowing
toitsdensedistribution.

Inthisstudy,awirelesscovertchannelbasedonditheranalogchaoticcodeisproposedtoimprove
thereliabilitywhilemaintainingtheperformanceonundetectability.Theditheranalogchaoticcode
(DACC)encodestheanalogvariablesconvertedfromsecretmessagesintothejointcodewordsby
chaoticmappingandditherderivation.Chaoticmappingencodestheanalogvariablesintochaotic
codewords,andditherderivationgeneratesthedithercodewordsfromchaoticcodewordstoprotect
theirsigns.Simulationresultsshowthatthereliabilityoftheproposedschemeissignificantlyimproved
whilemaintainingsimilarundetectabilitywhencomparedwiththestate-of-the-artschemes.

Thefollowingarethekeycontributionsofthispaper:
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1. Weintroducetheanalogchaoticcodetothenoise-basedwirelesscovertchannelsforthesake
ofimprovingtheirreliability.

2. Accordingtothedistributionofnormalchannelnoise, theditherderivationinditheranalog
chaoticcodeisproposedtogetabetterperformance.

Therestofthepaperisorganizedasfollows.Inthenextsection,somebackgroundsincluding
generalframeworkofnoise-basedwirelesscovertchannelsandperformancemetricsareintroduced.
InSection3, some relatedworksonwirelesscovert channelsare summarized. InSection4,we
describetheproposedwirelesscovertchannelbasedonditheranalogchaoticcode.Section5gives
thesimulationresultsonundetectabilityandreliability.Finally,Section6concludesthewholepaper.

BACKGRoUNDS

General Framework of Noise-Based Wireless Covert Channels
Dueto inherentchannel interference inwirelesscommunication, thenoise-basedwirelesscovert
channelsareestablishedbymodulatingthesecretmessageintoartificialnoiseandaddingittothe
carriersignal.Thegeneralframeworkofnoise-basedwirelesscovertchannelisillustratedinFigure1.
SinceOFDMhasbeenthedominantmodulationtechniqueinwirelesscommunication,weconcentrate
onthewirelesscovertchannelsinOFDM-basedsysteminthisstudy,somesignalprocessingsteps
irrelevanttotheimplementationofcovertchannels,e.g.IFFT,FFT,addingandremovingCyclic
Prefix,areomitted.

Atthesender,thecarrierandsecretmessagesaremodulatedintocarriersignalandartificialnoise
respectively.Thecovertsignalgeneratedbyaddingtheartificialnoisetocarriersignalistransmitted
fromthesendertothereceiver.Atthereceiver,thecarriermessagesandsecretmessagescanbothbe
demodulatedfromthecovertsignalbycarrierandcovertdemodulatorsrespectively.

Figure 1. General framework of noise-based wireless covert channels
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Duetothebroadcastnatureofwirelesssignal,someradiointerceptiondevicesdeployedbythe
potentialwardenscanalsocapturethecovertsignal.Tofindouttheexistenceofsecretmessages,
thewardenmayextracttheresidualsignalbyremovingthecarriersignalfromthecapturedcovert
signal,thenanalyzethecharacteristicsoftheresidualsignaltoobtainthedetectionresults.Inthis
study,weassumethatthewardenhaspartialadministrativeauthorityoverthedistributionofchannel
noiseinlegitimatetransmissionbycapturingmassivenormalchannelnoise.

Performance Metrics
Undetectabilityandreliabilityarethetwomaingoalsinthedesignofthewirelesscovertchannels.
In (Duttaetal.,2012),errorvectormagnitude (EVM),peak toaveragepower ratio (PAPR)and
temporalvariationofaveragesignalpowerareusedtomeasuretheundetectabilityofwirelesscovert
channels.Inourpriorwork(Caoetal.,2018),theKStestandregularitytestforresidualsignalarealso
employedtomeasuretheundetectability,whicharedevelopedfromthedetectionmethodsforcovert
timingchannels.Tothebestofourknowledge,therestillexistnogenerallyacceptedperformance
metricsforwirelesscovertchannels,especiallyonundetectability.Wegivethemeasuremethodson
undetectabilityandreliabilityfornoise-basedwirelesscovertchannelsasfollows:

Undetectability
Kullback-Leibler(KL)test(Archibald&Ghosal,2014;Cachin,2004)andKolmogorov-Smirnov(KS)
test(Cabuk,Brodley,&Shields,2004)areemployedtoevaluatetheundetectabilityofnoise-based
wirelesscovertchannels,whicharebasedonthedistributiondifferencesbetweentargetsamplesand
referencesamples.TheKLdivergencesandKSdistancesareobtainedusingthedistributionofI/Q
components,magnitudes,andphasesoftheresidualsignalandreferencechannelnoise.Itisveryhard
togetthestablereferencechannelnoisewhenthechannelstatemayvariesrapidly.Afterextracting
theresidualsignal,thewardenneedstoseektheapproximatereferenceofchannelnoiseorconstruct
itusingdistributionestimationmethods.Moreover, thewardenmaydeploymore thanoneradio
interceptiondeviceinspecificarea.Someoftheradiointerceptiondevicesmaybedeployedcloserto
thesenderwhencomparedwiththereceiver,whichalwaysmeansmoremoderatechannelinterference.
Consequently,theundetectabilityofnoise-basedwirelesscovertchannelsshouldbebenchmarked
undernoisychannelwitharangeofsignal-to-noiseratios(SNR).Awirelesscovertchannelcanbe
viewedundetectablewhenthedetectiontoolsareineffectiveundernoisychannelwithhigherSNR.

Reliability
Thereliabilityofnoise-basedwirelesscovertchannelsismeasuredintermsofthebiterrorrate
(BER)ofsecretmessagebitsforagivencoverttransmissionrate R underthecommonadditive
whiteGaussiannoise(AWGN)channelandcommonmultipathfadingchannel.Thecoverttransmission
rateR isdefinedastheaveragenumberofsecretmessagebitstransmittedpersubcarrierinOFDM-
basedwirelesscommunicationsystem.

ReLATeD WoRK

Wireless covert channels embed secret messages in normal wireless communication to conceal
theirexistence.Theearlierresearchers introducethemethodofnetworkcovertchannels intothe
designofwirelesscovertchannels.Thesecretmessagesaretransmittedbymodifyingpaddingof
frames,headersoftheMAC,RLCandPDCPintheLTEsystems(Grabska&Szczypiorski,2014;
Szczypiorski&Mazurczyk,2010).ThesubcarriersofspecificfrequencyreservedinOFDM-based
systemareusedtotransmitthesecretmessageswithlittleeffectonnormalcommunication(Hijaz&
Frost,2010).SeveraltypesofwirelesscovertchannelsestablishedonWi-Ficommunicationprotocol
wereintroduced,whichtransmitsecretmessagesbymodifyingthephaseofshorttrainingfield,the
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frequencyoftheCarrierFrequencyOffsetandCyclicPrefix(Classenetal.,2015).Wirelesscovert
channelsbasedon thecoordinatedoperations in thecontrolchannelanddatachannelofMIMO
systemwereproposed(Wangetal.,2017).Thesewirelesscovertchannelsareveryweaktofield-
matchingmethods.

Duetochannelinterferencesinpracticalwirelesscommunication,thedistortionofthewireless
signalisinherent.Thenoise-basedwirelesscovertchannelswereestablishedbymodulatingthesecret
messagesintotheartificialnoisefortransmission.Therearetwobenchesoftheresearchesonthe
noise-basedwirelesscovertchannels.Theresearchonthetheoreticalcovertcapacityofthewireless
covert channels assumes that the warden have full knowledge of normal channel noise, and the
theoreticalcovertcapacityisgotwhilemeetingtheundetectabilitythatthewardencannotdistinguish
thenormalchannelnoiseandartificialnoisebyhypothesistestingandrelativeentropy.Thelimitson
undetectabilityofthosewirelesscovertchannelswasstudiedin(Bloch,2015).Then,thetheoretical
capacityofthewirelesscovertchannelwasimprovedwhentherearesomefriendlynodesproducing
artificialnoisewhichareclosetowardeninthenetwork(Soltanietal.,2018).Thetheoreticalcapacity
ofthewirelesscovertchannelwirelessrelaynetworksisalsostudied(Huetal.,2018).

Theresearchonthealgorithmofthewirelesscovertchannelsisconductedatthesametime.The
researchassumesthatthewardenhavepartialknowledgeofnormalchannelnoiseandtheartificial
noiseisalwaysaddedtothecarriersignalfortransmission,andbenchmarkthewirelesscovertchannels
onundetectabilityandreliability.Thewirelesscovertchannelbasedonmultiplextechnique(WCC-
MT)wasproposed,inwhichrandomnoisewasaddedtoeliminatetheregularityoftheartificial
noise(Kitanoetal.,2011).Thepoweroftheartificialnoiseandtherandomnoisemustbelower
thanthatofthecarriersignal.Thespreadspectrumtechniqueisalsoappliedtothesecretmessages
sothattherequiredpowerofartificialnoisecanbereducedtoguaranteethereliabilityoftheovert
communication.ThiswirelesscovertchannelwasextendedtotheMIMOsystem(Hokai,Sasaoka,&
Iwai,2014).Toconcealexistenceofartificialnoisebetter,awirelesscovertchannelbasedondirty
constellation(WCC-DC)wasproposed(Duttaetal.,2012).Thesecretmessagesaremodulatedas
theadditionalpointsaroundthenormalconstellationpoints.Theartificialnoiseatcovertsubcarriers
wasmixedwithrandomnoiseatnon-covertsubcarriers,whichcanconcealtheregularityresulting
fromartificialnoise.Moreover,themappingsequenceisrequiredtoseparatetheartificialnoiseand
randomnoise.WCC-MTandWCC-DCneedextrapowerorbandwidthforaddingrandomnoise
toachieveundetectability,andtheregularityofresidualsignalmayresultinvulnerabilitytosome
statisticaltestswhenthechannelconditionbetweenwardenandthesenderisgood(Szczypiorski,
Janicki,&Wendzel,2015).Awirelesscovertchannelbasedonconstellationshapingmodulationis
proposedtoimprovetheundetectability(Caoetal.,2018).Usingthecharacteristicsofnormalchannel
noise,thesecretmessagesareconvertedintotheartificialnoisebyconstellationshapingmodulation,
whichmakestheartificialnoisedistributelikenormalchannelnoise.Althoughthestate-of-the-art
throughnoise-basedwirelesscovertchannelschemeshavegoodperformanceonundetectability,the
reliabilityofthewirelesscovertchannelhasadegradationowingtothedensedistributionofcovert
constellationpoints.

WIReLeSS CoVeRT CHANNeL BASeD oN DITHeR ANALoG CHAoTIC CoDe

Inthissection,awirelesscovertchannelbasedonditheranalogchaoticcode(WCC-DACC)isproposed
toimprovethereliabilityofcovertcommunication.Theditheranalogchaoticcode(DACC)inthe
modulationisemployedtocorrecttheerrorsresultingfromthechannelinterference.Thegeneral
frameworkoftheschemeisdemonstratedinFigure2.

Supposethatthecarriersignalsc ismodulatedfromthecarriermessagebitsm
c
byQPSK.By

thecovertmodulationbasedonDACCencoder, theartificialnoise ss  ismodulated fromsecret
messagebitsm

s
.Thecovertsignalsct isgeneratedbyaddingartificialnoisess tothecarriersignal
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sc .Atthereceiver,thecapturedcovertsignal ŝct isthenoisyversionofsct underchannelinterference.
Thecarriermessagebits m̂

c
areQPSKdemodulatedfrom ŝct .Bycovertdemodulationbasedon

DACCdecoder,thesecretmessagebits m̂
s
aredemodulatedfromtheresidualsignal sres ,whichis

extractedfromthecovertsignal ŝct .
The description of covert modulation based on DACC encoder and the corresponding

demodulationaredetailedinthefollowingsubsections.

Covert Modulation Based on DACC encoder
ThecovertmodulationbasedonDACCencoderisemployedtogeneratetheartificialnoisefrom
thesecretmessagebits.Thesecretmessagebitsarefirstconvertedintoanalogvariables.Then,the
analogvariablesareencodedbyDACCencoderincludingchaoticmappingandditherderivation.
Chaoticmappingencodesanalogvariablesintochaoticcodewords.Accordingtothedistributionof
referencenormalchannelnoise,theditherderivationgeneratedthedithercodewordsfromthechaotic
codewords toprotect their signs.Then theartificialnoise isgenerated from the jointcodewords
composedofchaoticanddithercodewordsbymodelmapping.

Thesecretmessagebitsaredenotedbym
s s s m

m m N= 







( )1 , ,… .Thesecretmessagebitsin

IandQaxescanbedenotedby m
sI sI sI m

m m N= 







( )1 , ,… and m

sQ sQ sQ m
m m N= 







( )1 , ,… 

respectivelyinwhichtheelementssatisfym i m i m i i N
s sI sQ m













( ) == , , ,1… .Weassumethatthere

are 2n secretmessagebitsembeddedinasubcarrier,sotheelementinthesecretmessagebitsnI

andQaxescanbedenotedasm i m i
sI sQ

n







 ∈ { }, ,0 1 .Heren isthelengthofthesecretmessage

unitinIorQaxis.Theartificialnoisess aredenotedbyx
s s
j+ ⋅ y .Herex

s s
,y arethecomponents

oftheartificialnoiseinIandQaxesoftheconstellationatthesendersatisfyingx
s s s s

x x N= 







( )1 , ,… ,

y
s s s s

y y N= 







( )1 , ,… .

Figure 2. Framework of wireless covert channel based on dither analog chaotic code
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TakeIaxisforexample,thesecretmessagebitsm
sI

arefirstconvertedintotheanalogvariables
withuniformdistributionU 0 1,( ) incontinuation.Thecontinuationfunctionisdenotedas(1):

c
m

r
I

sI
IS

= +











mod1  (1)

HereS isthesetofallthepossibleunitsofthesecretmessagebitsinIaxisthenumberofwhich
satisfies S n= 2 .And r

I
arethesequenceofrandomnumberswithuniformdistributionon(0,1).

Thecontinuationmakestheanalogvariables c
I

distributeuniformlyon(0,1).
Then the analog variables c

I
 with uniform distributionU 0 1,( )  are encoded into the joint

codewords d
I

byDACCencoder.IntheDACCencoder,thechaoticmappingtakestheelementof
analogvariables c i

I



  as source symbol, encodes it to chaotic codewordswhicharedenotedas

d i d d d k k
cI cI i cI i cI i



 =














( ) ≥

, , ,
, , , ,1 2 2… .Herek isthecodelengthofchaoticcode,thecoderate

iswrittenasα = 1 k .Inthesecodewords,thefirstcodewordisinitialstatewhichisequaltothe

sourcesymbold c i
cI i I,

1

 =




 ,andd j j k

cI i,
,

 ≤ ≤2 ischaoticstategeneratediterativelybynon-

linearchaoticmapping.Theclassictentmappingisemployedaschaoticmappinginthisstudywhich
isshowninFigure3.ThechaoticmappingfunctionF

cm ( ) isgivenas(2):

d j F d j d j
cI i cm cI i cI i, , ,



 = −


( ) = − −


 −1 1 2 1

1

2
 (2)

Thesignofacodewordwhichdetermineswhatregionthiscodewordbelongstoisrepresented
as g j d j

cI i cI i, ,
sgn



 =




 −( )1 2 .Sothechaoticmappingfunctioncanbefurtherlywrittenas(3):

d j g j d j
cI i cI i cI i, , ,



 = − −


 −


 −









1 2 1 1

1

2
 (3)

DuetothemappinginFigure3andthedistributionofanalogvariables,itisstraightforwardto
verifythattheEq.(3)leadsthechaoticcodewordstouniformlydistributeon(0,1).

Itcanbelearnedthatallthesignsofthechaoticcodewordsg g g k
cI i cI i cI i, , ,

, , ,1 2












… represent

thequantizationintervalofsourcesymbold
cI i,

1

 .Themorethenumberofsigns,thesmallerthe

quantizationinterval.Sothesignsofthecodewords g g g k
cI i cI i cI i, , ,

, , ,1 2












… atthedecodercan

offeranestimationofd
cI i,

1

 withtheprecisionupto 1 2k .Wecanalsoseethatthesmallerthe

index j ofg j
cI i,



 is,themoreimportantitisfortheestimationofd

cI i,
1

 atthedecoder.Asaresult,

thesignsareimportantindecodingofthecodewords,and g
cI i,

1

 isthemostimportantsign.The

ditherderivationinDACCencodergeneratesthedithercodewordsfromthechaoticcodewordsto
protectthesigns.Thecorrespondingdithercodewordsarerepresentedasd i d d k

dI dI i dI i



 =









( ), ,

, ,1 … .

Forachaoticcodewordd j
cI i,



 ,theditherderivationfunctionisdenotedas(4):
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d j d j
dI i cI i, ,

mod


 =




 +











1

2
1  (4)

ThemappingofditherderivationisshowninFigure4.Thesignofthedithercodewordiscontrary
tothatofthechaoticcodewordg j g j

dI i cI i, ,



 = −




 .Theabsolutedifferentialvalueoftheditherand

chaoticcodewordis d j d j
dI i cI i, ,



 −




 = 1 2 .Accordingtothecentereddensedistributionofthe

normal channel noise in I and Q axes, the components far away from center value have better
interference resistance than those near center value. The dither derivation ensure that there is a

Figure 3. Tent chaotic mapping

Figure 4. Dither derivation mapping
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codeword far away fromcentervaluebetween d j
cI i,



  and d j

dI i,



 whichmeans the signof the

codewordisrobusttotheinterferences.Thejointcodewordswiththelength 2kN
m

whichconsists
ofchaoticanddithercodewordsisdenotedasd i d i d i

I cI dI



 =









( ), .DuetothemappinginFigure

4andthedistributionofchaoticcodewords,itisstraightforwardtoverifythattheEq.(4)leadsthe
dithercodewordstodistributeuniformlyon(0,1).Sothejointcodewordsalsodistributeuniformly
on(0,1).

ThenthecomponentsoftheartificialnoiseinIaxisaregeneratedfromthejointcodewordsd
I


bymodelmapping.Themodelmappingfunctionisshownin(5):

x d
s I
F= ( )−1  (5)

whereF− ( )1 istheconversecumulativedistributionfunction(CDF)ofnormalchannelnoiseinI
axiswhichkeepsthedistributionofthegeneratedIcomponentsthesameasthatofthenormalchannel
noise.AndthelengthoftheartificialnoiseinIaxisisN kN

s m
= 2 .ThecovertmodulationinQaxis

worksinthesameway.thecoverttransmissionratecanbegotby(6):

R
N n

N

n

k
m

s

= =
2

 (6)

Covert Demodulation Based on DACC Decoder
Afterthereceivergetsthecovertsignal,thecovertdemodulationbasedonDACCdecoderisemployed
toextractthesecretmessagebitsfromtheresidualsignalwhichisextractedfromthecovertsignal.
Asshownintheframework,theresidualsignalsextraction,conversemodelmapping,DACCdecoder
anddiscretizationincovertdemodulationaredetailed.

Theresidualsignalisfirstextractedfromthereceivedcovertsignal.Thereceivedcovertsignal

sct� aredenotedby x j yct ct
� �+ ⋅ .ThecovermessagebitsdemodulatedbyQPSKisdenotedbymc� 

whicharere-modulatedbyQPSKtoacquiretheidealcarriersignaldenotedby sc x j yc c
� � �= + ⋅ .

Theresidualsignal sres isextractedby(7):

s s sres ct c x x j y yct c ct c= − = −( ) + ⋅ −( )� � � � � �  (7)

TakeIaxisforexample,theIcomponentsofresidualsignalareconvertedintojointcodewords
byconversemodelmapping.Theconversemodelmappingfunctionisgivenas(8):

d F x xI res ct c
� � �= −( )  (8)

HereFres ( ) istheCDFofresidualsignal.

ThentheDACCdecodertakesthejointcodewords d I� asinput,decodesthemtotheanalog

variables cI� .Thechaoticanddithercodewords d dcI dI
� �, canbeseparatedfromjointcodewords
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d I� .Thefusedchaoticcodewordsaregeneratedbycodewordsfusion.Forachaoticcodewordd jcI i, [ ] 

andthecorrespondingdithercodeword d jdI i, [ ] ,thecodewordsfusionfunctionisshownas(9):

d j
d j d j d j

d j
fI i

cI i cI i dI i

dI i

,

, , ,

,

,
[ ] =

[ ] [ ]− ≥ [ ]−

[ ]+


� � �

�

1
2

1
2

1
2













mod ,1 otherwise
 (9)

Thesignof thefusedcodewords isdenotedas g j d j
fI i fI i, ,

sgn


 =




 −( )1 2 .Thecodewords

fusionselectsthecodewordswithlittleinterferencebetweend j
cI i,



 andd j

dI i,



 .

Afterfusedcodewordsaregot, theanalogvariablesareachievedbyMLdecoding.Foran
analogvariablec i

I



 ,thecorrespondingfusedchaoticcodewordsared d d k

fI i fI i fI i, , ,
, , ,1 2












… in

which the signs are g g g k
fI i fI i fI i, , ,

, , ,1 2












… . The inverse chaotic map function F

cm
− ( )1  is

representedas(10):

d j F d j
d j

g j
cI i cm cI i

cI i

cI i, ,

,

,
−

 =




( ) =

− 


 ⋅ −−1

1

2
1 11

1
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 +  (10)

Assumedthat thesignsof d j
cI i,



 and d j

fI i,



 are thesame, thedifferencesbetween them

satisfy(11):

d j F d j
F d j d

fI i cm cI i

cm fI i cI
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,
−
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−
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−1
1
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2
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TheMLdecodingalgorithmistominimizethesumofEucliddistancebetween d j
cI i,



 and

d j
fI i,



 ,whichisdenotedas ε

I i
i

,



 .ByEq.(11),thesumofEucliddistancecanbewrittenas(12):

ε
I i fI i cI ij

k

fI

i d j d j

d

, , ,



 =




 −




( )

=

=∑
2

1

         
,, ,i cm

j k
cI ij

k

j k

c

j F d k

F




 −




( )( )

=

−

=

−( )

∑
2

1

2
2         

mm
k j

fI i cI ij

k
d j d k−

=



( )− 



( )∑ , ,

2

1

 (12)

whereF
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j− ( ) andF
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j ( ) isj-foldcompositionsofF
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− ( )1 andF

cm ( ) .Then,differentiateEq.
(12)withrespecttod k
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 ,andletthederivativeequalsto0,thedecodergetsaroughestimation

ofd k
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 whichisdenotedby(13):
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Asthesignsaregot,theanalogvariableisobtainedas(14):
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Thenthesecretmessagesareconvertedfromanalogvariablesbydiscretization.Thediscretization
functionisshownas(15):
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Herer i
I



 isarandomnumbersharedbetweenthesenderandreceiver.Thecovertdemodulation

inQaxisworksinthesameway.

SIMULATIoN ReSULTS

In this section, wireless covert channel based on dither analog chaotic code (WCC-DACC) is
benchmarkedonundetectabilityandreliability.Wecomparetheproposedschemewiththreenoise-
basedwirelesscovertchannels.Wirelesscovertchannelsbasedondirtyconstellation(WCC-DC)
(Duttaetal.,2012)andwirelesscovertchannelsbasedonmultiplextechnique(WCC-MT)(Kitanoet
al.,2011)areearlierproposednoise-basedschemes.Wirelesscovertchannelbasedonconstellation
shapingmodulation(WCC-CSM)(Caoetal.,2018)isthestate-of-the-artnoise-basedscheme.

Simulation Setup
The wireless communication system in simulation is set in a OFDM-based physical layer. The
parametersofwirelesscommunicationarelistedinTable1.Weusesoftwaredefinedradio(SDR)
platformtocapturemassivedataofnormalchannelnoisewithdifferentSNRs.TheSDRplatform
consistsofUSRPB210andsrsLTEwhichareshowninFigure5.Thecapturednormalchannelnoise
isemployedinthesimulation.TheITU-RindoorofficeAchannel(“Guidelinesforevaluationof
radiotransmissiontechnologiesforIMT-2000,”1997)ischosenasclassicmultipathfadingchannel
forthesimulationexperiment.Assumethatthesender,receiverandwardenarekeptstationaryduring
communication,theDopplershiftisnegligible.Thecarrierandsecretmessagebitsarebothprovide
byapseudo-randombitsgenerator.

Table 1. Parameters of OFDM-based wireless communication

Modulation QPSK

Number of modulated subcarriers 300(512FFT)

Cyclic Prefix 128samples/symbol

Sampling Time 1/(15000*512)second

Wireless Channel Model ITU-RindoorofficeA
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Inordertomakeafaircomparison,thecarriersignaltoartificialnoiseratioissettobe13dBin
WCC-DACCandWCC-CSM.InWCC-DC,thereare10%subcarrierscarryingthesecretmessage
bitswhicharemodulatedintoQPSKpointswithamutualseparationofa64QAMconstellation.At
othernon-covertsubcarriers,thecarriersignaltorandomnoiseratioissettobe13dB.InWCC-MT,
artificialnoiseisgeneratedbyQPSK.Thepowersofartificialnoiseandrandomnoisearesettobe
equal,andthecarriersignaltothesumofartificialnoiseandrandomnoiseissettobe13dB.

TheundetectabilityofallthewirelesscovertchannelsismeasuredbytheKLdivergencesand
KSdistancesoftheIcomponents,Qcomponents,magnitudesandphasesofresidualsignalwiththe
sametransmissionrate.Theapproximatereferenceofchannelnoiseissoughtfromthemassivedata
of normal channel noise. The KL divergences and the KS distances are computed with 2000
componentsinanaxis,andtheyareallpresentedwithdifferentcarriersignaltochannelnoiseratios
E N
c 0

15 40= , ,… dB .ThereliabilityofthewirelesscovertchannelsismeasuredbyBERsofsecret
messagebitswiththesametransmissionrate.Thedirectsequencespreadspectrumcodesbasedon
M-sequenceareappliedinthesecretmessagebitstokeepthecoverttransmissionrateequalinall
schemes.Allwirelesscovertchannelsareperformedonmorethan100000symbols.Eachdetection
measureorBERisobtainedasanaverageoverrepeatedexperiments.

Undetectability
The KL divergences and KS distances of I components, Q components, magnitudes and
phases of residual signals are calculated to measure the undetectability of the proposed
scheme. The covert transmission rate is set to R = 0 2.  with the application of direct
sequence spread spectrum codes in WCC-MT, WCC-CSM and WCC-DACC. The KL
divergencesandtheKSdistancesofIcomponents,Qcomponents,magnitudesandphases
ofresidualsignalinWCC-DACCwithdifferentsecretmessageunitsandthechaoticcode
ratesn n n= = = = = =2 1 2 3 1 2 1 3 4 1 2 1 3 1 4, ; , , ; , , ,α α α arepresentedinFigure6and
7. In Figure 6 and 7, there are little differences between the detection measures of all
componentsofresidualsignalinWCC-DACCwithdifferentsecretmessageunitsandchaotic
coderates.AsE N

c 0
increases,theKLdivergencesandKSdistanceswithdifferentsecret

messageunitsandchaoticcoderatesremainalmoststationary.Itshowsthatthedetection

Figure 5. SDR platform consists of the USRP B210 and srsLTE
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measuresoftheproposedschemeswithdifferentsecretmessageunitsandchaoticcoderates
remainunchanged.

Then,wecomparetheundetectabilityofproposedschemewiththatofthreewirelesscovert
channels.InWCC-DACC,thelengthofthesecretmessageunitandthechaoticcoderatearesetto
ben = =2 1 2,α .TheKLdivergencesandKSdistancesofIcomponents,Qcomponents,magnitudes
andphasesofresidualsignalinproposedschemesarepresentedinFigure8and9.TheKLdivergences
andKSdistancesofWCC-DC,WCC-MTandWCC-CSMarepresentedforcomparison.InFigure
8(a),8(b),9(a)and9(b),withE N

c 0
increasing,theKLdivergencesandKSdistancesofIandQ

componentsinWCC-DCandWCC-MTareincreasingslightlywhilethoseinWCC-CSMandWCC-
DACCaresteady.InFigure8(c)and9(c),theKLdivergencesandKSdistancesofmagnitudesin
WCC-CSM and WCC-DACC keep steady, however those in WCC-DC and WCC-MT increase
obviously.InFigure8(d)and9(d),theKLdivergencesandKSdistancesofphasesofresidualsignal
inallschemesarealmostunchangedwithE N

c 0
increasing.Itshowsthatproposedschemehasno

degradationsonundetectabilitycomparedwithWCC-CSM.TheundetectabilityofWCC-DACCis
betterthanthatofWCC-DCandWCC-MTwiththesamecoverttransmissionrate,especiallyatthe
highercarriersignaltochannelnoiseratio.

Figure 6. KL divergences of (a) I components, (b) Q components, (c) magnitudes and (d) phases in WCC-DACC with different 
secret message units and chaotic code rates
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Reliability
We calculate the BERs of the secret message bits in WCC-DACC. First, in order to verify the
effectivenessofditherderivation(DD),theBERsofthesecretmessagebitsinWCC-DACCandthe
schemewithoutDDarepresentedinFigure10.Thelengthofthesecretmessageunitissettobe
n = 2 3, .Thechaoticcoderateintheproposedschemesissettoα= 1 2 whilethecoderatein

theschemeswithoutDDissettobeα= 1 4 .InFigure10,withthesamethesecretmessageunit,
theBERsofthesecretmessagebitsinWCC-DACCarelessthanthosewithoutDD.Thesimulation
resultsshowthattheapplicationofditherderivationprotectsthesignsofthecodewordseffectively
andimprovesthereliabilityofproposedschemefurtherly.

Then,theBERsofthesecretmessagebitsinWCC-DACCwithdifferentthesecretmessage
units and chaotic code rates n n n= = = = = =2 1 2 2 1 2 1 3 2 1 2 1 3 1 4, ; , , ; , , ,α α α  are
presentedinFigure11.InFigure11,withthesamechaoticcoderate,theBERsofthesecretmessage
bitsareincreasingobviouslywithlengthofthesecretmessageunitincreasing.However,withthe
samethesecretmessageunitandincreasingchaoticcoderates,theBERsaredecreasing.Theschemes
withthesamecoverttransmissionratehavethesimilarBERs.

Figure 7. KS distances of (a) I components, (b) Q components, (c) magnitudes and (d) phases in WCC-DACC with different secret 
message units and chaotic code rates
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Atlast,wecomparetheBERsofWCC-DACCwiththatofthreewirelesscovertchannels,which
areperformedinFigure12.Thelengthofthesecretmessageunitandthechaoticcoderateareset
to be n = =2 1 2,α . The BERs of WCC-DC, WCC-MT and WCC-CSM are presented for
comparison.ThedirectsequencespreadspectrumcodesbasedonM-sequenceareapplied inall
schemestokeeptheequalcoverttransmissionrateR = 0 2. .InFigure12,theBERsofWCC-DACC
are lower than thoseofWCC-DC,WCC-MTandWCC-CSM.Insummary, it isproved that the
proposedwirelesscovertchannelsaremorereliablethanWCC-DC,WCC-MTandWCC-CSMwith
equalcoverttransmissionrate.

CoNCLUSIoN

Inthispaper,weproposeawirelesscovertchannelbasedonditheranalogchaoticcodetoenhance
reliability.Theditheranalogchaoticcodeisemployedtoencodetheanalogvariablesconvertedfrom
secretmessagesintothejointcodewords,whichconsistofchaoticanddithercodewords.Thechaotic
mappinginDACCencodeschaoticcodewordsfromanalogvariables.Accordingtothedistribution
ofnormalchannelnoise,ditherderivationgeneratesdithercodewordsfromchaoticcodewordsto
protect theirsigns.Comparedwithstate-of-the-artwirelesscovertchannels, thereliabilityof the
proposedschemesisimprovedwhiletheundetectabilityismaintainedunchanged.

Figure 8. KL divergences of (a) I components, (b) Q components, (c) magnitudes and (d) phases in WCC-DACC and existing methods



International Journal of Digital Crime and Forensics
Volume 13 • Issue 2 • March-April 2021

130

Figure 9. KS distances of (a) I components, (b) Q components, (c) magnitudes and (d) phases in WCC-DACC and existing methods

Figure 10. BERs of WCC-DACC with and without dither derivation
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Eveniftheproposedschemescanachievehighundetectabilityandreliability,somecharacteristics
ofwirelesscommunicationcanbeusedtoimprovetheperformanceofthecovertchannels.Inthe
moregeneralizedframework,wecanmodifyboththecontrolchannelanddatachanneltoimprove
thereliabilityandkeeptheundetectabilityisourfuturework.
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Figure 11. BERs of WCC-DACC with different the secret message units and chaotic code rates

Figure 12. BERs of WCC-DACC and existing methods with equal transmission rate
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