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ABSTRACT

Thepresenteraisbeingdominatedbycloudcomputingtechnologywhichprovidesservicestothe
usersasperdemandovertheinternet.Satisfyingtheneedsofhugepeoplemakesthetechnologyprone
toactivitieswhichcomeupasathreat.Intrusiondetectionsystem(IDS)isaneffectivemethodof
providingdatasecuritytotheinformationstoredinthecloudwhichworksbyanalyzingthenetwork
trafficandinformsincaseofanymaliciousactivities.Inordertocontrolhighamountofdatastoredin
cloud,dataisstoredasperrelevanceleadingtodistributedcomputing.Toremoveredundantdata,the
authorshaveimplementeddataminingprocesssuchasfeatureselectionwhichisusedtogeneratean
optimumsubsetoffeaturesfromadataset.Inthispaper,theproposedIDSprovidessecurityworking
upontheideaoffeatureselection.Theauthorshavepreparedamodified-fireflyalgorithmwhichacts
asaproficientfeatureselectionmethodandenablestheNSL-KDDdatasettoconsumelessstorage
spacebyreducingdimensionsaswellaslesstrainingtimewithgreaterclassificationaccuracy.
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Cloud Computing, Feature Selection, Firefly Algorithm (FA), Intrusion Detection System (IDS), NSL-KDD 
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INTRoDUCTIoN

Cloud Computing is one of the upcoming technologies which provides software, platforms and
infrastructuralservicesaspertherequirementofusers(Yeboah-Boateng&Essandoh,2013).Cloud
providesservicetothepeopletostoreandmakeuseofstoredmaterialsfortheirpurpose.Thereisa
universalaccesstotheuser’sdatathroughouttheworldusinganyInternet-readydevices(M.Davis
&A.Sedsman,2010).Cloudcomputing isbasicallyassociatedwith theDistributedcomputing.
Distributedcomputingisrequiredinsituationwherethedataissohugethatitcannotbesavedina
singlestoragedevice,ratherdataisstoredindistributedmannerinCloudEnvironment.Although
withtheincreasingacceptanceofCloud,theflowofattackscommonlycalledintrusiontothesystem
isalsoincreasing(Akbar,Dr.K.Nageswara,&Dr.J.A.Chandulal,2010).DatasavedintheCloudare
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highlysensitiveandimportant,sodatasecurityisamajorconcerntoprotectthemfromintruder.
Themaliciousattacksaffectthepropertiesofstoragesystemsuchasconfidentiality,integrityand
availability(A.E.Azzouzi&K.E.E.Kadiri,2015).IDSisanapproachtoprovidesecurityandshorten
thedamageofstoreddata.Itprovidessoftwareandhardwareservicestoputacheckonthesecurity,
analyses formaliciousactivityandalsoproducesa report to themanagementsystem(Araújo&
Abdelouahab,2012).Todetectanykindsofabuseorcrimeusingnetwork,whichdoesnotobeythe
law,IDSisrequiredtobuild.Networkforensicisamethodofcapturing,storingandanalyzingdata
tofindthesourceofsecurityviolator.TodetectsecurityviolatortwotypesofIDSisthere.Host
basedIntrusionDetectionSystem(HIDS)runsonaparticularhostsormachineson thenetwork.
HIDSsupervisestheincomingandoutgoingtrafficfromthemachinesonlyandwillnotifytheuser
oradministratorifanyunusualactionisdetected(ParthaGhosh,Ghosh,&Dutta,2014).Network
basedIntrusionDetectionSystem(NIDS)aredeployedinthecrucialpoints.NIDSwatchesforabuse
ofprotocols,curiouspatternsandsupervisesuseractions.Itworksonthetrafficanddetectsnetwork
anomalies(Agrawal&Kamble,2012).TheNetworkDesignshouldbesuchthattheIDSclassifies
alltypesofconnectionsintobothnormalandabnormal.ArtificialNeuralNetworkscanimprovethe
performanceandefficiencyofIDS(C.Lu,Y.Li,M.Ma&N.Li,2016).Datamining isthemethod
ofexploringpatternsfromhuge data setsinvolvingmethodsbythecombinationofmachinelearning
andstatistics.Asthisinvolvesaverylargetrainingdatasetthatincreasesmemoryspacerequirement
aswellas time.ThereforetoreducethenumberoffeaturesaFeatureSelection(FS)algorithmis
requiredwhichisaDataminingprocess(P.Ghosh&Mitra,2015).Inthispaper,theauthorshave
approachedthefeatureselectionusingtheproposedModified-FireflyAlgorithm(MFA)toreduce
thedimensionofthedataset.Usingthedataminingprocess,afteranalyzingthenetworkactivityand
comparingwithbenchmarksignaturesnetworkforensicsandcrimescanbedetected.Tomakethe
analyzinganddetectingprocessfasterandmoreaccuratetheauthorproposedMFA.ThisModified
FireflyAlgorithmisachievedbyblendingtheideaofthreedifferentdataminingmethods.These
methodsincludesPSO,FAandFuzzyLogics.Byexhibitingtheresultsoftheexperimentitcanbe
concludedthattheproposedMFAproducesbetteroptimumfeaturesubsetthanFA.Finally,anumber
ofclassifiershavebeenusednamelyAdaBoost,NeuralNetworkandRandomForestonthisreduced
datasetobtainedbyapplyingMFAtofindtheaccuracyoftheproposedIDSModel.Theoutcomeof
theseclassifiersexhibitsimprovedaccuracy.

RELATED woRK

ThepublicInfrastructure-as-a-Service(IaaS)Cloudindustryhasattainedacrucialmassinthelast
coupleofyears,withmanyCloudServiceProviderscontributingproficientservices.W.Huanget
al.discussedthesecuritysystemprovidedbypublicIaaSCloudandsecuritysystemsproposedby
academiaoverthesamespanintheirpaper(Huang,Ganjali,Kim,Oh,&Lie,2015).Theyhavealso
thoughtdeeplyandtheorizedonhowindustryandacademiamighthandlejointlytosolvethecrucial
securityproblemsinpublicIaaSClouds.B.R.RaghunathandS.N.MahadeohaveintroducedNetwork
IntrusionDetectionSystem(Raghunath&Mahadeo,2017).TheIDSproposedinthatpaperutilizes
acollectionofdataminingmethodstoidentifyattacks.Theypresentedtwospecificcontributionsin
theirpaper,oneistheunsupervisedanomalydetectiontechniquesthatassignscorestothenetwork
andtheotheristheassociationpatternanalysis.H.LiuandR.Setionodefinedthedatasetslargeness
intermsofbothhorizontallargenessandverticallargeness(Liu&Setiono,1998).S.K.Dashetal.
proposedanovelmethodforclassificationbytuningtheparametersofradialbasisfunctionnetworks
usingfeatureselection(Dash,Dash,Dehuri,&Cho,2013).Inthispaper,theauthorsusedinformation
gaintheoryforreducingthefeaturesanddifferentialevolutionfortuningcenterandspreadofradial
basisfunctions.Thisapproachisvalidatedwithafewbenchmarkinghighlyskewedandbalanced
dataset.JamesKennedyandRussellEberhartintroducedanewswarmbasedalgorithmknownas
PSOalgorithm(Kennedy&Eberhart,1995).Theytestedthealgorithmonanumberofbenchmark
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functionsforoptimizationandnotedtheirperformanceonanumberofdifficultproblems.Theunique
conceptoftheabovealgorithmwasfoundtobetheflyingpotentialsolutionsthroughthehyperspace
to reach towardsbetter solution.Xin-SheYang formulatedanewswarmoptimizationalgorithm
knownasFireflyAlgorithm(Yang,2009).Inhisworkheanalyzedthealgorithmbycomparingwith
PSOalgorithm.SimulatingresultsbasedonvariousoptimalfunctionstheFireflyAlgorithmhave
displayedimprovedresultintermsofefficiencyandconvergenceincontrasttobothPSOandGenetic
Algorithm(GA)algorithm.FeatureSelectionhasalwaysbeenusefulindimensionalityreductionof
features,whenthetotaldatasetislargeintermsofbothpatternsandfeatures.SankhadeepChatterjee
et al. proposed a modified Cuckoo Search(CS) supported Neural Network(NN-MCS) classifier
(Chatterjee, Dey, et al., 2017). In this paper, lévy flight combined with CS has been modified
usingMcCulloch’smethodofgeneratingstablerandomnumbers.Aftercomparingthismethodthe
suggestedNN-MCSmodelshowsbetterresulttoagreaterextent.A.BouchehamandM.Batouche
proposedanovelhybridwrapper/filterfeatureselectionmethodtolabelthemostdescriptivegenes
for cancer detection (Boucheham & Batouche, 2017). Their proposed model was experimented
on nine publicly available cancer DNA microarray datasets which results in selection of potent
signatureswithbetterclassificationaccuracy.HemaBanatiandMonikaBajajdevisedanalgorithm
tobeappliedonthemedicaldomainforfindingminimalattributesetwithoutcompromisingwiththe
classificationefficiencyofthefeaturesubset(Banati&Bajaj,2011).Experimentalresultsshowed
thattheirproposedFireflyFeatureSelectionalgorithmproducedbetterresultsascomparedtoother
soft-computingtechniques.Thatalgorithmconsumedlesstimetofindtheoptimalsubsethavingthe
sameefficiencyasthatofPSOandBee.DharmpalSinghinhispaper,proposedamodifiedformof
BATalgorithmbasedonnaturalecholocationbehaviourofbatstoclarifytheoptimizationproblems
(Singh,2018).ModifiedBATalgorithmperformedbetterthanotheralgorithmsintermofefficiency
and robustness. Farzaneh Hosseini and Marjan Kaedi developed a nature-inspired metaheuristic
algorithmnamedSunandLeafOptimization(SLO)(Hosseini&Kaedi,2018).Thisalgorithmis
encouragedbytheeffectofsunlightontheleavesgermination.Leavesgrownonthetreeareconsidered
asthecandidatesolutionsinthestatespace.Thegreenerleavesonthedirectionofsunlightarehigh
qualitysolutions.Thewindeffectisalsoconsideredheretoescapethelocaloptima.A.Guravetal.
proposedheuristicapproachwithGlowwormthatimprovestheperformancebyreducingnumber
ofiterationforconvergence(Gurav,Nair,Gupta,&Valadi,2015).Thatfeatureselectionalgorithm
canbeimplementedusingGlowwormswarmoptimizationalgorithmthatimprovesthepredicting
powerofclassificationwhichinvolveslargedatasets.Sambetal.intheirpaper,proposedfeature
selectionthatwasassociatedwithlocalsearchoperatortoenhancethequalityofclassifier(Samb,
Camara,Ndiaye,Slimani,&AmirEsseghir,2012).Afterthedatasethasbeenreduced,aclassifieris
neededtoclassifythem.J.K.Basuetal.usedANNinPatternRecognitionforclassification(Basu,
Bhattacharyya,&Kim,2010).Thatalgorithmhasthecapabilitytofindcomplexnonlinearinput-
outputrelationships,sequentialtrainingprocessandquickadaptabilitytodatawereused.Sankhadeep
Chatterjeeetal.employedaMulti-objective-GA(MOGA)totraintheNNbasedmodel.Intheirpaper,
theNNhasbeentrainedwithMOGAtominimizetheRootMeanSquaredError(RMSE)andMaximum
Error(ME)towardoptimizingtheweightvectoroftheNN(Chatterjee,Sarkar,etal.,2017).Dana
Balas-Timaretal.suggestthatinterviewsofemployeeselectionprocesscanprovideahighlevelof
criterion-relatedvaliditywhenproperlydesigned(Balas-timar,Balas,Breaz,Dey,&Ashour,2016).
Intheirpaper,theauthorsofferedafuzzyperspectivetodealwithuncertaintiesthatcurrentlyappear
inhumanresourcesdecisionmakingprocesses,associatedinparticularwithscoringcompetency
basedbehaviouralinterviews.UsingApriorialgorithmYi-ChungHuetal.proposedadatamining
techniquetoexplorefuzzyclassificationrulebased(Hu,Chen,&Tzeng,2003).Intheirpaperthey
alsoappliedtheconceptofGeneticAlgorithm.ForeffectiveclassificationM.A.Jabbaretal.proposed
anewalgorithmwhichcombinesK-NearestNeighborwithGeneticAlgorithm(Jabbar,Deekshatulu,
&Chandra,2013).Theirproposedalgorithmproducedgoodresultsinmedicaldatabases.Usingthe
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inferenceoftheabovementionedpapersauthorshaveproposedaModified-FireflyAlgorithmfor
selectingfeaturesfromNSL-KDDdatasettoproduceanefficientIDS.

PRELIMINARy STUDy

Theexcellenceofclassificationofdatasetrelyupontheapproachtakenatthetimeoftrainingofthe
classifier.Thedatasetsometimesbecomesverylargeeitherbecauseofthecountoffeaturesaswell
ascountofrecordspresentinit.Thisfactorincreasesthecostofprocessingthedataandmemory
requirementbothbecomesanoverhead.Reducingthedimensionalitybyselectingasubsetfromthe
originalfeaturesetareadvantageousfortheencounteredproblems(Guyon&Elisseeff,2003).FSis
amethodofshorteningthedimensionofthefeatureset.FAisaswarmbasedmethodthatconverges
quicklyandisequallyasefficientasanotherswarmbasedmethod.Anothereasyswarmbasedmethod
isPSOwhichhasbeenusedinanumberofapplications.FuzzymembershipisasetofIf-Thenrules
usedforfuzzificationofcertainfitnessfunctions.AllthethreealgorithmsthatisFirefly,PSOand
Fuzzycanbeusedinfeatureselectionprocessforobtainingoptimalfeaturesubset.Inthissection
thediscussionisabouttheFA,PSOandFuzzymembership.

Firefly Algorithm (FA)
In2008Xin-SheYangproposedFireflyAlgorithmatCambridgeUniversity,whichwasbasedon
theflashingpatternsandbehavioroffireflies(Fister,JrFister,Yang,&Brest,2013).Thefireflies
areattractedtooneanotherdependingonthelightintensity.Thechangesofattractiveness β with
distance r isgivenby:

β β γ= −�
0

2

e r  (1)
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0
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Theprogressofonefireflynamely i towardsanotherfirefly  j isdrivenbytheequationgiven
below:
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− −( ) representingtheattractionbetweenthefirefliesi and j .Therandomization

isdonewiththerandomizationparameterα
t
anditcanbetunedfromiterationtoiteration.Beinga

SwarmIntelligencebasedmethodithasallthebenefitsofothersuchalgorithmsbutwithtwomore
advantageswhichareautomaticallysubdivisionandthecapabilityofhandlingwithmultimodality.
Thismakes theentirepopulation togetsubdivided intogroups inwhich thefirefliescanswarm
aroundthelocaloptimum(Yang&He,2013).Amongallthistheglobalmaximumisfound.FAis
bothastochasticandmeta-heuristicalgorithm(Francisco,Costa,&Rocha,2014).
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Particle Swarm optimization(PSo)
PSOisabiologicallyinfluencedcomputationalsearchandoptimizationmethoddevelopedin1995
byEberhartandKennedybasedonthecommunalbehaviorsofbirdsflocking(Rini,Shamsuddin,&
Yuhaniz,2011).Thealgorithmworksasinthereareanumberofparticlessayflockingbirdsthathas
noleader.Theygoaroundsearchingforfoodrandomlyandthebirdthatisclosertothefoodguides
theothersbyexchanginginformation.Otherbirdschangetheirpositionaccordingtotheinstruction
andlikethistheyfinallyreachtheirfoodsourcewhichistermedastheglobaloptima.Exploringis
theabilitytoidentifyagoodoptima.Exploitationisthecapabilityofconcentratingthesearchspace
toaparticularareaonly.Thepositionofaparticleisupdatedbyaddingvelocitytoitusingequation
givenbelow:

x t x t v t
i i i
+( ) = ( )+ +( )1 1  (4)

whereasthevelocityisupdatedusingequationgivenbelow.

v t v t c r localbest t x t c r globalbest t
i i i( ) = −( )+ ( )− −( )( )+ (1 1
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where c c1 2, aretheaccelerationconstantsand r r1 2, aretherandomlygeneratedconstants.These
parametersareusedtotunetheconvergencerateofthealgorithm.Astheparticlereachlocaloptima
veryquickly,theswarmconvergesprematurelytothelocalminima.ThisphenomenaofPSOhas
beencontrolledbypresentinganumberofcontrollingparameters.Velocityclampingisoneofthe
methodsofcontrollingtheglobalexplorationoftheparticle.Thevelocityofaparticleinthedimension
isclampedatthemaximumallowablespeedlimit j .Velocityisadjustedaccordingtotheformula
givenbelow:
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PSOcanbeusedforfeaturereductionmechanismbutinthatcasetheupdatingneedstobedonein
termsof0and1.So,BinaryPSOisrequiredinwhichtheparticlerepresentspositioninbinaryspace
alongwithaclassifierforcomputingthefitnessvaluesoftheparticleineachiteration(Tu,Chuang,
Chang,&Yang,2007).Eachparticlekeepstrailofitscoordinatesintheproblemspaceandassociates
themwiththebestsolutionithasobtainedsofar.ThePSOalgorithmhasbeenusedextensivelyfor
optimizationproblemsandbecauseofitsefficiencyifcanalsobeusedforfeatureselectionprocess.

Fuzzy Membership
Fuzzyisaconceptwherethemembershipvalueofanelementismeasuredratherthanconsideringa
singlelabel.MathematicallyaFuzzySetisoneinwhichanobjectexistsinanysetwithamagnitude
thatisbetween0and1.FuzzySetTheoryisanextensionofduallogicortheclassicalsettheory.
Takingthecontributionofasetofelementstowardsaparticulargoalratherthanasingleinfluenceis
thekeyconceptoffuzzymembership.Afuzzyfunctionisageneralizationoftheconceptofclassical
function (Zimmermann, 2010).In Fuzzy Logic, it represents the  degree of truth  as an extension
of valuation.Degreesoftruthareoftenbaffledwith probabilities,althoughtheyareconceptually
different(Kosko,1990).InaFuzzyClassifierSystemtheclassificationisachievedbyanumberof
FuzzyIf=Thenrulestorepresenteachfeature(Rezaee,Goedhart,Lelieveldt,&Reiber,1999).Fuzzy
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logicissuitableformanagingimprecisedata.Whenevertheyarepresent,Fuzzylogicisusedtofind
therelevantfeaturessothatthelosesininformationfromrealprocesscouldbeminimized(Grande,
delRosarioSuárez,&RamóVillar,2007).SomeofthemostcommonlyusedFuzzyMembership
FunctionsareTriangles,Trapezoidal,Gaussianetc.Fuzzylogiccanbeusedinanumberofways
especiallywherenormallogicofsinglelabellingdoesn’tsufficient.Thesereasonsleadtheauthors
toapplyFuzzyConceptintheirproposedmodeltoovercomethemonotonicdistribution.

PRoPoSED MoDEL

Cloudcomputingisacomputingparadigm,whereahugenumberofsystemsareassociatedinprivate
orpublicnetworks,toprovidedynamicallyscalableinfrastructureforapplication,dataandfilestorage.
Withtheadvancementofthistechnology,thecostofcomputation,applicationhosting,contentstorage
anddeliveryisminimizedabruptly.ThedatastoredinCloudEnvironmentisindistributedmanner
asthedataistoolargetostoreinasinglestoragedevice.Usersoftenwanttostoretheirpersonal
informationandsecuredatainCloud.ThereforeDataSecurityisamajorconcernleadingtothe
concerninsecurityofCloud.Withtherapiddevelopmentofnetworktechnologycomputercrimegrows
exponentially.Securityofcomputersarebadlyaffectedbythecriminals.Networksecuritytechnology
isnotenoughforcompletelyeliminatingcomputercrimes.Somelegalpunishmentanddiscouragement
powershouldbeaddedwiththat.So,networkforensicsmeansanactivedefenseinnetworksecurity
aspect.IDSistheprocessofidentifyingunauthorizeduse,misuse,andabuseofsystems.Itisusedto
checkboththeauthorizationofuseandtheauthenticationoftheusage.Itmonitorstheinboundand
outboundpacketsandaltersthehostincaseofmaliciousactivities.Sincethedatasetisverylarge
intermofhorizontalredundancy,theauthorshaveanoverheadoflargecomputation;reducingthe
accuracyofclassification.SoDataMiningisintroducedtoextractorminetherelevantinformation
fromthedataset.Featureselectionisthemethodbywhichthenumberoffeaturesisreducedasa
resultofwhichthenoise,redundancyofdataisreducedandinturntheclassificationrateincreases.
Thesystemshouldalsobeintelligentenoughtoautomaticallylearntoimproveperformancewhichis
theessenceofMachineLearning.InthispaperaModified-Fireflyalgorithmisproposedforchoosing
thebestfeaturesubset.Thesubsetobtainedisthensenttobeclassifiedusingdifferentclassifiersto
computetheclassificationaccuracy.RequestsmadebytheclientsarefulfilledbytheCloudservices.
So,specialsecurityhastobedeployedtosecurethesystemfromintruders.

Figure1showstheproposedmodelthatcanmaintainsafeandfastaccomplishmentofthetask
achievedbytheClouduser.Inthismodel,NetworkDesignissuchthattheNetworkIntrusionDetection
System(NIDS)isplacedatthechokepointofthenetwork.

InthisproposedmodelanIDShasbeendesignedthatreducesthedimensionalityoffeaturesin
thedatasetbyfeatureselectionalgorithm.TheproposedMFAisappliedtoextracttherelevantfeature
set fromthe largedataset.Basedon theoptimalfeaturesubsetobtained, theauthorsclassify the
datasetusingnumerousclassificationalgorithm.TheflowchartofourproposedIDShasbeenshown
inFigure2andthedetailstepsofourproposedModified-FireflyalgorithmhasbeenshowninFigure
3.ThemainobjectiveofauthorsistobuildanefficientIDS,butthelargenessofthedatasetincreases
bothmemoryspaceandprocessingpowerofthesystemthereforeanefficientfeatureselectionprocess
hasbeendesignedusingthisproposedModified-FireflyAlgorithmwhichreducesthenumberof
featurewithoutcompromisingwiththeaccuracyofclassification.IntheproposedmodeltheFAhas
beenmodifiedbyfirstintroducingtwoconstantc1 and c2 .Bothc1 andc2 areknownasacceleration
constants.Theconstant β0 ofFAhasbeenreplaced.Ineachiterationthefirefliesarerandomly
attractedtowardstheglobalbest(gbest)positionintheentirepopulation.Inthismannertheposition
vectorofFAhasalsobeenchangedsincetheauthorsarenotonlycomputingtheEuclidiandistance
ofxi andlocalbest(pbest),butalso xi andglobalbest(gbest).TheFAhasbeenmodifiedtoincrease
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Figure 1. Intrusion detection system in cloud environment

Figure 2. Flowchart of our proposed IDS
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theconvergenceandalsoenhanceitscapabilityfornotfallingintothelocalminimum.Thedistance
betweenand,arefoundusingtheequationno.7and8respectively.

r pbest x
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2
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InModified-FireflyAlgorithm,Fuzzymembershipfunctionisintroducedinthepositionvector
updation.AsinthenormalFireflyAlgorithmthereisaweaknessi.e.firefliesmovedespiteofthe
globaloptima,whichcanenhancetheconvergencetimetoobtaintheglobalbest.Todisposeofthe
weaknessofthestandardFAandtoenhancethecollectivemovementoffireflies,FAismodifiedin
whichmorethanonefirefliescaninfluencemovementsofothersineachiteration.Ineveryiteration
theauthorstakethek-bestfireflies,accordingtotheirfitnessvalue,asthestandardforthemovement

Figure 3. Detail steps of proposed modified-firefly algorithm
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ofotherfirefliesinthatiteration.Inthatiteration,thek-bestfirefliesarekeptunchangedandthe
othersareinfluencedbythek-best.Asthemovementoffirefliesareinfluencedbymorethanone
fireflies,thecontributionofeachfireflyhasbeendividedamongthefireflies.Forthispurpose,the
fuzzyconceptcomestoplace.Accordingtothecontributioncalculatedbythefuzzyconcept,the
firefliesmovetowardsthek-best.Thelevelofattractivenessofeachk-bestfirefliesisrepresentedas
aFuzzyvariableμ.Thek-brighterfirefliesineachiterationarechosentobecandidates,wherekis
auser-setparameter.Wecomputeµ h( ) thatistheattractivenessoffireflyh ,asgivenbelow.

µ βh
f h f p

( ) = ( )− ( )











� /

1  (9)

Where,h beoneofthe k -brighterfirefliesineachiteration. f p( ) dependsontheglobaloptima
in each iteration and f h( ) depends on the fitness function of all the k-fireflies. To escape the
dependencyonthescaleofthefitnessfunction,equationno.10isused:

β = ( )f p l/  (10)

where, l  is auser-specifiedparameter.For a fixed  f h( ) , the larger thevalueof l , smaller the
attractivenessµ h( ) .Theprogressofonefireflyi towardsanotherfirefly j isdrivenbythemodified
positionvectorgivenbytheequationnumber11:
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Oncethefireflygetsupdatedonitsposition,thevalueof x
id

maybearealvalue.Butthereisa
needtotransformtherealvalueintobinaryi.e.0and1asbecausetheselectedfeaturesaretobe
extracted.Soaprobabilisticruleisneeded,basedonahyperbolictangentsigmoidtransferfunction,
isappliedtoeachdimensionofthepositionvector.Theruleisgivenbelow.
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Thiswaytheprocesscontinuesupdatingthefirefliesandthek-bestfirefliesistakenoutevery
time.Finally,afterthemaximumiterationisreachedthefireflywiththebestfitnessvalueisopted
astheoptimalsubset.Theexperimentwithourproposedmodelshowedthatithasperformedbetter
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thantheFAfortheworkoffeatureselectionintermsofbothdecreasingtheprocessingtimeandthe
memoryrequirement.

Modified-FireflyAlgorithm

Input: NSL-KDD Training Dataset.
Output: Best Feature Subset.
Randomly generate initial population of fireflies; 
While iteration <=Maximum no. of iteration do 
Find the fitness of all fireflies; 
     Sort the population based on fitness value; 
     for each fireflies other than k-best fireflies do 
          for each fireflies do 
               Calculate the local and global distance using 
equation no. 7 & 8; 
               Calculate fuzzy membership using equation no. 9; 
               if  I(i)<I(j) then 
                    Firefly i is moved towards firefly j using 
equation no. 11; 
               end 
          end 
     end 
     Generate new population; 
     iteration = iteration + 1; 
end 

BestFeatureSubsetisextractedbytheselectedfeaturesofthebestfirefly.
AsdiscussedearlierthealgorithmshowstheprocessoftheproposedModified-Fireflyapproach

forFeatureSelection.Inthefirstphase,therelevantfeaturesubsetisextractedsuccessfullybythe
proposedmethod.Inthenextphase,theobtainedfeaturesubsetisthenpassedtotheclassifierslike
ArtificialNeuralNetwork,AdaboostandRandomForesttoclassifythedatasettogetbetteraccuracy.
Hence,theauthorshavebeensuccessfulinincorporatingeffectivememoryusage&reducedprocessing
timebyreducingthedimensionofthedataset.

PERFoRMANCE

An efficient IDS is required for detecting all the attacks to secure the Cloud environment. An
appropriatetrainingisrequiredtodetectallattacksfromthenormalbehavior.Thepresenceofhuge
numberofirrelevantandredundantfeaturesinthetrainingdatasetcausemuchmoretrainingtimeand
alsodecreasestheclassificationaccuracy.Hereinthispaper,authorshaveusedNSL-KDD-Train+
datasetfortrainingpurpose.TherearefourcomponentsofNSL-KDDdatasetnamely,KDDTrain+,
KDDTest+,20%KDDtraining+andKDDtest-21.

OurexperimenthasmadeuseofKDDTrain+andKDDTest+consistingof125,973and22,544
recordsrespectively.Eachofthecomponentsconsistsof41featureslabeledasnormalorthespecific
attacktype.KDDTrain+hasbeenusedtotrainthemodelwhereasKDDTest+hasbeenusedto
measuretheclassificationaccuracy.HereInformationGain(IG)isusedtorankallthefeatures.For
predictingtheclass,InformationGain(IG)measurestheamountofinformationinbits.Figure4shows
theInformationGainofallthefeaturespresentsinNSL-KDDTrain+dataset.Hereitisfoundthat
thereareadescentno.ofthefeaturesthathaveInformationGainsopoorthattheydonotcontribute
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inthetrainingatall(IGaverage=0.175246).Sothesefeaturescanbeignoredfortrainingwithout
compromisingwiththeclassificationaccuracy.Thisisthemainreasonforreducingthedatasetto
producebetteraccuracyandlessprocessingtime.Usingtheproposedmethod,anumberofirrelevant
featuresareremovedfromtheNSL-KDD-Train+datasetandaminimizedtrainingsetisproduced.
Theexperimentwasperformedonahypervisorusing8virtualCPU(vCPU),16GBofRAMand
CentOS7OperatingSystem.Theresultsobtainedbyevaluatingtheoutputsprovedtobereliableand
successfulindifferentiatingnormalandanomalousbehaviors.

InordertoevaluateNIDSandmeasuretheperformance,therearestandardmetricsthathave
beenusedhere:

• TruePositive(TP)
• TrueNegative(TN)
• FalsePositive(FP)
• FalseNegative(FN)
• TruePositiveRate(TPR)
• TrueNegativeRate(TNR)
• FalsePositiveRate(FPR)
• FalseNegativeRate(FNR)
• Accuracy=((TP+TN)/(TP+FP+FN+TN))*100%

ThetablesshownaboverepresentstheaccuracyevaluatedbyusingNeuralNetworkondifferent
numberoffireflies,inmostofthecasesithasbeenobservedthattheproposedalgorithmperform
betteraccuracythantheothers.InmostofthecasesitisalsonotablethattheTruePositiveRateis
significantlyhigher.Figure5andFigure6showsresultofreduced

datasetobtainedby50firefliesthathasbeentestedondifferentclassifierslikeNN,Adaboost,
RandomForest.Figure7 shows reduceddatasetobtainedwith40 fireflies and testedonNeural
Networkclassifier.Figure8showsreduceddatasetobtainedwith20firefliesandtestedonNeural
Networkclassifier.

TheoutputoftheproposedMFAareappliedinvariousclassifiersandhaveobtainedhigher
TPRasshown in theperformancematrices.Afteranalyzing theperformancematrices it is seen
thatiftheproposedMFAisappliedforfeatureselection,itwillprovideapotentfeaturesubset.The

Figure 4. Information gain of all the features exist in NSL-KDD-Train+ dataset
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performanceoftheproposedmodeldepictstheauthors’successinconstructinganefficientIDSby
reducingthedimensionofthedatasetthathasbeenusedinaCloudEnvironmenttoprovidesecurity
effectivelywithapromisingaccuracy.

CoNCLUSIoN

Astimeprogresses,theefforttoprovidesecurityinaCloudEnvironmentalsoincreasesduetothe
increaseofdoingcomputercrimebytheusersaswellastheintruders.Thedatasecurityoftheusers
isthemainconcerninthisspectraaswellasintheDistributedSystemalso.So,acosteffectiveand
accuratesystemisnecessarytoprovidethesecurity.Thelargenessofthedatasetisoneofthemain
consequencestowardsdevelopingacosteffectivesystemintermofefficiencywithoutcompromising
with itsaccuracyorperformance.In thispaper theauthorshaveconcentratedtheirworkonlyin
featureselection.Butitcanbeextendedbyreducingthedatasetusinginstanceselectionmethods.If
horizontalandverticalreductiontechniquesareusedsimultaneouslytheperformancemaygetbetter.

Table 1. Classification result by using Neutral Network with 50 fireflies

  NSL-KDD 
Dataset Firefly

Modified- 
Firefly 

with k=2 

Modified- 
Firefly 

With k = 3

Modified- 
Firefly 

With k = 4

TP 7601 7755 7635 7993 8311

TN 9499 9427 9443 9454 9460

FP 212 284 268 257 251

FN 5232 5078 5198 4840 4522

TPR 0.5923 0.6043 0.59495 0.6228 0.6476

TNR 0.97817 0.97075 0.9724 0.9735 0.9742

FPR 0.02183 0.02925 0.0276 0.0265 0.0258

FNR 0.4077 0.3957 0.40505 0.3772 0.3524

Accuracy(%) 75.8517 76.2154 75.7541 77.3909 78.828

Table 2. Classification result by using Neural Network with 40 fireflies

  NSL-KDD 
Dataset Firefly

Modified- 
Firefly 

with k=2

Modified- 
Firefly 

with k=3

Modified- 
Firefly 

with k=4

TP 7601 7393 7807 7899 8488

TN 9499 9411 9422 9425 9459

FP 212 300 289 286 252

FN 5232 5440 5026 4934 4345

TPR 0.5923 0.57609 0.60835 0.61552 0.661419

TNR 0.97817 0.96911 0.97024 0.97054 0.97405

FPR 0.02183 0.03089 0.02976 0.02946 0.02595

FNR 0.4077 0.42391 0.39165 0.38448 0.338581

Accuracy(%) 75.8517 74.5387 76.4239 76.8453 79.6088
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Table 3. Classification result by using Neutral Network with 20 fireflies

  NSL-KDD 
Dataset Firefly

Modified- 
Firefly 

with k=2

Modified- 
Firefly 

with k=3

Modified- 
Firefly 

with k=4

TP 7601 7791 8091 7545 7876

TN 9499 9432 9428 9486 9470

FP 212 279 283 225 241

FN 5232 5042 4742 5288 4957

TPR 0.5923 0.607106 0.63048 0.58794 0.61373

TNR 0.97817 0.9712697 0.97086 0.97683 0.97518

FPR 0.02183 0.0287303 0.02317 0.02317 0.02482

FNR 0.4077 0.392894 0.36952 0.41206 0.38627

Accuracy(%) 75.8517 76.3973 77.71 75.546 76.943

Figure 5. Accuracy in different values of k using different classifiers (using 50 fireflies)

Figure 6. Accuracy in different classifiers using different values of k (using 50 fireflies)
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TheModified-FireflyAlgorithmproposedinthispaper,hasshownbetteroutcomesinaccuracyof
classificationandreductioninthehorizontaldimensionofthedatasetusingtheDataMiningconcept
i.e.FeatureSelection.Theauthorshaveextractedrelevantfeaturessuccessfullyfromthedatasetto
classifythemwiththeclassifiers.Theclassificationresultshaveshownthattheaccuracyobtained
bytheclassifierisuncompromised.Thus,aneffectiveCloudEnvironmentcanbemadetodetect
attacksbytheintrudersusingtheIDSdiscussedinthispaper;leadingtomoresecuresystemwith
theimprovedaccuracyandefficiency.

Figure 7. Accuracy in different values of k using NN classifiers (using 40 fireflies)

Figure 8. Accuracy in different values of k using NN classifiers (using 20 fireflies)
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