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ABSTRACT

W⊕Xisaprotectionmechanismagainstcontrol-flowhijackingattacks.Return-orientedprogramming
(ROP)canperformaspecificfunctionbysearchingforappropriateassemblyinstructionfragments
(gadgets)inacodesegmentandbypasstheW⊕X.However,manualsearchforgadgetsthatmatch
theconditionsisinefficient,withhigherrorandmissingrates.Inordertoimprovetheefficiencyof
ROPgeneration,theauthorsproposeanautomaticgenerationmethodbasedonafragmentedlayout
calledautomaticgenerationofROP.Thismethoddesignsnewintermediateinstructionconstruction
rules based on an automatic ROP generation framework Q, uses symbolic execution to analyze
programmemorystatesandconstructdataconstraintsformulti-modulesROP,andsolvesROPdata
constraintstogeneratetestcasesofanROPchain.Experimentsshowthatthismethodcaneffectively
improvethespaceefficiencyoftheROPchainandlowertherequirementsoftheROPlayouton
memoryconditions.

KeywORDS
Automatic Generation, Fragmented Layout, Intermediate Instruction Construction, Multi-Modules ROP, Return-
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INTRODUCTION

Miningandexploitationofsoftwarevulnerabilitieshavebecomepopularissueswiththedevelopment
ofinformationtechnology.Manyprotectionmechanismsfordifferenttypesofexploittechnologiesare
alsoemerging.However,manymethodscanbeusedtobypassthemechanismsgiventhelimitations
ofthesemechanisms.

Control-flowhijackingattackoccursduetothevulnerabilityofanoverflowbecausecomputers
cannotdistinguishwhetherabinarynumberinthememorypageisacodeordata,thusresultinginthe
injecteddatabeingexecutedasacode(Shao&Gao,n.d.).LinuxsystemfirstintroducedtheW⊕X
mechanismin2000toaddresstheabovementionedproblem(ExecutableSpaceProtection,2018);then,
WindowssystemintroducedDataExecutionPreventioninXPSP2anditssubsequentproducts.The
basicprincipleofthismechanismistodistinguishacodesegmentfromadatasegmentbymarking
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thememorypagesasexecutable/non-executable.Theshellcodelocatedinthedatasegmentcannot
beexecutedwiththeW⊕X(Weietal.,n.d.).

In2000,asolardesignerproposedtheret2libc.Theret2libchijackstheprogramcontrolflow
andcontrolstheprogramthatjumpstoanexistingsystemfunctionbecauseW⊕Xdoesnotintercept
thecodethatislocatedonanexecutablepage.Schacham(Shacham,2007)[6](Roemeretal.,2012)
proposedtheROPbasedonret2libc.Comparedwithret2libc,ROPusesasmallerassemblyinstruction
fragmentcalledgadget,whichimprovesthegeneralityofthemethod.Checkoway(Checkowayetal.,
2010)proposedanROPconstructionmethodwithoutreturninstructionandextendedtheuseofthe
ROP.Lu(Luetal.,2011)proposedasqueezable,printable,andimplementablemethodonthebasis
ofRIXmethodandimprovedtheflexibilityofanROPpayload.

Variousautomaticanalysisandtestcasegenerationtechniquesforbinaryprogramvulnerabilities
haveemergedinrecentyearswiththedevelopmentofprogramanalysistechniques(Chipounovet
al.,2012).Avgerinosproposedanautomaticexploitgeneration(AEG)(Avgerinosetal.,2012)to
determinewhethertheinputcantriggertheunsafestateoftheprogramthroughprogramverification
techniques.ChaproposedtheMayhemforanautomaticgenerationofanexploit(Sangetal.,2011).
TheMayhemusesasymbolicexecutiontechnologytoautomaticallyminevulnerabilitiesandgenerate
anexploit.However,thesemethodsdonotconsidertheimpactoftheW⊕X.

Huangproposedanautomaticexploitgenerationmethodbasedonsymbolicexecutioncalled
CRAX(Huangetal.,2012).Thismethodusesaselectivesymbolicexecution,utilizesbinaryfilesthat
canbedirectedtothevulnerabilitypointasaninput,bootstheprogramtorunandtriggerscontrol-
flowhijacking,andgeneratesanexploit.TheCRAXmethodusestheret2libcwiththeinfluenceof
theW⊕X.CRAXchecksthecontrollablespaceinthememoryandinjectstheaddressofasystem
functionwhileanalyzing thestateof thecontrol-flowhijacking.Thehijackedprogramreads the
address,anditscontrolflowisdirectedtothesystemfunction.However,thismethodcannotachieve
theautomaticconstructionandlayoutoftheROP,andtheexploitcanonlyperformlimitedfunctions
undertheW⊕X.

SchwartzproposedanROPautomaticconstructionmethodQ(Schwartzetal.,2011)(Brumley,
D.,Jager,I.,&Avgerinos,T.2011).Thismethodimplementsanautomaticsearchofgadgetsand
automaticallyconstructsROPchainsthroughgadget-orientedprogramminglanguages.Itsworkflow
isasfollows:First,anexecutableprogramorlibraryfileisprovidedtoQ,andagadgetsetwitha
specificfunctionissearched;second,theprogramusedtobuildintermediatestatementsequencesis
analyzed;finally,thesequenceofintermediatestatementsisevaluated,andasuitablesetofgadgetsis
assignedforeachintermediatestatementtoformanROPchain.Q(He&Su,2016)hasthefollowing
limitations:(1)Thepayloadgeneratedthroughthismethodonlycontinueonthebasisoftheperspective
ofafunctionalimplementationanddisregardtherequirementsoftheROPlayoutonthecontrollability
conditionsofthememory.(2)Intheprocessofallocatinggadgetsfortheintermediatestatement
sequence,thismethodhasarecordoftheprogramstacklocationmodification,whichresultingina
lowspaceefficiencyoftheROP.

ThispaperproposesanROPautomaticgenerationmethodonthebasisofthefragmentedlayout
toaddresstheproblemsofROPautomaticgenerationtechnologies.Thecontributionsofthispapers
areshownasfollowing:

1. ThispaperdesignsanewstaticinstructionassignmentrulewhichcanreducethelengthofROP
payload.ThisruleisdesignedonthebasicofQandoptimizesthestaticinstructionassignment
ofROPmodulesswitching.Inthecaseofimplementingasimilarfunctionality,theROPchain
generatedbythenewassignmentmethodusesfewgadgetsandashortbinarycode.

2. ThispaperproposeadynamicmemoryanalysismethodforautomaticfragmentROPlayout.This
methodusesthegeneratedROPpayloadasaninput,utilizetheselectivesymbolexecutionto
directtheprogramexecutiontothecontrol-flowhijackingpoint,analyzetheprogrammemory
layout,andconstructthedataconstraintsofthefragmentedROPchain.AnROPchainthatsatisfies
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thememorylayoutconditionsisgeneratedbysolvingthefragmentedROPdataconstraint,thus
alleviatingtheproblemofpoorpracticabilitycausedbytherequirementoftheROPformemory
controllability.

BACKGROUND

w⊕X
Figure1illustratestheprocessofstackoverflowexploitationandthescenarioofshellcodeexecution
withandwithouttheW⊕X.ThegreyblocksinFigure1arethememoryblocksofregisterswhich
aretaintedbyinputdata;thewhiteblocksthememoryblocksthatarenottainted.Inthecaseofstack
overflow,theoverflowdatainstackmayoverwritesomeimportantdataillegally,suchasfunction
address,whichwouldleadtotheoverwrittenofIPregisterandcontrol-flowhijack.Generally,arbitrary
code(shellcode)executionisthemostdangerousconsequenceofcontrol-flowhijack.

Shellcodemustbeinjectedintothememorytoachievecontrol-flowhijackingattacks.Jumping
totheaddressoftheshellcodeandexecutingtheshellcodearethesolutionswhenthecontrolflow
ofaprogramishijacked.Therefore,currentoperatingsystemshaveintroducedtheW⊕Xprotection
mechanismstoaddressthedefecttopreventcomputersfromidentifyingthedataasacodeandlimit
theexecutionrightsofthedata(Gaoetal.,2013).

FortheW⊕X,currentmajorbypasstechnologies(Stojanovskietal.,2007)includethefollowing
threetypes.(1)TheW⊕Xisturnedoff.Normally,thesystemwillsetthefunctiontoturnon/off
theW⊕X.W⊕Xdisablementofpartorallofthememoryareasoftheprogramcanbeachievedby
operatingthesefunctions.(2)ProcessesthatarenotenabledareusedwiththeW⊕X.Undercertain
conditions,W⊕Xmaycauseprocessabnormalities.SeveralprocessesdonotinvolvetheW⊕Xto
avoidthissituation.(3)Existingcodeisused.Thismethodperformsaspecificfunction,suchas
ret-to-libc(orret2libc)andreturn-orientedprogramming(ROP),bysearchingfortheexistingcode
inamemory.

Return Oriented Programming
ROPisdevelopedonthebasisofret2libc.ThistechnologyaimstoaddressthedefectthattheW⊕X
doesnotlimittheexecutionpermissionoftheexistingcodeinthecodepageandbypasstheW⊕X.
Themainprincipleistoconstructagadgetsetthatendswitharetninstructionbysearchingthecode
page.ThequalifiedpartsfromthegadgetsetarefilteredandcombinedtoproduceanROPchain
withaspecificfunction(Prandini&Ramilli,2012).Figure2depictsthecodeexecutionsequence
ofanROPchainanditsstackstructure.

AnROPchainforimplementingaprograminCode1ina32-bitsystemhasaneffectivelength
(excludingpadcharacters)of424bytesbyusinganautomaticROPgenerationtool,namely,ROPC.
IftheROPchainisarrangedintheactualprogram,thentheprogramisrequiredtosatisfythestack

Figure 1. Stack overflow exploitation and shellcode execution
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withacontrollablespaceofatleast424byteswhenthecontrolflowishijacked.Thisrequirement
limitstheapplicationoftheROPintheactualprogram.

Code 1 
fun main() 
{ 
    i = 0 
}

Static ROP Construction of Q
Figure3illustratesthestructureofQ.ROPCisapracticaltoolforautomaticROPgenerationbased
onQ.ThispaperusesROPCtoanalyzetheworkingdetailsofautomaticROPgeneration.Themain
workingstepsofROPCincludes.

Figure 2. ROP chain and the structure of a stack

Figure 3. Framework of Q
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Gadget Discovery and Analysis
Thefollowingattributesarerecordedinthecandidategadgetsetwhentheseattributesaresatisfied.

Jumpcontrollability.Agadgetcanjumpexactlytothenextspecifiedgadgetafterthisgadget
hasbeenexecuted.Generally,thecandidategadgetmustendwithajumpinstruction,suchasretn,
tocontrolthejumpprocess.ROPCselectsthegadgetthatendswiththeRetinstruction.

Controllabilityofthetargetregister/memory.ROPCusesthe/ROPC/verifycomponenttoverify
candidategadgets.Thesourceanddestinationoperandsofthecandidategadgetsmustbecontrollable
registers,pointerstothememory,ormemoryareas.

Operabilityofthetargetregister/memory.ROPCcombinesgadgetstoanROPchainthatcan
achieveaspecificfunctionthroughdataoperationsonregistersormemoryareas.ROPCwillfilter
candidategadgets that donotoperateon any registerormemoryduring the constructionof the
candidateset.

Intermediate Statement and Instruction Analysis
Theallocationofgadgetstointermediateinstructionsmustsatisfythefollowingconditions.

Samesemantics.Eachintermediateinstructionconsistsofatleastonecandidategadget.Agadget
sequencemustperformthesamefunctionasitsmatchingintermediateinstruction.

Register is free.Gadgetassignment reuses the registerconflictdetection ruleof theROPC.
Accordingtothisrule,theregistersinthegadgetsallocatedforanintermediateinstructionmustnot
conflictwithregistersthatwerepreviouslycalledandnotfreed.

Operatormatching.For intermediate instructionswithoperator parameters, the sequenceof
candidategadgetsmustcontainatleastonegadgetwiththesameoperator.Translationprocessfrom
ROPLtogadgets.

The target program iswrittenusing thehigh-level languageROPL,which is defined in the
ROPC.TheROPLtargetprogramcanrealizefunctions,suchasfunctioncalling,variableassignment,
condition judgment,branch jump,and loopoperation.ROPCrealizes the functionsof the target
programthroughtheROPpayload.

TheprocessofconstructinganROPchainforanROPLtargetprogramanalysisisasfollows.
First,anintermediatestatementsequenceisgeneratedthroughtheROPLtargetprogramanalysis.
Second,anintermediateinstructionsequenceisproduced.Finally,thegadgetsequenceisallocated.
Especially,theintermediatestatementsaretheprogramsymbolsgeneratedafteranalyzingthetarget
program.Figure4showsthetranslationprocessfromROPLtoassembleinstructions(gadget).

SySTeM OVeRVIew

Existing ROP automatic generation technologies address the problems of gadget search and
classification,high-levellanguagesemanticanalysis,andassignmentandarrangementofgadgets
tointermediateinstructions.However,basedontheactualapplicationeffect,theROPgeneratedby
existingtechnologiescannotsatisfytheconstraintsofthememorystateinmostscenarios.Thus,this
paperproposesamethodcalledautomaticgenerationofROP(AGROP)basedontheROPfragmented
layouttoalleviatetheabovementionedproblem.ThemainworkingframeworkoftheAGROPis
demonstratedinFigure5.

Figure 4. Translation process from ROPL to gadgets
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Thismethodiscomposedoftwoparts,namely,ROPpayloadgeneratorandsymbolexecutionpart.
The inputs to the ROP payload generator include the source program (ELF) and the target

program(sourcecode).
Thesourceprogramisavulnerableprogram.TheROPpayloadgeneratorusesQtoperforma

gadgetsearchandclassificationofasourceprogramandgenerateagadgetcandidateset.
ThetargetprogramisthetargetfunctionprogramoftheROP.Onthebasisofthesourcecode

analysis of the target program, this paper constructs a sequence of intermediate statements and
instructionsthataresuitableforthefunctionsofatargetprogram.Thegadgetsthatcanmatchthe
functionsofeachintermediateinstructionarefoundfromthecandidategadgetsetthroughgadget
assignment,andtheROPpayloadisgenerated.

Atargetprogramiscomposedofahigh-levellanguage.Asymboltableisarecordofsource
codeanalysisfilesofthetargetprogramandiscomposedofintermediatestatementsequences.This
tablerecordstheinformationofinter-modulecalls,variableapplication,andseveralotheroperations
ofthetargetprogram.ThispaperusesthetargetprograminCode2asanexample.Thesymboltable
ofintermediatestatementsforthisprogramisdisplayedinCode3.

Code 2 
fun main() 
x = 1 
foo(x) 
fun foo(x) 
y = x 

Figure 5. Overview of the AGROP design
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Code 3 
main: Enter(0) 
Assign(x, Const 1) 
Call(foo, args: x) 
Ret(main) 
foo: Enter(1) 
Assign(y, Var x) 
Ret(foo)

OnthebasisofROPC,AGROPanalyzesthebehaviorofeachgadget,definesthecorresponding
gadgettype,andcategorizesit.Table1summarizesthesemanticdefinitionofthesegadgets.

Table2presentstheROPLintermediatestatementsandtheirsemanticdefinitions.
Intermediate instruction is an instruction that expresses a specific function between the

intermediatestatementsandthegadget.AGROPestablishestheintermediatestatementsequenceby
analyzingtheROPLsourcecode.Then,foreachintermediatestatement,anintermediateinstruction
sequence that satisfies the semantics of the statement is allocated.Table3displaysparts of the
intermediateinstructionsandtheirsemanticdefinitions.

The inputs to symbolicexecutionpartsareas follows: sourceprogram,crash file, and
ROPpayload.

Acrashfileisinputdatathatcantriggerthecontrol-flowhijackingstateofasourceprogram.
TheAGROPmarksallthetainteddatathatarepassedintothesourceprogramassymbolicdata.All
memoryspacesorregistersthataretaintedwithsymbolicdataaremarkedassymbolicmemory/
registersduringthedynamicrunningofasourceprogram.Currently,avarietyofautomaticexploit

Table 1. Classification of gadgets according to the semantic definition

Name Parameters Semantic Definition

LoadConst reg*int reg←int

CopyReg reg1*reg2 reg1←reg2

BinOp reg1*reg2*op*reg3 reg1←reg2opreg3

ReadMem reg1*reg2*int reg1←[reg2+int]

WriteMem reg1*int*reg2 [reg1+int]←reg2

ReadMemOp reg1*op*reg2*int reg1←reg1op[reg2+int]

WriteMemOp reg1*int*op*reg2 [reg1+int]←[reg1+int]opreg2

OnEsp op*reg esp←espopreg

Table 2. Semantic definitions and intermediate statements of the ROPL

Name Parameter Semantic Definition

Assign id*exp id←exp

WriteMem id*exp [id]←exp

Branch cond*id id:cond

Enter int Initializethecurrentmodule

Ret id Returntoamodulewhosenameisid

Call id*List Callforamodulewhosenameisid
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generationtoolsdeterminewhetheraprogramentersthecontrol-flowhijackingstatebychecking
thesymbolicattributesofanIPregister(Avgerinosetal.,2012)[16].

Thesymbolicexecutionpartusesanoptimizedsymbolicexecutionwithapath-guidedalgorithm
toreducethetimeoverheaddetectionofcontrol-flowhijackingthroughsymbolicexecution(Huang
etal.,n.d.)[20].Thecrashfileisusedastheinputofthesourceprogram,andthesourceprogramis
guidedtorundynamicallyalongthedeterminedprogrampathuntilthecontrol-flowhijackingstate
istriggered.Figure6exhibitstheprocessoftriggeringtheflowhijackingstatethroughanoptimized
symbolicexecutionbyusingacrashfile.

TheAGROPcollectsthestatesofthestackandcontrollablememoryareaduringtheoptimized
symbolexecution.CombinedwiththeROPpayload,theAGROPanalyzeswhetherthesestatessatisfythe
layoutconditionoftheROPchain,andacorrespondingdataconstraintoftheROPcalledropConstraint
isconstructed.AfragmentedROPtestcasecanbeautomaticallygeneratedbysolvingropConstraint.

AUTOMATIC GeNeRATION AND FRAGMeNTeD 
LAyOUT FOR MULTI-MODULeS ROP

Thispapercallstheratioofthestatementsequencelengthofthetargetprogramandthelengthof
memoryspaceoccupiedbyROPchainasthespaceefficiencyofROPbyreferringtoasectionof

Table 3. Parts of the semantic definitions of the intermediate instructions

Name Parameter Semantic Definition

Rawhex int int

OpStack op*reg esp←espopreg

BinO reg1*reg2*op*reg3 reg1←reg2opreg3

LoadRegConst reg reg←[esp]

ReadMConst reg*int reg←[int]

WriteMConst int*reg [int]←reg

Figure 6. Path selection of a source program with a path-oriented symbolic execution
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theROPLsourcecode.InFormula(1),Lenstmtsindicatesthenumberofintermediatestatementsin
thesequence,LenmemoryindicatesthenumberofbytesofmemoryspacerequiredbytheROPchain,
andSisthespaceefficiency.

S Len
Len

stmts

memory
=  (1)

AdditionalbytesinthememoryoccupiedbytheROPchainindicatesalowspaceefficiency,and
minimalbytesoccupiedbytheROPchaindenotesahighspaceefficiencywhentheROPLstatement
sequencelengthisfixed.

Static Instructions Assignment Rules For Module Switching
TheexistingROPauto-constructiontoolROPC,recordsandmodifiesthestackpointerbystatically
evaluatingtheexecutionofthegadgetsduringtheROPconstructionandensuresthatthestackstructure
iscompleteandaccurateduringtheROPexecution.However,therecordsandmodificationsofthe
stackpointerrequirethesupportofacertainnumberofgadgets.Thispartofthegadgetsisindirectly
relatedtothefunctionimplementationoftheROPLtargetprogram.

Tosolvetheproblemabove,thispaperdesignsanewtranslationruleofintermediatestatements
forthemodulecallinginthemulti-moduleROP.IntheprocessofstaticROPfunctionanalysisand
instructionsequenceconstruction,thenewruleusesspecialcharacterstoreplacethestackpointerthat
mustbemodifiedinmoduleswitching,ratherthanusingthegadgets.InCode2,thetargetprogram
containstwomodules,namely,themainandthefoo.Inthemainmodule,anintermediatestatement
Callisusedtocallthefoomodule.

AccordingtothesemanticdefinitionofstatementsformoduleswitchinginTable2,thenew
rulesfortranslatingtheintermediatestatementtointermediateinstructiondesignedinthisstudyare
asfollows.

(1) TherulefortranslatingtheCallstatementtointermediateinstructionsequenceisexpressedin
RuleCall.TheRuleCallrepresentsthesetofintermediateinstructionsincludedintheCallstatement.
Thesetconsistsofaseriesofintermediateinstructionsthatarearrangedinacertainorder.The
semanticsoftheintermediateinstructionsinthesetarelistedinTable3:

Rule
Rawhex presentPtr
Ra

Call :
( )           

                  wwhex targetPtr
WriteMemConst targetPtr,args

( )
( )          

           
          

BinO distance presentPtr targetPtr
OpSta

( )= −
cck esp esp distance( )= −



Figure7showsthestructureofCallstatement.CertainkeydatainRuleCallconsistofspecial
valuesinthestaticROPconstructionprocessandarefilledwithconcretevaluesduringthedynamic
analysis.ThesedataincludethepresentmodulepointercallPtr,targetmodulepointerenterPtr,and
distancebetweenthepresentandthetargetmodulepointers.Themodulecallingprocesswillfirst
realizetheinter-moduleparametertransfer,andargsrepresentstheparameterlistoftheincoming
targetmodule.IntheROPL,twotypesofparameterscanbepassedasvariablesandconstants.Then,
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theAGROPcalculatesthedistanceandimplementtheROPmoduleswitchingbychangingthevalue
oftheespregister.

(2) TherulefortranslatingtheEnterstatementtointermediateinstructionsequenceispresentedin
RuleEnter:

Rule
Rawhex callPtr
Rawhex ar

Enter :
( )
(

            
            ggs)



TheEnterstatementisusedtoinitializethememoryspaceofthereturnaddressandtheincoming
parametersofthetargetmodule.ThecallPtrrepresentsthereturnaddressofthetargetmodule,and
argsistheargumentlistoftheincomingtargetmodule.Thememorylayoutofthetargetmoduleafter
initializingtheEnterstatementissimilartothelayoutdisplayedinFigure8.

(3) TherulefortranslatingtheRetstatementtointermediateinstructionsequenceispresentedin
RuleRet:

Figure 7. Structure of call statement

Figure 8. Layout of target module after the Enter instruction is executed
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Rule
BinO distance callPtr retPtr

Ret :
( )            

         
= −

    OpStack esp esp distance( )= +


Inthenewrule,theRetstatementreadsthereturndestinationaddresscallPtr,andtheAGROP
calculatesthedistancebetweenthecurrentpointerretPtrandcallPtr.Themoduleswitchesbackto
thepreviousmodulebymodifyingthevalueofthestackpointerregisteresp.Figure9illustratesthe
processofamodulereturningcallbyusingtheRetstatement.

Dynamic Memory Analysis
InFigure2,theROPchainconsistsofasequenceofgadgetsinaspecificorder.Thetargetaddress
andoperandofthegadgetmustbestoredintheprogram’sstackbecauseeachgadgetendswiththe
Retinstructiontopreventthesourceprogramfromjumpingtotheaddressofthenextgadget.The
stackhasasufficientcontrollablespacefortheROPandcandeterminewhethertheROPissuitable
forthesourceprogramwhenthesourceprogramisinthecontrol-flowhijackingstate(i.e.,thevalue
intheinstructionregisterEIPisasymbolvalue).Therefore,theAGROPinitiallyanalyzesthesource
programmemorystatefortheROPlayout.

ThekeydatamustbecollectedinthememoryanalysisoftheAGROPandaredefinedasfollows:
symbolicBlock< symbolicAddr, symbolicSize >:Thismaprecordstheinformationofallsymbolic

memoryareas,exceptthepresentstackframeoftheinitialcontrol-flowhijackingstate,wheresymbolicAddr
representsthestartingaddressofthearea,andsymbolicSizerepresentsthelengthofthearea.

stackPtr:Thisfunctionindicatesthecurrentstackpointeratthefirstcontrol-flowhijackingstate.
stack_symbolicLength:Ifthetoppositionofthestackisinthesymbolicarea,thenthisvalue

representsthelengthofacontinuoussymbolicmemorystartingfromstack_ptr.
mLenid:ThisfunctionindicatesthememorylengthoccupiedbytheROPmodulecalledid.The

lengthofeachmoduleisrecordedinthesymboltable.
Ifthecontrollablespaceofthecurrentstackframeisinsufficienttosatisfythelayoutrequirements

oftheROP,thenthememoryanalysisalgorithmwillcontinuetosearchandrecordtheremaining
symbolicareainformationinothermemoryblocks.TheprocessisexpressedinAlgorithm1.

Algorithm 1. Searching for symbolic memory blocks
Input: Memory space of source program memory
Output: All symbolic memory area memSet
foreach byte  ∈ memory
if  byte is symbolic value
    if  previous byte is symbolic value
        symbolicAddr ← address of byte 
        symbolicSize ← 1 
    end if 
    else 
        symbolicSize ← symbolicSize + 1 
    end else 
end if 
if  byte is not a symbolic value
    if  previous byte is symbolic value
        insert symbolicBlock to memSet 
    end if 
end if 
end foreach
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Ingeneraloverflowvulnerabilities(e.g.,stackoverflow),thestartingaddressofthetainteddata
thatcoversthetopofthecurrentstackistypicallylocatedinthelastfunctionstackframe.However,in
implementingagadgetsequence,theinitialcontrol-flowhijackingstateoftheprogramandthestack
pointeraretheconditionsthatmustbeaddressed.Therefore,theAGROPwillcheckthesymbolic
datafromthetopofthecurrentstackatthetimeofthefirstcontrol-flowhijacking.Ifthedataatthe
topofthestackisnotsymbolic,thenthesourceprogramcannotjumptothesecondgadget,andthe
memoryanalysisalgorithmexists.Ifthedataatthetopofthestackissymbolic,thenthelengthof
thesymbolicareastartingfromthetopofthestackiscalculated.Figure10depictsthestackstructure
oftheinitialcontrol-flowhijacking,whichsatisfiestheROPlayoutconditions.

Fragmented Layout of ROP
TheAGROPsearchesforanelementthatsatisfiestheROPmodulelayoutconditionsfromthesetof
symbolicBlocks.ThecandidatesymbolicarealengthsymbolicSizemustbeabletoaccommodateat
leastoneROPmodule,andtherangecompositioninthisareamustnotconflictwiththetoppointer
ofthestackintheinitialcontrol-flowhijacking.TheAGROPperformsthefirstroundoffilteringon
theelementsinthesetsymbolicBlock,selectsseveralsymbolicBlockelementsthatconformtothe

Figure 9. Return process by executing the Ret statement

Figure 10. Structure of the stack of the initial control-flow hijacking
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lengthconditionoftheROPmodule,andaddstheseelementstothesetofcandidateregions.Theset
ofcandidateregionsisdefinedinFormula(2),wherelenBlocksrepresentsasetofcandidateregions
whoseROPmodulenameisid.

lenBlocks
symbolicSize mLen stackPtr symboli

id

id

:

( )      [(> ∧ < ccAdd
stackPtr symbolicAdd symbolicSize

)
( )]

∨
> +     

 (2)

AsecondroundoffilteringisperformedonthesetlenBlocks.Then,thesetofconBlocksfor
candidateregionsisdefinedinFormula(3).

conBlocks
areaLen ropModule Size Eq area mod

id

id

:
. ) ( ,        ( ≥ ∧ uule trueid) =

, (3)

Thearearepresentsthecontinuouscontrollablememoryareainthecandidateareablock;area.
add,areaLen,andarea.dataConstraintcorrespondtothestartaddress,length,anddatacontrollability
constraintsofthearea;moduleid.SizerepresentsthelengthoftheROPmoduleid;andmoduleid.
dataConstraint represents the data constraint of the module. Constraint conditions A and B are
compatiblewhentheconstraintcomparisonfunctionEq(A,B)returnstrue.However,AandBare
incompatiblewhenthefunctionisfalse.Therelationshipbetweenthecompatibilityjudgmentresult
ofthemoduleid.dataConstraintandthearea.dataConstraintandtheexecutableROPmoduleidare
expressedinFormula(4).

Eq area dataConstraint module dataConstraint trueid( . , . ) =  (4)

Thecompatibilitycomparisonprocessforarea.dataConstraintandmoduleid.dataConstraintis
presentedinAlgorithm2.ThealgorithmgeneratesthemoduledataconstraintmConstraint.

Algorithm 2. Construct Module Data Constraint 
Input: area, module
Output: mConstraint, isAvailable
foreach mByte  in module
foreach aByte  in  area
  if  mByte and aByte are compatible and bytes in area < bytes in 
module 
     mConstraint ←mConstraint ∧ mByte
  end if 
  else 
     mConstraint ← false 
  end else 
end foreach 
isAvailable ← solve(mConstraint )

InAlgorithm2,iftheisAvailableistrue,thentheareasatisfiesthelayoutconditionoftheROP
moduleid.AsetofsymbolicBlocksfortheothercontrollablememoryareaisreconstructedafter
theAGROPmarkstheareaasanuncontrollablearea.FortheremainingROPmodules,thefirstand
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secondroundsoffilteringarerepeateduntilallROPmodulesareallocatedforthecontrollableareas.
ThisprocessispresentedinAlgorithm3.

Algorithm 3 Construct ROP Data Constraint
Input : ropModules, symbolicBlock
Output : ropConstraint
foreach module in ropModules
lenBlock ← The first round of filter(ropModule, memSet) 
conBlock ← The second round of filter (ropModule, lenBlock) 
foreach  block  in  conBlock
    (isAvailable, newConstraint) ← Execute Algorithm 2  
    if  isAvailable == true
         mark the block as concrete block 
        ropConstraint ← ropConstraint ∧  newConstraint
    end if 
    memSet ← Execute Algorithm 1 
end foreach 
end foreach

TheROPdataconstraintropConstraintissolvedusingtheconstraintsolvertogeneratefragmented
ROPtestcases.Figure11demonstratestheexecutionofafragmentedmulti-moduleROP.

eXPeRIMeNTAL ReSULT

Space efficiency of Module Switching in The AGROP
This paper selects the ROP static analysis and automatic generation tool ROPC to verify the
effectivenessofthestatementtranslationruleinimprovingtheROPspaceefficiencyinthemulti-
moduleROPswitchingprocess();sincetheROPCisalsobasedontheQframeworkforcomparison.

Figure 11. Execution of a fragmented multi-modules ROP
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Figure12exhibitstheamountofmemoryoccupiedbytheCallfunctionduringmoduleswitching.In
thisfigure,theabscissaisthenumberofparametersthatmustbepassedinthemodulecalling,and
theordinateisthenumberofbytesofmemoryoccupiedbytheROP.

AccordingtothedatainFigure12,thegapbetweenthememoryspacesoftheCallstatement
translatedusingtheAGROPandtheROPCrulesincreaseswiththenumberofmoduleparameters.
Thisdifferenceiscausedbythemethodofmodifyingthestackpointersduringtheconstructionof
theROPchainbetweentheAGROPandtheROPCrules.

TheROPCruleconstructstheROPchainonthebasisofthestaticanalysis.TheROPCmust
recordthevaluesofthetopandbottompointersofthestackduringthecallingofthemoduleby
usingtheCallstatement,andthestackpointersareupdatedinastaticenvironmentduringthetransfer
ofeachparameter.Underthisrule,therelationshipbetweenthenumberofbytesrequiredandthe
numberofparasmustbepassed,asexpressedinFormula(5).

bytes paras= × +80 76  (5)

TheAGROPruleimplementstheROPchainconstructiononthebasisofthestaticinstruction
sequenceconstructionanddynamicdatafilling.Keydatainvolvedinthemodulecalling,suchastarget
moduleaddress,topstackpointer,andbottomstackpointer,arefilledwithspecialcharactersinthe
ROPinstructionsequence.Then,thekeyvaluesareobtainedtoreplacetheplaceholdercharactersby
inputtingtheROPintothesourceprogramofthesymbolexecution.Thisprocedureomitsthesteps
ofstaticallyanalyzingthekeydataandimprovesthespaceefficiencyoftheROPmodulecalling.
WithAGROPrule,therelationshipbetweenthenumberofbytesandthenumberofparasisdefined
inFormula(6).

bytes paras= × +20 44  (6)

Figure13displaysthecomparisonofthememoryspacesoccupiedbytheEnterfunctionunder
theROPCandAGROPrules.

According to the data presented in Figure 13, the AGROP rule exerts advantages in space
efficiencyovertheROPCrulewhenthenumberofparametersislessthan10giventhedifference
intheinitialoperationofthetargetmoduleofthetworules.

Figure 12. Comparison of the lengths of Call statement in the memory between ROPC and AGROP
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ROPC initializes the targetmoduleandupdates the stackpointers.The layoutofeachROP
moduleinthememorymustbeadjacentbecausetheROPCdisregardstheconceptof themulti-
moduleROPfragmentedlayout.TheROPCcanobtaintheconcretevaluesforparametersthrougha
directmemoryaddresslocation.Therefore,thespaceoccupiedbytheEnterstatementintheROPC
isconstantat124bytes.

SimilartotheCallconstruction,theEnterstatementintheAGROPdoesnotrequireanupdateto
thestackpointersduringthestaticconstructionofROP.OwingtotheinfluenceoftheROPfragmented
layout,theAGROPmustinitializethetargetmodulespaceandsettheplaceholdercharactersfor
themodulereturnaddressandpassedparameters.AccordingtotheAGROPrule,therelationship
betweenthebytesandtheparasisexpressedinFormula(7):

bytes paras= × +4 4  (7)

For the translationof theRet statement, theROPCandAGROPrulesexclude the steps for
inter-moduleparametertransfer.ThememoryspacesofRetintheROPCandAGROPare60and
28bytes,respectively.

Figure14illustratesthecomparisonofthememoryspacesrequiredfortheAGROPandROPC
toimplementacompleteROPmoduleswitching(exceptforthemainmodule).

AccordingtoDefinition3andFigure14,thispaperassumesthatthenumberofparametersto
bepassedduringthemoduleswitchingisn,andthespaceefficiencyoftheROPmoduleswitching
undertheROPCruleis:

S
n

ROPC_switching =
× +

3
80 260



ThespaceefficiencyoftheROPmoduleswitchingundertheAGROPruleis:

S
n

AGROP_switching =
× +

3
24 76



Figure 13. Comparison of the lengths of the Enter statement in the memory between ROPC and AGROP
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TheROPspaceefficiencyratioofthemoduleswitchingbetweenAGROPandROPCwhenthe
parameternumbern≤10is:

S
S
AGROP switching

ROPC switching

_

_
.≈ 3 4 

Accordingtothisresult,thespaceefficiencyisapproximately3.4timeshigherintheAGROPthan
intheROPC.Therefore,thelengthofmemoryrequiredbytheROPchainconstructedusingtheAGROP
ruleisonlyapproximately29.2%oftheROPCwhenexecutingthesameROPmoduleswitching.

Analysis of The Multi-Module ROP Fragmented Layout
Code 4 
function main( ) 
f1( ) 
function f1( ) 
foo( ) 
function foo( ) 
x = 1

TheROPLprogramisusedinCode4asthetargetprogram.Thesymboltablegeneratedbythe
AGROPthroughthesemanticanalysisofthetargetprogramispresentedinCode5.

Code 5
0x00  Enter(0): main 
0x04  Call( f1, args:) 
0x30  Ret(main) 
0x4C  Enter(0): f1 
0x50  Call(foo, args:) 
0x7C  Ret(f1) 
0x98  Enter(0): foo 
0x9C  Assign(x, Const 1) 
0xC4  Ret(foo) 
0xE0  Global_end

Figure 14. Comparison of the lengths of module switching between the ROPC and the AGROP
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ThelengthoftheROPchaingeneratedforthetargetprograminCode5is224(0xE0)bytes.
Thispaperselectssevensourceprogramswithcontrol-flowhijackingvulnerabilitiesforexperimental
verificationtoverifytheeffectivenessofthefragmentedlayoutROPconstructedusingtheAGROP
ruleintheactualprogram.TheAGROPtriggersthecontrol-flowhijackingstateofthesourceprogram
throughthecrashfile.Thispaperanalyzesthememorystateoftheinitialcontrol-flowhijackingstate.
Table4displaysthecontrollabletainteddataineachmemoryarea.

InTable4,thelengthsofthetainteddataintroducedinseveralprogramsarenotexactlyequal
tothelengthsofthecontrollabledataineachpartofthememoryduringtheinitialcontrol-flow
hijackingstate.Themainreasonsforthisconditionareasfollows:

(1) Thetainteddataispropagatedtoothermemoryareas,therebycausingthedataconstraintsof
certaintainteddatatooverlap.ThevulnerabilitythatfallsintothiscategoryincludestheCVE-
2014-9707.Thisvulnerabilityisaheapoverflowthatcausesatargetmemorytobeoverwritten
bymodifyingthechunkpointerwhenthechunkisfree.Inparticular,thesymbolicvaluesthat
overwritethetargetmemoryaretaintedbythesymbolicvalueinthechunk.

(2) Thetainteddatacoverkeydatainothermemorysegments.Thevulnerabilitiesthatfallintothis
categoryincludeCVE-2014-0322,CVE-2014-6332,andCVE-2015-5122.Arbitrarymemory
readsandwritesareperformedbyreadingandwritingarraysacrossboundaries,thusleading
toanoverwrittenfunctionaddressandprogramcontrol-flowhijacking.Thefunctionaddress
isnotwithinthescopeofouranalysisoftheROPlayoutbecausethefunctionaddressisinthe
codesegment.

(3) The lossof symbolicor tainteddata isuncontrollable.Thevulnerabilities that fall into this
categoryincludeCVE-2010-3333andCVE-2014-9707.

CVE-2010-3333isastackoverflowvulnerability,butthecontrollabletainteddatainthestack
frameareonlyintherangeof16bytesdownfromthetopofthestack.Furthermore,thispaperdoes
notperformstatisticsandanalysisforuncontrollabletainteddata.

IntheprocessofcopyingthechunkdataofCVE-2014-9707,compressionmappingofdatabased
onmemoryaddressesresultsinthelossoftainteddata.

Basedontheanalysisofthecontrollabletainteddataofthesourceprogram,thelayoutofeach
moduleinthememoryspaceaftertheROPchainconstructedforCode4isfragmentedislistedin
Table5.

ThestackofMS06-055onlysatisfiesthelayoutconditionofthemainmodule.Numerousheap
blocksinthesourceprogramarearrangedthroughtheheapspray,andthedatawrittenintheheap

Table 4. Layout of the controllable tainted data in the memory of the initial control-flow hijacking

Vulnerability Stack* Heap Initial Length of Symbolic 
Data

MS06-055 92Bytes 200MBytes 200MBytes

CVE-2010-3333 16Bytes 100MBytes 400Bytes

CVE-2012-0158 400Bytes 0Bytes 400Bytes

CVE-2014-0322 4Bytes 380MBytes 4608Bytes

CVE-2014-9707 4Bytes 2000Bytes 2048Bytes

CVE-2015-5119 4Bytes 380MBytes 2000Bytes

CVE-2015-5122 4Bytes 380MBytes 4608Bytes
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blockismarkedastainteddata.Theheapmemorysatisfiesthelayoutconditionsofthef1andfoo
modulesthroughmemoryanalysis.

ThestackofCVE-2010-3333doesnotsatisfythelayoutconditionofanymodule.Thispaper
manuallyadjustedthevulnerabilityexperimentandplacedsimplifiedstackforgeryinstructionsinits
stackmemory;thus,itsstackpointerwillpointtothespecifieddatasegment.Thecontrollablearea
intheheapsatisfiesthelayoutconditionsofallmodulesinCode4throughtheanalysis.

ThestacklayoutofCVE-2012-0158andCVE-2014-6332satisfiesthelayoutconditionsofall
themodulesofCode4;thus,nomodulesarearrangedinothermemoryareas.

Thef1andfoomodulesarearrangedintheheaptoverifythefragmentedlayoutmethodand
comparethemwiththelayoutsofthetwovulnerabilities,althoughthestacksofCVE-2014-0322and
CVE-2015-5122alsosatisfythelayoutconditionsofallmodulesinCode4.Theexperimentalresults
confirmthatthememoryofCVE-2014-0322andCVE-2015-5122satisfiesthelayoutconditions
presentedinTable5.

TheROPmodulelayoutconditionsofCode4isunsatisfiedinCVE-2014-9709becausethe
controllabletainteddatainthestackdonotsatisfythelayoutconditionofjumpinstructions.

CONCLUSION

In this study,amulti-moduleROPautomaticgenerationmethod isproposedon thebasisof the
fragmented layout to address the problems of low space efficiency and high memory layout
requirementsintheROPgeneration.BasedonthestaticconstructionoftheROPchainanddynamic
memoryanalysis,thismethodobtainsthekeydata,suchasstackpointer,duringthedynamicexecution
oftheROPanddesignsanewintermediatestatementtranslationruleinmoduleswitching.Compared
withexistingtechnologies,thenewruleomitsthestepsofmodifyingthestackpointerduringthe
staticconstructionoftheROPandimprovesthespaceefficiencyoftheROPchain.

Simultaneously,thispaperproposesamulti-moduleROPfragmentedlayoutmethod.Thismethod
usesanROPmoduleasaunit,dynamicallyanalyzesthedistributionofcontrollablememoryblocks
ofthesourceprogramandrealizesthefragmentedlayoutofeachmoduletoreducetherequirements
oftheROPlayoutconditions.

However,themulti-moduleAGROPmethodbasedonthefragmentedlayoutproposedinthisstudy
alsohaslimitations.First,theprocessofROPmoduleswitchingdisregardstheinfluenceofASLR.
Second,thelossoftainteddataduringthesymbolicexecutionaffectstheresultoftheanalysisofthe
memorystates.ThereductionoftheimpactoftheseissuesontheAGROPisthegoaloffuturestudies.

Table 5. Layout of the fragmented ROP chain

Vulnerability main f1 foo

MS06-055 Stack Heap Heap

CVE-2010-3333 Heap Heap Heap

CVE-2012-0158 Stack Stack Stack

CVE-2014-0322 Stack Heap Heap

CVE-2014-6332 Stack Stack Stack

CVE-2014-9707 -- -- --

CVE-2015-5122 Stack Heap Heap
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