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ABSTRACT

This paper proposes an audio steganography method based on run length encoding and integer
wavelettransformwhichcanbeusedtohidesecretmessageindigitalaudio.Themajorcontribution
oftheproposedschemeistoproposeanaudiosteganographywithhighcapacity,wherethesecret
informationiscompressedbyrunlengthencoding.Intheapplicablescenario,themainpurposeisto
hideasmoreinformationaspossibleinthecoveraudiofiles.First,thesecretinformationischaotic
scrambling,thentheresultofscramblingisrunlengthencoded,andfinally,thesecretinformationis
embeddedintointegerwaveletcoefficients.Theexperimentalresultsandcomparisonwithexisting
techniqueshowthatbyutilizingthelosslesscompressionofrunlengthencodingandanti-attackof
waveletdomain,theproposedmethodhasimprovedthecapacity,goodaudioquality,andcanachieve
blindextractionwhilemaintainingimperceptibilityandstrongrobustness.
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1. InTRoDuCTIon

Steganographyisanartofhidingsecretinformationinanotherseeminglyinnocuousmessage,or
carrier(Johnson,Duric&Jajodia,2001).Steganographyisdifferentfromcryptography.Theprimary
goalofcryptographyistoprovidesecurecommunicationbychangingdataintoaformthatitcannot
understandexceptforthesenderandthereceiver.Sincewhenanattackerdoesnotknowtheexistence
ofsecretmessage,hewillnotgeneratetheideaofattackingit.Therefore,steganographyisapowerful
techniquetoenhancethesecurityofdatatransmission.Throughouthistory,amultitudeofmethods
havebeenusedtohideinformation.WiththedevelopmentoftheInternetandothernewtechnologies,
digitalsteganographytechniquewhichisusedtoembedthesecretmessageintodigitalmultimediais
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graduallyrising.Ithasdevelopedastrongbasisfortheareaofsteganographywithagrowingnumber
ofapplicationsfordigitalfieldslikecovertcommunications,annotationetc.Sofar,variousresearches
onsteganographyhavebeencarriedoutonstoragemedia,suchastext,image,audio,andvideo.

Furthermore, auditory system is the largest sourceof information inaddition to theHuman
VisualSystem(HVS).Thustheresearchofaudiosteganographyisofgreatsignificanceandhaswild
applicationscenarios.

Likesteganographyinothermedia,audiosteganographictechniquealsohasthreeevaluation
metrics(Divya&Reddy,2012):

1. Capacitymeans theamountof secret information thatcanbeembedded into thehostaudio
withoutaffectingtheperceptualqualityofaudio.

2. Imperceptibilityevaluateshowwellasecretmessageisembeddedintothecoveraudio.The
differencebetweenaudioafterhidingandaudiobeforehidingshouldremainnegligible.

3. Robustnessindicatestheabilityofsecretmessagetoresistagainstattacks.

Inaudiosteganography,HumanAuditorySystem(HAS)isusedtohideinformationintheaudio.
BecauseHAShasmoreprecisionthanHVS,audiosteganographyismorechallengingthanimage
steganography(Shirali-Shahreza&Manzuri-Shalmani,(2007).

Inthispaper,theauthorsproposeanaudiosteganographymethodbasedonrunlengthencoding
andintegerwavelettransform.Theidealofthismethodistodesigntheembeddingandextracting
procedureofthesecretinformation,andthentheauthorstestthecapacity,robustnessandanti-detection
andcompareitwithsomeexistingmethods.Theadvantagesoftheproposedmethodislargecapacity.

Therestofthepaperisorganizedasfollows:therelatedworkisintroducedinSectionII.In
SectionIIItheproposedmethodsarepresented.Experimentalresultsandanalysesarepresentedin
SectionIV.Finally,SectionVconcludesthispaper.

2. RELATED WoRK

Steganography techniques can be classified into methods in time and transform domain. The
common used methods of steganography in time domain include Least Significant Bits (LSB)
(Cvejic&Seppänen,2004;Roy,Parida,Singh&Sairam,2012;Vimal&Alex,2014),EchoHiding
(Chen&Wu,2008;Yan,Sun&Lu,2003),SpreadSpectrumMethod(Rupanshi,Preeti&Vandana,
2014)andetc.Besides,methodsintransformdomaincontainhidingmethodbasedonDFT,DCT
(Chen,Zhang,Liu,Niu,&Yang,2009;Premalatha,Narayanan,Vikash&Ramesh,2014;Chilhate,
Patidar&Chandel,2015)andDWT(Sheikhan,Asadollahi&Shahnazi,2011;Bhattacharyya&Sanyal,
2012).Itishardtobalancethecapacity,imperceptibilityandrobustness.Forinstance,LSBhasgreat
hidingcapacity,however,whichisattheexpenseofmorerobust.Althoughmethodsintransform
domainboostuprobustnessagainstsomeattacks,thecapacityandimperceptibilityareinfluenced
alittle.

VimalandAlex(2014)discussedintheirresearchthatdualrandomnessLSBmethodwasproposed
whichhidesthesecretmessageinrandomlyselectedsamplesandbits.Thismethodprovidedmore
confidentialitycomparedwithconventionalLSBmethod.ButcomparedwiththemethodofCvejic
andSeppanen(2003),thehidingcapacitywassmaller.CvejicandSeppanen(2003)showedintheir
workthatanovelmodificationtostandardLSBalgorithmwasproposed,whichwasabletoembed
fourbitspersampleandimprovedthecapacityofdatahidingchannelby33%.Theyallbelongto
LSBmethodwhosedisadvantageisweakrobust.

As we all known, the classical wavelet transform has multi-resolution analysis and good
reconstructionproperties.ButbecauseofthedependenceontheFouriertransform,thereisalsoa
largeamountofcalculation.In1996,SweldensproposedaliftingschemethatdoesnotrelyonFourier
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transform(Sweldens,1996).Theliftingwavelettransform(LWT)isalsocalledsecond-generation
wavelettransform.Notonlyhasitinheritedtheadvantagesofthefirst-generationwavelettransform,
butalsohastheadvantagesoffastcalculationspeed,in-situcalculation,caneasilyperforminteger
wavelettransformandinversewavelettransform(IWT).Duetoalltheseadvantages,ithasattracted
alotofattentioninthefieldofaudiosteganography.Lei,SoonandLi(2012)proposedanaudio
watermarkingschemebasedonLWTandSVD.Theyembeddedtheencryptedwatermarkintothe
lowfrequencycoefficientsoftheIWTafterSVDtransform.Thismethodhasgoodrobustnessand
anti-detection.DelforouziandPooyan(2008)proposedanadaptivedigitalaudioinformationhiding
techniquebasedonIWT.Theyintroducetheauditorythresholdanduseitasthethresholdofembedding
information.Thentheyembeddedthesecretinformationintothewaveletsubbandcoefficientsof
thecarrieraudio.ComparedwithLei’smethod,thismethodhasalargerhiddencapacityandmore
undetectable.Nehete,Sawarkar,andSohani(2011)showedintheirpaperthatanovelmethodfor
digitalaudiosteganographywithsecurityi.e.,cryptographywaspresentedwherecovertdatawas
embeddedintothecoefficientsofhostaudioinintegerwaveletdomainusingquantizationtoreduce
embeddingerrors.Thedisadvantageofthethreemethodsaboveisthatthecapacityissmall.

A transformdomainmethodbasedon run lengthencodingand integerwavelet transform is
proposedinthispaper.Becauseoftheuseofrunlengthencoding,thebiggestadvantageofthismethod
isthelargecapacity,inaddition,thesecretinformationisembeddedintowaveletdomain,which
leadstotheresultthatitalsohasagoodimperceptibilityandtheabilitytoresistthecommonattacks.

3. THE PRoPoSED METHoD

The proposed method consists of two parts: secret information embedding method and secret
informationextractionmethod.First,integerwavelettransformisintroduced.

3.1. Integer Wavelet Transform
Lifting scheme is presentedbyW.Sweldens in 1994 for creatingwavelets entirely in the spatial
domain.Themaindifferencewithclassicalconstructions is that it is independentof theFourier
transform,waveletsarenotnecessarybytranslationanddilationofafunction.Ingeneral,lifting
schemecanbedividedintotwosteps:splitandupgrade.ItstartswithLazywavelet,afunctionwhich
essentiallydoesnotdoanything,butwhichhastheformalpropertiesofwavelet.Assuming

jS −1
is

theoriginalsignal,whichissplitintotwoseparateparts,evenandodd.Thatis:
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Then,updateeveryelementineverypartaccordingtotheexpectedfeatures.Thefirstistolift
theoddonesbasedontheevenoneswiththeuseofapredictor.Thisprocessiscalledduallifting:

d dj j P s
j

= − ( )  (2)

IfPisagoodpredictor,thedifferenceordetaildj willberegardedasthewaveletcoefficients
nearlywithoutthecorrelationandcalledhigh-passpart.Thesecondistolifttheevenoneswiththe
helpofthehigh-passpart.Theevenoneswillbereplacedbysmoothedvalueswiththeuseofan
updateoperatorUappliedtothedetails.Thisprocessiscalledprimallifting:
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3.2. The Embedding Method
Theembeddingmethodconsistsoftwosteps.Step1needstopreprocessthesecretinformation.In
thisstep,therearethreeprocesses,includingchaoticscrambling,Zigzagtransformandrun-length
encoding.Step2istoembedthesecretinformationintotheintegerwaveletcoefficientsoftheoriginal
audio.Finally,theauthorstransformtheintegerwaveletcoefficientsintothetimedomainandobtain
thestegoaudioinstep3.TheembeddingprocessisshowninFigure1.

3.2.1 Preliminary Process
Preliminaryprocessisanimportantmeanstoimprovethesecurityofsecretinformation,andithas
becomeanindispensablepartofinformationhiding.Itconsistsofthreesubprocesses,thatis,chaotic

Figure 1. The embedding process of the proposed method
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scrambling,zigzagscanandrunlengthencoding.Thepurposeofchaoticscramblingistoencryptthe
secretinformationandincreasethesecurityandchaoticdegreeofsecretinformation.Theroleofthe
zigzagscanistoconverttwo-dimensionalsecretinformationintoone-dimensionalsecretinformation.
Andrunlengthencodingisusedtocompressthesecretinformation.
3.2.1.1 Chaotic Scrambling
Scramblingtechnologyiswidelyusedinthepreprocessofsecretinformationencryption.Atpresent,
therearemanyscramblingtechnologies.Mostofthemareusedinthefieldofdigitalimageprocessing.
ThemostcommonscramblingmethodsareArnoldtransform,magicsquare,Hilbertcurve,Conway
games,andTangramalgorithmetal.However,duetothelargeredundancyintheimageoraudio,it
willconsumealotoftimeandspaceresourceusingtheabovemethodsforscrambling.Inaddition,
somescramblingalgorithmsareperiodic,whichwillgreatlyreducethesecurityofthescrambling.
Comparedwiththeabovetechniques,Logisticchaoticsequenceisfavoredindatascramblingand
encryptionduetotheirnoise-like,correlationandaccuratereproduction.

Logisticchaoticsequenceisdefinedas:

x x xi i i+ = −1 1µ ( )  (5)

Here, µ is called branch parameter, 0 4≤ ≤µ . However, owing to the limitation of the data
accuracystoredinthecomputer,thechaoticsequencewillchangeperiodically.Inordertoprevent
thiskindofperiodicalchangefromreducingsecurity,theauthorsusethefollowingLogisticchaotic
modulated:

x x x xi i i i+ = − +1 0 999 1 0 001. ( ) .µ  (6)

or:

x x x xi i i i+ = − −1 1 001 1 0 001. ( ) .µ  (7)

Theauthorsusethepreviousvalue xi tofine-tunethecurrentvalue xi+1 .Bythisway,random
characteristicanduniformdistributioncharacteristicofLogisticchaoticsequencewillbeenhanced.

Theequation(1),(2),and(3)showtherecursionrelationshipbetweenvalueanditssuccessor
intheLogisticchaoticsequence.Therefore,theLogisticchaoticsequencehasextremelysensitive
dependenceontheinitialvalue x0 .Eveniftheinitialvaluehasaminorchange,thefinalchaotic
sequencewillbecompletelydifferent.Inthenon-divergentdynamicalsystem,theLyapunovexponent
isusedastheindexofsystemchaosdiscrimination.In1983,Grebogiprovedthataslongasthe
maximumLyapunovexponentgreaterthan0,itcanbesuretheexistenceofchaosinasystem.The
authorsdidsomeexperimentsandfoundthatwhen3 67 4. ≤ ≤µ and 0 10< <x ,Lyapunovexponent
isgreaterthan0.Meanwhile,theequation(1),(2),and(3)showgoodchaoticcharacteristic.

Inthispaper,theauthorsgeneratethechaoticsequencewiththesamenumberofsecretinformation
byusingthechaoticmappingequation(2)or(3)where µ = 3 9. and x0 0 6= . .Allthevaluesinthe
chaoticsequencearefractionalnumbersbetween0and1.Byexpandingthesamemultiplesandother
processing,theauthorstransformeachofthesevaluesintoanintegerbetween0and255.Finally,
afterperformingbitwiseXORoperationonsecret informationand integerchaotic sequence, the
authorswillobtainthechaoticscrambledsecretinformation.
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3.2.1.2 Zigzag Scan
Zigzagscanisanotherscramblingmethod.Itscansandgetstheelementsinamatrixfromtheupperleft
cornertothelowerrightcorneronebyonefollowedastheZshape.Throughthismethod,theauthors
canachievethepurposeofscramblinganddimensionalityreduction.Zigzagscanischaracterizedby
simplealgorithmandlowtimecomplexity,whichmakesitwidelyusedinthereadingofdiscretecosine
transformcoefficients,digitalimagescompressionandscrambling.Figure2showsthezigzagscan.

Zigzagtransformmakesthechaoticsequencebefurtherscrambledandimprovesthesecurity.
Atthesametime,ittransformsthetwo-dimensionaldatatoone-dimensionaldata,whichwillget
preparefortherunlengthencoding.
3.2.1.3 Run Length Encoding
Runlengthreferstotherepetitionofeachcharacterinthedatastreamlength.Runlengthencoding
isasourceencoding,whichbelongstolosslesscompressionencodingandcanreducedatastorage
spaceandtransmissioncapacity.Thebasicprincipleofrunlengthencodingistouseasymbolvalue
orstringlengthinsteadofacontinuoussymbolwiththesamevalue,sothatthesymbollengthisless
thanthelengthoftheoriginaldata.

In run lengthencoding, if thebinarydataof thesecret information isscanned in rows, it is
alwaysmadeupofseveralconsecutive0sand1s.Thelengthofthecontinuous0and1arecalled0
runand1run,respectively,whichalwaysappearalternately.Whenthebinarysequencestartsat0,
thenthefirstrunis0run,thesecondmustbe1runandthethirdis0run.Thusanybinarysequence
canbeconvertedintoarunlengthsequence,soastoachievethepurposeoflosslesscompression.
Inthispaper,theauthorsusethisfeatureofrunlengthencodingtoimprovetheembeddingcapacity
ofaudioinformationhidingandtheextractionofsecretinformation.Thestoragestructureofrun
lengthencodingisshowninTable1.

InTable1,aandbinthefirstrowrepresentthebinarysecretinformationvalue,whichis1or
0.AndLen(a)andLen(b)inthesecondrowrepresenttherunlengthofthecorrespondingaandb.
Therunlengthencodingofthesecretinformationprocessasfollows:

Figure 2. Zigzag scan
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1. Transformtheone-dimensionaldatawhichisafterZigzagscanintoaone-dimensionalbinary
sequence.

2. Scanthefirstbitofthebinarysequence,recordthesecretinformationbinaryvaluea,andscan
acontinuousbinarystringwiththesamevalue,recorditsrunlengthLen(a);andthenscan
thenextsuccessivedatastring,recordthebinarybanditsrunlengthLen(b),andcontinuethe
processuntilthelastbitofthebinarysequenceisscanned.

3.2.2 Embedding

3.2.2.1 Integer Wavelet Transform
Inthewavelettransform,sincethefilterhasfloating-pointcoefficients,eveniftheinputdataare
composedofintegers,thefiltereddataarenolongerintegers.IntheIntroduction,itismentioned
thattheliftingwaveletcanachieveintegerwavelettransform.Theproposedmethodistoembedthe
secretinformationintointegerwaveletcoefficientsbyusingthisfeatureofliftingwavelet.

Theembeddingalgorithminwaveletdomainismainlybasedonthecoefficientsoftheapproximate
subband and the detail subband generated by the wavelet decomposition, which determines the
embeddingpositionofthesecretinformation.Theembeddingpositionofthesecretinformationis
mainlythelowfrequencydomainandthehighfrequencydomainafterwaveletdecomposition,which
correspondtotheapproximatesubbandandthedetailsubbandrespectively.Comparedwiththedetail
subband,theapproximatesubbandisverysimilartotheoriginalsignal,andhasalargeenergy,after
thegeneralsignalprocessing,whichcanstillretainitscharacteristics.Sothemethodinwhichthe
secretinformationisembeddedintotheapproximatesubbandhasgoodrobustness.Therefore,inthe
proposedmethod,theauthorschoosetoembedthesecretinformationintothelowfrequencypartof
theaudio,thatis,theapproximatesubband.
3.2.2.2 Embedding the Secret Information
In thispaper, themain ideaof theproposedmethod is toembed thesecret information into the
approximatesubbandofintegerwaveletcoefficients.Therearetwokindsofsecretdataneedtobe
embedded,thebinaryvalue(1or0)ofthesecretinformationandthebinaryvalueofitsrunlength,
whichcanbeseeninTable1.InoriginalLSBmethod,onlyonebitismodifiedandcan’t

Representtheembeddedtwodata.Sotheauthorsdecidetoembedsecretinformationwithtwo
bits.AccordingtotheZhang(2009),theauditorytestshowsthatfortheaudiowith16-bitsampling
precision,theauthorscanembedsecretdatainto4thbitutilizingLSB,andthechangeoftheaudio
beforeandafterthemodificationcan’tbeperceived.Inthiscase,themaximumchangeinoriginaldata
is8.However,Lu,Ye,andWu,(2007)showsthattherobustnessofthealgorithmisenhancedwith
theincreaseoftheembeddingposition,buttheimperceptibilityofthecarrieraudioisreduced.Ifthe
authorschoosetheleastsignificantbitandthesecondbitastheembeddingposition,thealgorithmis
lessrobust,andifchoosethethirdandfourthbitasembeddingposition,imperceptibilityofcarrier
audiowillbegreatlyaffected.Thusinordertobalancebothrobustnessandimperceptibility, the
secondandthirdbitareselectedastheembeddingposition.Thesecondbitrepresentsthebinary
valueoftherunlength,andtheXORvalueofthesecondbitandthethirdbitrepresentsthesecret
data(1or0).TheembeddingruleareshowninTable2.

Table 1. Storage structure of the run length encoding
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WhereBirepresentsthe ith bitoftheembeddingcoefficient.Therunlengthofthesecretdata
0is3(binary11),whichareembeddedintocoefficients127(01111111)and66(01000010).After
embedding,127(01111111)remainsunchanged,66(01000010)ismodifiedto70(01000110).
TheexampleoftheembeddingruleisshowninTable3.

Afterembeddingthesecretdataintocarrierusingtheaboverules,theintegerwaveletcoefficients
ofthecarrieraudiowillchange,asshowninTable4.

Theembeddingpositionisnotsequentialorrandom.Becausethereisalargenumberof0in
theintegerwaveletcoefficientsandthese0coefficientshaveasignificanteffectonaudioquality
afterbeingmodified,severelyreducingimperceptibility.Inaddition,thechangeofthenumberof0
iseasytobefoundinsteganalysis.Therefore,the0coefficientsshouldbeavoidedintheselection
ofembeddingposition.ItcanbeseenfromTable4thatthemaximumchangeofthecoefficientis6,
andthecoefficientswithabsolutevaluelessthan7arelikelytobecomeanabsolutevalueof0after
modification,whichleadstoanerrorinthedataextraction.Sothecoefficientwithabsolutevalue
lessthan7thatiscalledthresholdvaluecannotbechosenasembeddingposition.However,inthe
coefficientwithabsolutevaluegreaterthan7,sincethechangevalueisnegative,theabsolutevalue
ofsomecoefficientswillbelessthan7afterembeddingthesecretinformation,whichwillresultin
selectingthewrongembeddingposition.Thusthecoefficientmustbefine-tunedafterbeinginto
embeddeddata.Themethodistochangethefourthbitvalueto1,sothattheabsolutevalueofthe
coefficientisgreaterthan7.TheembeddingprocessisshowninFigure3.

3.3. The Extracting Method
Theextractionprocessissimilartotheembeddingprocess,whichisshowninFigure4.

Inthispaper,extractingsecretmessagedoesnotneedoriginalaudio,sothismethodcanachieve
blindextraction.Thestepofextractionisasfollows.

1. Performintegerwavelettransformonthestegoaudio,thengettheintegerwaveletcoefficients.
2. Comparethecoefficientswiththethresholdandfindtheextractionpositionofsecretdata.
3. AccordingtotheruleinTable1,extractthesecretdataandgetthebinarysecretdataaswellas

thecorrespondingrunlength.

Table 2. Embedding rules of the proposed method

Table 3. The example of the embedding rule
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4. Performinverserunlengthencoding,getbinarysequencethenconvertthebinarysequenceto
one-dimensionaldecimaldata.

5. PerforminverseZigzagtransformonthedecimaldata,getthetwo-dimensionaldata.
6. XORthetwo-dimensionaldataandchaoticsequence,thenobtainthesecretmessages.

4. EXPERIMEnTAL RESuLT AnD AnALySIS

Inthispaper,theauthorsusetheMatlabplatformtocompletetheproposedtest,andtheimperceptibility,
robustnessandcapacityareanalyzed.Theconcreteexperimentalenvironmentasfollows:

Experimentalplatform:MatlabR2014a;
Secretinformation:255×255grayscaleimage,`lena.bmp’;
Originalcarrier:6minutesand38secondsofatwo-channelstereomusic,
samplingfrequency44.1KHz,16bitquantification,`music.wav’;
Parametersetting:Thethresholdvalueissetto7.

Inthissection,theauthorsutilizeMSE(MeanSquareError),SNR(SignaltoNoiseRatio),BER
(BitErrorRate)andNC(NormalizationCoefficient)toevaluatetheperformanceoftheproposed
method.

FourformulasforcalculatingMSE,SNR,BERandNCaregivenasfollows,respectively.

Table 4. The change of coefficient after embedding
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Figure 3. Embedding process of the proposed method
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Intheequationsgivenabove,L representsthetotalnumberoforiginalconfidentialinformation
bitsand l representsthenumberofextractederrorbits. ci istheoriginalhostaudioand ci

' isthe
steganographyaudioobtainedaftertheembeddingprocess.Originalconfidentialinformationtaken
as si and si

' representstheextractedconfidentialinformation.

4.1. Imperceptibility Experiment and Analysis
The authors will analysis and evaluate the imperceptibility of stegoaudio from the objective
and subjective aspects. First making comparison between original audio and stego audio from
imperceptibility.

Throughtheexperimentwefindthatthereisnosignificantdifferencebetweenthewaveform
oftheoriginalaudioandstegoaudio.Byobservingthedifferencebetweenstegoaudioandoriginal
audio,itcanbefoundthatthemaindifferencebetweentheirsamplingpointsareconcentratedin±0.02,
-0.05~-0.03and0.05~0.03,which isbecauseof themodificationand fine-tuningof coefficients.
AccordingtotheanalysisinSubsectionEmbeddingtheSecretInformation,afterembeddingthedata,
themaximumchangeofthecoefficientis±6,andthroughdividingby255,thischangeisquantizedto
±1interval,whichisexactly0.02.Thechangecausedbyfine-tuningthefourthbitofthecoefficient
is±8,andplusthechange±6,thetotalchangeis±14.Andthroughdividingby255,thetotalchange
isquantizedto±1interval,whichisexactly±0.03and±0.05.Andthelastpartofthedifferenceis
clearlyzero,whichisbecausethelastpartofcoefficientshasnotbeenusedtoembeddedandnotbe
modified,sothedifferenceis0.

Figure 4. The extracting process of the proposed method
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Inadditiontoobservingthewaveforms,theauthorscanalsouseobjectivequantitativecriteria
toevaluateimperceptibility,suchasMESandSNR.MSEisasimplemethodtomeasuretheaverage
error.ThesmallertheMSEis,thesmallerthechangeoftheoriginalaudioafterembeddingthesecret
informationis,andthehighertheimperceptibilityofthealgorithmis.Accordingtotherequirement
oftheInternationalRecordingIndustryAssociation(IFPI),iftheaudioSNRafterembeddingthe
informationisgreaterthan20dB,thechangeofaudiowillnotbeperceivedbythehumanauditory
system.TheSNRandMESoftheoriginalaudioandstegoaudioareshowninTable5.

Throughtheexperimentandanalysis,theauthorscanseethatthemethodproposedinthispaper
hasgoodperformanceintermofimperceptibility,andafterembeddingthesecretinformation,the
changeoftheoriginalaudioisslight,andthehumanauditorysystemcannotbeperceived.

4.2. Robust Experiment and Analysis
Robustnessisanimportantcriteriontoevaluatetheperformanceofanalgorithm.Intheexperiment,
commonaudioprocessingincludesnoiseaddition,re-quantization,andresampling.

1. Noattackstate:donotdealwithstegoaudio,directlyusingtheextractionmethodtoextractthe
secretinformation.Theextractedsecretinformationandtheparametersofthetestresultsare
showninFigure5andTable6.

Table 5. The test result of stego audio

Figure 5. Original secret information and extracted information in condition of no attack(a) Original secret information (b)Extracted 
information in condition of no attack



International Journal of Digital Crime and Forensics
Volume 13 • Issue 2 • March-April 2021

28

ItcanbeconcludedfromFigure5andTable6thatinthecaseofnoattack,thesecretinformation
canbeextractedat0biterrorrate,andtheextractedsecretinformationhasnodifferenceinvisuality
fromtheoriginalsecretinformation.

2. Stegoaudiowithoriginalsamplingrate44.1kHzhavebeendown-sampledto22.05kHzand
up-sampledbackto44.1kHz.Thenup-sampledto88.2kHzanddown-sampledbackto44.1kHz.
TheextractedsecretinformationandtheparametersofthetestresultsareshowninFigure6and
Table7.

It canbe seen fromFigure6andTable7 that theabilityof themethod to resist thedown-
samplingattackisobviouslysuperiortothatoftheuppersamplingattack,butthecontentsalsocan
beproperlyidentified.

Table 6. The test result in condition of no attack

Figure 6. Original secret information and extracted information after resampling (a) Original secret information (b) Extracted 
information after up-resampling (c) Extracted information after down-resampling

Table 7. The test result after resampling
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3. Re-quantization:theauthorstestedtheprocessofre-quantizationofa16-bitstegoaudioto8-bit
andbackto16-bit.Thentheauthorstestedtheprocessofre-quantizationofa16-bitstegoaudioto
32-bitandbackto16-bit.Theextractedsecretinformationandtheparametersofthetestresults
areshowninFigure7andTable8.

ItcanbeseenfromFigure7andTable8thattheproposedmethodhasgoodperformanceinterm
ofre-quantitativeattack.Theeffectofre-quantitativeattackonthismethodisverysmall,theextracted
secretinformationisnotdistortedandthecontentsofthesecretinformationcanbenormalidentified.

4. NoiseAddition:whitenoisewith50db,40db,and30dbSNRisaddedtostegoaudio.The
extractedsecretinformationandtheparametersofthetestresultsareshowninFigure8and
Table9.

ItcanbeseenfromFigure8andTable9thattheabilityofthismethodtoresistnoiseattack
variesfromnoisetonoise,andwhentheSNRis30db,theextractedsecretinformationisseriously
distorted.Thismethodhasstrongresistancetowhitenoisewithgreaterthan40dbSNR,andinthis
case,theextractedsecretinformationwithoutdistortioncanbenormalidentification.

4.3. Capacity Analysis
Theexistingaudiosteganographymethodbasedonwaveletcoefficientsmostlyembedsthesecret
message bits into the wavelet coefficients in a one-to-one relationship. The number of wavelet

Figure 7. Original secret information and extracted information after re-quantization(a) Original secret information (b) Extracted 
information after lift quantization (c)Extracted information after reduced quantization

Table 8. The test result after re-quantization
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coefficientsdeterminestheembeddingcapacity.Becausetheproposedmethodutilizescompression
ofrunlengthencoding,comparedwithothermethod,itjustconsumeslessspacetohidesamesecret
message,andaccordingly,samespacecanbeembeddedintomoresecretmessages.

Theoriginalaudiousedinthisexperimentissampledat44.1KHzwithlengthof398seconds
andquantizedby16bits.Afteronelevelintegerwavelettransform,thereare7760000coefficients

Figure 8. Original secret information and extracted information after Noise Addition(a) Original secret information; (b)Extracted 
information after adding noise with 50db SNR; (c) Extracted information after adding noise with 40 db SNR (d) Extracted information 
after adding noise with 30 db SNR

Table 9. The test result after noise addition
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thatcanbeembeddedintosecretmessages.Supposeeachcoefficientcanbeembedinto1bit,the
capacityoftheproposedmethodis7760000/398=19500bps.Afterusingrunlengthencoding,for
imagemessagethelowestcompressionratecanreach85%,andfortextmessage,canreach65%.
Sothecapacityofembeddingimageandtextis19500/0.85=22940bpsand19500/0.65=30000bps,
respectively.Ifthetwo-levelintegerwaveletcoefficientischosenastheembeddingposition,the
minimumcapacitywilldecreaseslightly,whichis17460bpsand24900bps,respectively.

4.4. Comparison with Related Method
Inthissubsection,theauthorscomparetheproposedmethodwithexistingmethods(Wu,Wu,&E,
2016;Tan,Wu,Liu,&Zhou,2010;Tewari,Saxena&Gupta,2014),sincethesethreemethodsare
alsoperformedintransformdomain,andthefirsttwomethodalsohavethecharacteristicoflarge
capacity.AndtheresultsofthecomparisonareshowninTable10.

BycomparingBERofthismethodwithexistingmethods’,theauthorscanseethattheproposed
methodhasagreateradvantageinresistingresamplingandre-quantizationattack,whichisbecause
oftheuseoffine-tuning.Intermofnoiseattack,ithasapoorresistancetonoisewithSNRlessthan
40db.

Asforcapacity,comparedwiththehighestcapacityof22050bpsand100bpsin(Wu,Wu,&E,
2016;Tan,Wu,Liu,&Zhou,2010),themethodproposedinthispaperhashighercapacity,22940bps.
Andtheauthorsshouldattributelargecapacityoftheproposedmethodtorunlengthencoding,since
itcompressesthesecretinformation.However,inpractice,itisnecessarytomeasureimperceptibility,
robustnessandcapacityaccordingtothepracticalneeds.Evensotheadvantageofthismethodin
capacityisstillevident.

5. ConCLuSIon

5.1. Discussion
Thispaperpresentsanaudiosteganographymethodbasedonrunlengthencodingandintegerwavelet
transform.Bysettingembeddingthresholdandselectingtheembeddingpositionreasonably,stego
audiodistortioniseffectivelycontrolled.Andtheembeddingcapacityisimprovedviautilizingrun

Table 10. Test results comparing with existing methods
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lengthencoding.Experimentsshowthattheproposedmethodhasgreatimperceptibility.Moreover,
comparedwithexistingmethod,itisevidentthatthemethodnotonlyhaslargecapacity,butalsohas
strongrobustnessforresistingthecommonattackingbehaviors,suchasre-quantizationanddown-
sampling.AlthoughthismethodalsohasthedisadvantageofpoorresistancetonoisewithlowSNR,
insummary,itisstillapracticalaudiosteganographymethod.

5.2. Future Work
Theauthorsembeddingdataintofixed2ndand3rdcoefficients.Byreferencetoexistingmethods
(Huang,Nobutaka&AkiraNishimura,2014),infuturework,wewilladaptivehidingpositionsto
achievecomplexityofextraction.
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