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ABSTRACT

Digitalevidencehasadifferentmeaningfromphysicalevidence,buteventhoughitisdifferent,both
areaunityofevidencethatsupportseachotherintheinvestigationprocess.Unfortunately,lawsand
regulationsgenerallyhavenotbeenorientedtotheterminologyofdigitalevidencethatshouldbe.It
becomesaresearchchallengeinhowthehandlingofdigitalevidencealsogetsthesametreatment
asphysicalevidence.Forthisreason,technicalstudiesareneededtosupporttheapplicationoflaw
andregulationsfordigitalevidencehandling.Thisarticleprovidesasolutionintheformofdigital
evidencecabinetsasaframeworktosupportthecentralizationofdigitalevidencethatfollowingthe
applicableregulationsofproceduresforthemanagementofevidenceintheterritoryofIndonesia.
Thisconceptcan translate thecentralizationofdigital evidence through theanalogyofphysical
cabinetandtheinterpretationofcabinet,rack,bags,andevidenceunitwithtypesofcriminals,list
ofcrimes,listofcrimescenesandlistofdigitalevidenceatonecrimescene.
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INTRoDUCTIoN

Inthedigitalsocietyeraasitistoday,oneofthechallengesistheincreasedcasesofcybercrime.
Thischallengeisoneoftheconsequencesoftheadvancementofinformationtechnologyandthe
improvementoftelecommunicationinfrastructurethatallowseachdevicetoconnectinaninfinite
virtualenvironment.Inthiscase,accordingtoUNODC(2013),theadvancementandimprovementof
informationtechnologyhaveresultedintheemergenceofvariousformsofnewcrimescommittedby
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individualsorgroupsknownascybercrime.Surveysandreportsmadeby(ClearskyCyberSecurity,
2018;Morgan,2017;PonemonInstituteandAccenture,2017)statedthatcybercrimeisaserious
threattoindividuals,institutions,andcountrieswithhugelossestendtoincreaseeveryyear.

The mechanism of cybercrime investigation depends on how digital evidence handled by a
digitalinvestigator.Currently,inIndonesia,thenumberofdigitalinvestigatorsanddigitalforensics
laboratoriesbothwithinlawenforcementagencies,governmentinstitutions,privatecompanies,and
theacademicinstitutionisincreasingrapidly.Thisachievementmustbesupportedbyimprovingthe
qualityofresources,especiallyregardingtheproperunderstandingofregulationsrelatingtodigital
evidencehandling.Everydigitalinvestigatormustthoroughlyunderstandregulations,laws,andlegal
process relating todigitalevidence(Boddington,Hobbs,&Mann,2008).For the jurisdictionof
Indonesia,digitalevidencehasbeenregulatedinLawNo.11/2008anditsamendmentNo.19/2016
onInformationandElectronicTransactions(UUITE).InthePoliceoftheRepublicofIndonesia
itself,thereisguidanceintheformofHeadofPoliceRegulation(Perkap)onProceduresforthe
ManagementofEvidence(KepolisianNegaraRI,2010).Whileonthebroaderscope,therearesome
referencescommonlyusedbyinvestigatorsconcerningdigitalevidencehandling,includingtheUK
Police’sACPO(ACPO,2012),DigitalEvidenceHandlingfromNIJUSA(Ashcroft,Daniels,&Hart,
2004),andISO27037(BSN,2014)asthestandardfortheacquisitionofdigitalevidence.

However,noneofthesereferencesdescribehowtheoverallmechanismsfordigitalevidence
handling.Thereferencesmostlydiscusstheguidelinestointeractwithdigitalevidence,especially
concerninganinteractionwithdigitalevidencesourcesorelectronicevidence.Forexample,asa
standard,ISO27037focusesmoreontheguidelineforFirstResponderincarryingoutitsactivities
fortheidentification,collection,acquisition,andpreservationofdigitalevidence.Thisreferencedoes
notdescribethebasicprinciplesforstoringdigitalevidence.Eveninsomesections,themeaning
ofdigitalevidenceisstillperceivedaspartofelectronicevidencesothat thehandlingofdigital
evidenceisidenticaltothehandlingofphysicalevidence.Arelevantguidelineisneededindealing
withdigitalevidencehandlingbecausedigitalevidencehasspecificproperties,soitmustbetreated
differentlyfromphysicalevidence.

Theauthorhasaresearchfocusonhowtodevelopmethodsofdigitalevidencehandlingtobethe
sameasphysicalevidenceandcomplywiththeexistingregulations.Forthatreason,bytakingcase
studiesinCDFS(CenterforDigitalForensicsStudies),preliminaryresearchhasbeendonethrough
thedevelopmentofrelevantbusinessmodelstosupport theconceptofdigitalevidencehandling
(Prayudi,Ashari,&Priyambodo,2015,2018).Aftertheexistenceofthebusinessmodel,thenext
stepishowtobuildthebasicconceptofaframeworkfordigitalevidencehandlingthatcomplywith
theregulation.Thispaperisafollow-upstudytodetailthetechnicalmechanismofdigitalevidence
handling.Theresultsareexpectedtobeatechnicalstudyforimprovingregulatoryaspectstosupport
digitalevidencehandling.

oRGANIZATIoNAL BACKGRoUND

CenterforDigitalForensicsStudies(CDFS)isoneoftheorganizationswithinUniversitasIslam
Indonesia,locatedinYogyakarta,Indonesia.Thiscenterofstudieshasbeenestablishedandcarrying
outitsactivitiessince2014.Themainactivitiesareeducationandresearchbothforundergraduate
andmaster’sdegreeprograms.However,CDFSalsoservesinteractionwiththecommunityinthe
formofdigitalforensicsexaminationservicesandexpertwitnessesforthecourt.Theseservicesare
notonlyrequestedforlawenforcementpurposesbutalsothedefenseoflegalcounselorothercivil
litigationproblems.Forthisreason,oneofthedivisionsavailableinCDFSisthedigitalforensic
laboratory.Throughout2016-2018,thedigitalforensiclaboratoryatCDFShashandled25cases.

Theactivitiesthataregenerallycarriedoutamongtheexaminersinthedigitalforensiclaboratory
onCDFSarelimitedtothefollowingactivities:imaging,examination/analysis,andreportingofdigital
evidencefindings.Digitalevidenceisnotstoredcentrally;digitalevidenceiscontrolledandstored
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directlybytherespectiveexaminers.Theissueofstorage,recordingofinformation,andcontrolof
accesstoevidencearegenerallyappliedtoelectronicevidenceasphysicalevidence,butnottodigital
evidence.TheillustrationinFigure1providesinformationaboutactivitiesthathavebeencarriedout
bydigitalforensicexaminersattheCDFSdigitalforensiclaboratories.

Theevidenceofacaseintheformofbothphysicalanddigitalevidencewillbecomplementary
inaninvestigationprocess(Carrier&Spafford,2003).Inthiscase,theoutputofthedigitalevidence
analysismustsupporttheoverallinvestigationprocess,andthedigitalevidencehandlingmustalso
befollowingwithapplicableregulations.AccordingtoouranalysisinCDFS,therearegapsinthe
mechanismofdigitalevidencehandling,mainlyifitisassociatedwiththecurrentregulationsregarding
evidencehandling.Theexistenceofthewrongmechanismindigitalevidencehandlingwillhave
animpactontheresultsoftheanalysis,soitpotentiallynotbeacceptedtosupporttheinvestigation
process.Thus,even thoughphysicalevidenceanddigitalevidencehavedifferentcharacteristics,
howeversomeessentialaspectsregardinghandlingmechanismmusthavethesametreatment.

Handlingofelectronicanddigitalevidencemustbeinfollowingtheregulationsthataregenerally
usedasa legalbasis forhandlingevidence.For the territoryof theRepublicof Indonesia, there
areregulations issuedbytheNationalPoliceofIndonesiaknownasPerkap10/2010and8/2014
concerningProceduresoftheManagementofEvidence(KepolisianNegaraRI,2010).Theregulation
containsfivebasicprinciplesinhandlingevidence,thatis:(1)themanagementofevidence,(2)the
existenceofanofficerwhohastheauthority,(3)theplaceforstoringevidencebasedonitstype
andcharacteristics,(4)theprinciplesofadmissibilityevidence,and(4)thedocumentationinthe
registerbookandstoredintheevidenceroom.Thisregulationisorientedtowardphysicalevidence.
Thedistinctivecharacteristicsofdigitalevidence,itisachallengetoimplementtheseprinciplesin
digitalevidencehandling.Therefore,someresearchershaveattemptedtoprovidesolutionstothe
digitalevidencehandlingsuchasearliersolutionfrom(Turner,2006,2008)(Schatz&Clark,2006),
(Lim&Lee,2012),(Souza,2013)untilthelatestsolutionfrom(Bonomi,Casini,&Ciccotelli,2018).
However,theresearcher’ssolutionhasnotyetmettheneedforacompletesolutiontotheexpected
overallmechanismofdigitalevidencehandling.

Thecentralizedevidenceisabasicconceptthatbecomesthereferencefortheimplementationof
thefiveprinciples.ThisisinlinewiththerecommendationgivenbytheJointTechnologyCommittee
(2016)fortheimprovementofmanagementandcontroloverdigitalevidence.Therecommendation

Figure 1. Current condition of examination process at CDFS
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states that for the purpose of management and control over digital evidence, the mechanism of
centralizationofevidenceinthestorageisoneofthekeys.Onthephysicalevidence,afterthecrime
sceneiscompleted,thentheevidencewillbeenteredintothebagofevidenceandstoredinthecabinet/
rack/storageroomofevidence.Thephysicalevidencewillbewellrecordedwithachainofcustody.
Theevidenceofacaseshouldbestoredinoneplace,namelytheevidenceroom.Ifthereisaneed
forborrowinganduseofevidenceforanypurpose,itmustbethroughaparticularprocedurewiththe
supervisionoftheauthorizedperson.Inthiscase,themechanismofcentralizationofevidencestorage
inanevidenceroombecomesoneofthemainconceptsthatfacilitatethecontrolmechanismofthe
evidence.Withthiscentralization,controloftheevidencewillbeeasytodosothattheauthenticity
andintegrityoftheevidencecanbemaintainedwell.

However, it is difficult to apply those principles in a digital evidence scheme. A digital
evidencebag,storagethatservesasadigitalevidence-storingcabinet,amechanismforrecording
anddocumentationofdigitalevidence,andaccessmechanismfordigitalevidencecabinet,asecure
environment in theprocessofhandlingevidenceisan idealsetofrequirementsforrealizingthe
digitalevidencehandling.Fulfillmentofalltheserequirementsbecomesoneofthechallengesof
theresearcherstomakeitimplemented.Someresearchershaveattemptedtoprovidesolutionstothe
handlingofdigitalevidencesuchasfrom((Turner,2006,2008)and(Souza,2013),butonlyinthe
contextofdigitalevidencestorage.Theresearcher’ssolutionhasnotyetmettheneedforasolution
totheexpectedoverallmechanismofdigitalevidencehandling.Creatinganewregulationthatmeets
theneedsofdigitalevidencehandlingisagoodsolution,butthissolutionneedspoliticalwilland
takesalongtime,alsoneedstobesupportedbyrelevanttechnicalstudies.Anotherwayistokeep
applying theold regulationbutmustbe supportedwith relevant technical implementation.With
suchsupport,themeaningandunderstandingcontainedintheoldregulationcanbeadaptedtothe
technicalsolutionprovided.Thisproposedsolutionisoneoftheresearchproblemstobediscussedin
thispaper,whichishowtoprovidetechnicalsupportfortheimplementationofexistingregulations.

LITERATURE REVIEw

Physical Evidence Handling
Forthescopeofphysicalevidence,therearemanysolutionsofferedforthehandlingofevidence.
Amongthemisaone-stopsolutionfor infrastructure that includesmechanismsofcollecting
evidenceatthecrimeofthescene,storage,recording,interactionandsecurityofitsroomby
utilizingtheinfrastructureandRFIDtechnologyoftheEPC(ElectronicProductCode)(Chen
&Huang,2013).Whilefordigitalevidence,oneoftheresearchfocusesisontheneedstorage
solutionsfordigitalevidence,suchashowappropriatenetworkarchitecturetosupporttheroomof
digitalevidence.Inthiscase(Davis,Manes,&Shenoi,2015)hasproposedtheconceptofDESL
(DigitalEvidenceStorageLocker),amergingarchitectureofNAS(NetworkAccessStorage)
andSAN(StorageAreaNetwork)designedtobeimplementedintheOklahomaStateBureau
ofInvestigation(OSBI)TheUnitedStates.Fromtheaspectofnetworkarchitecture,theauthor
hasalsodiscussedthepotentialusedofVPNtechnologytosupportsecurecommunicationfor
accesstodigitalevidence(Prayudi&Ashari,2015).Inthiscase,theuseofVPNtechnology,
whetheritsSSLorIPSec,canmeetsomeofthecriteriaforsecurecommunicationforsite-to-site
orremoteaccesstosupportmobilityofinvestigators.

Theincreaseincybercrimeindirectlyhasanimpactontheincreasingvolumeofdigitalevidence
handled by investigators/examiners and the increasing of the complexity of management and
documentation(Gayed,Lounis,&Bari,2012).ThisisinlinewiththereportbyBeckett(2013),which
statesthattheincreasingnumberofcriminalcaseshasresultedintheemergenceofproblemsinterms
ofcontrolandmaintenanceofevidence.Thecommonconstraintsfacedinhandlingevidencearein
theabsenceofproceduresandprotocolsonhowtohandleandtransferevidencebetweendivisions
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aswellas the lackof integrated informationsystemsupport tocarryoutevidencemanagement.
Althoughthefocusisonthecaseofphysicalevidence,thestatementputforwardbyBeckett(2013)
alsoappliestocasesinvolvingdigitalevidence.

Digital Evidence Handling
Thehandlingofdigitalevidencehasbeentheconcernofmanydigitalforensics’researchers.Ingeneral,
therearetwoapproaches,thosebasedontheinformationcontainerandtheforensicsdataformat.
ThesolutionsthroughaninformationcontainerapproachincludeXMLknowledgerepresentation
aswellasDigitalEvidenceBags(DEB)from(Turner,2006,2008),SealedDigitalEvidenceBags
from(Schatz&Clark,2006),thenXeBagby(Lim&Lee,2012).AnothersolutionbasedonXML
isasprovidedby(Alink,2005;Alink,Bhoedjang,Boncz,&deVries,2006)intheformofXML
InformationRetrievalApproachtoDigitalForensics(XIRAF),whichisasolutiontoautomatically
performfeatureextractionofimagingfilesstoredinarepositoryandthenuseanXMLapproachfor
thepurposesofsearchingfordigitalevidencethatrelevanttothecase.Meanwhile,aforensicdata
formatapproachaswellAFF(AdvancedForensicsFileFormat)from(Garfinkel,2010;Garfinkel,
Malan,Dubec,Stevens,&Pham,2006).Bothapproacheswillstoresomeimportantinformationabout
digitalevidencedirectlyonthedigitalevidencefileitself.Eitherthroughmetadatarepresentationin
XMLorspaceallocationinfileformat.

Especiallyfortheapproachwiththeforensicsdataformat,thereareobstacleswiththeincreasing
numberoftoolsavailabletoperformtheacquisitionprocessandthedemandsofdynamicupdates
ofthedatafile.ThishappenedwiththeddextensionsgeneratedfromddimagingtoolsonLinux
andseveralotherextensionsthatareusedasastandardindigitalevidence,suchasEO1andExO1
fromEncase,AFF/AFF4,LEF(logicalevidencefile),SMART(Vandepen,2014).Theuseofeach
extensionisstronglyinfluencedbythetoolsused,aswellasthetypeofdigitalevidencegenerated
fromtheimagingprocess.Anotherconstrainttobefacedistheinteroperabilityofdataformatsamong
digitalforensictools,andthisiswhatunderlies(Casey,Back,&Barnum,2015)tobuildanewdesign
ofXML-basedschemanamedCybOX(CyberObservableeXpression).

The Digital Evidence Characteristic
AccordingtoMatthewBraidin(Richter&Kuntze,2010),eachevidencecanbeusedandsupports
legalprocessesifitmeetsfivecriteria,thatis:admissible,authentic,complete,reliable,andbelievable.
While(Schatz,2007)statesthattherearetwofundamentalaspectsforothercriteriasothatevidence
cansupportlegalprocesses,namelylegalaspectswithcriteria:authentic,accurate,complete,and
technicalaspectswithcriteria:chainofevidence,transparent,explainable,accurate.Digitalevidence
hassomeuniqueness,namely:easytoduplicateandtransmitted,vulnerabletobeingmodifiedand
eliminated,easilycontaminatedbynewdata,andtime-sensitive.Digitalevidencecanalsobecross-
countryandjurisdictional.Thatiswhy,accordingto(Schatz,2007),digitalevidenceismoredifficult
than physical evidence handling. Unlike physical evidence, digital evidence will depend on the
interpretationofthecontent.Theintegrityoftheevidenceandtheabilityoftheexpertininterpreting
itwillaffecttheselectionofanydigitaldocumentsasevidence.

Another critical issue is how to maintain the authenticity and integrity of digital evidence.
Authenticity, according to (Cohen, 2013) is the ability to maintain initial identity when digital
evidenceisfirstobtainedandmaintainsitsintegrityateverystageofthedigitalforensicsprocess.
Whileintegrity,accordingtoVanstode(Cosic&Baca,2010),isapropertywheredigitaldataisnot
changedbypartieswhodonothavetheauthoritytomakechanges.Changesandcontactstodigital
evidenceareonlydonebythosewhohaveauthorization.Authenticityandintegrityofdigitalevidence
willguaranteethatexploration,analysis,andinformationpresentedarecompleteandunchangedfrom
thetimeitwasfirstdiscovereduntilfinallyusedinthecourtprocess.



Journal of Cases on Information Technology
Volume 22 • Issue 3 • July-September 2020

56

The Digital Evidence Bags
ThedigitalevidencehandlingthroughtheconceptofananalogyofbagshasbeenproposedbyTurner
withtheconceptofDigitalEvidenceBags(Turner,2005b).Inthiscase,Turnerattemptedtoapply
theBagconcepttothebagofevidence,theTagforthelabelingofevidenceandtheSealstothe
bundleofsecurityofthebagofevidence.TheDigitalEvidenceBags(DEB)conceptisanevidence
containerapproachasanalternativetotheexistingdigitalevidencephysicalformatsavailableat
thattime,aswellastheddformatofLinuxandAFFfromGarfinkel(2010).TheDEB’sTurner
approach, inadditiontoprovidingsolutionsfor informationcontainers,alsooffersasolutionfor
recordinginformationofchainofcustody.Themethodismuchappreciatedforprovidingsolutions
totheproblemsfacedbydigitalforensicspractitioners,whichishowtoapplythesameprocedurein
digitalevidencehandlingasproceduresinphysicalevidence.

Therefore,anumberofresearcherssupporttheconceptofDigitalEvidenceBagsformTurneras
wellasRoussev(2006)onfilesystemsthatcansupporttheimplementationofDEB,Schatz(2007)
aboutDEBdevelopmentthroughtheSealedDEBconcept,thensupporttheimplementationofDEB
inBankingenvironmentespeciallytohandlecloningmagneticswipecard(Masters&Turner,2007).
Meanwhile,whilenotreferringtotheDEBconceptofTurner,(Dahiya&Sangwan,2014)aretrying
toaddresssomedigitalevidencehandlingissuesandthenprovidetheirconceptualsolutionsinthe
formofsomerequirementsthatshouldbeavailableinthehandlingofdigitalevidence.Inthiscase,
accordingto(Dahiya&Sangwan,2014),oneofthebasicrequirementsforhandlingdigitalevidence
istheneedforsystemsthathavetheabilitytorecordtheinformationandcontroltheaccessprivileges
ofdigitalevidence.Throughtheunderstandingofthecabinet,thispaperproposedaDigitalEvidence
CabinetFrameworkfordigitalevidencehandling.Thissolutioncontainsbasicconceptsthatmeet
thephysicalanalogyforthedigitalevidencebag,therack,thecabinet,andtheroom.Thisconcept
isexpectedtobeasolutiontoimplementtheprinciplesofdigitalevidencefollowingthelawand
regulations,aswritteninPerkap10/2010and8/2014.

SETTING THE STAGE

ToprovideasolutiontotechnicalsupportinimplementingPerkap10/2010and8/2014forthescope
ofdigitalevidence,thegeneralsolutiongivenisasinFigure2.

The Terminology of Digital Evidence
TheconceptofDigitalEvidenceCabinetmustbesupportedbyaclearterminologybetweenelectronic
evidenceintheformofphysicalanddigitalevidenceintheformofbinaryfiles.Insomeearlyliterature,
asproposedby(Richter&Kuntze,2010),digitalevidenceisanyvaluableinformationthatisstoredor
transmittedindigitalform.Meanwhile,accordingto(Turner,2005b),digitalevidenceisinformation
storedortransmittedinthebinaryformthatcanbeusedinlawenforcementandcourtprocesses.
Therefore,with the increasing complexityof cybercrimeproblems, according to (Prayudi et al.,
2018),itmustbegintodistinguishbetweenthemeaningofelectronicevidenceanddigitalevidence.

In thiscase, two termsarealmost identicalbuthavedifferentmeanings,betweenelectronic
evidence and digital evidence. Electronic evidence is physical, visually identifiable, and can be
describedphysically,e.g.,computer,smartphone,camera,harddrive,etc.Electronicevidenceisa
digitaldeviceandselectedbyfirstresponderofficersasevidencebecauseitcontainssomeimportant
information,bothnon-digitalanddigital.Whiledigitalevidenceisevidenceintheformofbinary
files,bothareresultingfromthediskacquisitionandimagingprocessofelectronicevidenceorfiles
containingdigital information relevant to the investigative activity.So, the futureof cybercrime
investigationactivitieswillalwaysbefacedwithtwoformsofevidence,thatiselectronicevidence
anddigitalevidence.Electronicevidencewillbestoredintheevidenceroom,whiledigitalevidence
willbestoredinevidencestorage.
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Intherealcase,electronicanddigitalevidenceisaunifiedpieceofevidencefromthecrime
scene that complements each other and support the investigative process. Electronic and digital
evidencewillbecomplementaryinaninvestigativeprocess(Carrier&Spafford,2003).Likewise,
duringthecourtprocess,betweenphysicalanddigitalevidenceistobeaunityofevidencethatwill
betheprimaryconsiderationofthejudgeinbelievingthetruthoftheevidencepresentedbylaw
enforcementagainstthefaultofadefendant.

The Process Business of Digital Evidence Handling
Theneedtoimplementthesameconceptintermsofevidencehandlingbetweenphysicalanddigitalis
themainbackgroundoftheexistenceofadigitalevidencecabinet.Thefirststepistostudythebusiness
modelthatwillbethebasisforimplementingtheconcept.Inthiscase,theauthorhasdevelopeda
businessmodelknownasthe3IRMultiviewBusinessMode(Prayudietal.,2018).The3IRbusiness
modelrepresentstheroleofthreemajorcomponentsofdigitalforensicsactivity;Human,Digital
Evidence,andProcessateveryimportantstageofinvestigativeactivity.Withinthe3IRbusiness
model,themainstagesoftheinvestigationaredividedintotheInitiative,Investigative,Interactive,
andReport.Throughthe3IRbusinessmodel,itcanbeseenhowtheflowofelectronicanddigital
evidencehandling,alsothestorageconceptofdigitalevidenceasoneoftheimportantmechanisms
indigitalevidencehandling.Themultiviewbusinessmodelisadetailoftheinteractionmechanism
thatoccursasanimplementationoftheexplanationofthedifferencebetweenelectronicevidence
anddigitalevidence.Theconceptofmultiplebusinessmodelsisalsoexplainedabouttheneedfor
storageofphysicalevidenceintheevidenceroomanddigitalevidencethroughevidencestorage.

The Basics Concept of Digital Evidence Cabinet
Theapproachtoimplementingdigitalevidencestoragebythephysicalanalogyofacabinetisthrough
apost-acquisitionanddiskimagingscheme,asdiscussedearlierbytheauthors(Prayudi,Ashari,&
Priyambodo,2014;Prayudietal.,2018).Someoftheearliermodelsofdigitalevidencesolutionsby
analogywiththehandlingofphysicalevidencewereDigitalEvidenceBags(DEB)of(Turner,2005b)
andEvidenceContainersubmittedby(Souza,2013).Bothoftheseearlymodelswereusedasthe
basisfordevelopingtheconceptofEvidenceCabinetinapreviousstudyasin(Prayudietal.,2014).

Figure 2. The methodology for framework development
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ThebasicideaderivedfromTurner’sDigitalEvidenceBagsconceptishowtheconceptofabag
canbeappliedtothepurposeofstoringdigitalevidencethroughanXMLimplementation.Whilethe
basicideatakenfromSouza’sEvidenceContainerishowtosplitmetadataintoametadatarepository
tofacilitatethemanagementofinformationthatwillsupporttheneedsofthechainoffindings.The
outputfromthisresearchisadesign,model,andsystemthatanydigitalevidencecanbeinserted
intothesystemandstructuredintocomponentsofbags,racks,andcabinet.Thisoutputwillbethe
basicframeworkofDigitalEvidenceCabinetsolution.

Inthisstudy,adigitalcabinetisanimaginationsolutiontoapplytheconceptofbags,racks,and
cabinettodigitalevidence.So,thequestioninthisresearchis,fromthebasicconceptofDEBthen
howtomodifyandapplytheconceptoftag,indexandbagfilesbuiltwithXMLbasecanbedeveloped
togettheconceptofbags,racks,andcabinetasasolutionforDigitalEvidenceCabinet.Toprovide
solutionstotheproblemofdigitalevidencecabinet,thengivensomebasicassumptionsasfollows:

• Warehouseisaroomspacecontainingseveralcabinets;
• Evidencecabinetisastorageunitcontainingracks,bagsandunits;
• Evidencerack,containsseveralevidencebags;
• Evidencebagsabagthatcancontainmultipleevidenceunits;
• Evidenceunitcontainingdirectdigitalevidencetobemanagedindigitalevidencecabinetsystem.

Thecomponentsofbags,racks,anddigitalevidencecabinetareimaginativesolutionsbasedon
XMLtagsthatwillprocesseachdigitalevidencefilesothatitisstructuredoftheabovecomponents.

The XML Design of Digital Evidence Cabinet
AnXMLapproachisusedtosupporttheevidenceroomconceptthroughDigitalEvidenceCabinet.
ThisapproachhasalsobeenappliedbyTurner inDEB(Turner,2005b)andSouzaforEvidence
Container(Souza,2013).TheXMLdesignmustmeetthreepurposes;thefirstisfortheconceptof
thecabinetitself;thesecondistheconceptofdigitalevidenceandthethirdistheconceptofchain
ofcustody.ThecabinetconceptofXMListotranslatetheanalogyofwarehouses,cabinet,rack,
andbagsofevidence,thedigitalevidenceofXMListorecognizetheobjectofdigitalevidencefile,
whiletheXMLconceptofchainofcustodyisrequiredforrecordinganddocumentationofevidence.
Oneofthebasicneedsofthecentralizationoftheevidenceistofacilitatethecontrolmechanism
againstevidencethroughthechainofcustody.Figure3isanillustrationofthedesignofthemain
structureoftheXML.

ThestructureofXMLelementsofdigitalevidencecabinetwillconsistofthreeparts,namely:
cabinetelements,rack,andbag.Table1showstheXMLstructureforevidencecabinet.

Figure 3. The XML design of evidence room
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Furthermore,thebagtagwillcontaininformationfromtheevidenceunitconsistingoftheprimary
informationaboutthedigitalevidencetakenfromthefilemetadataaswellasadditionalinformation
forthechainofcustody.BothofthisinformationisstoredinanXMLstructurecalleddigital_evidence.
Thedigital_evidenceelementresidesonaspecificrackandcabinetelement.Theprimaryinformation
ofdigitalevidenceisanyinformationavailableonfilethroughitsfilemetadata.Themetadatathat
willbestoredastheprimaryinformationis;nameofdigitalevidence(file_name),sizeofdigital
evidence(size),hashingofdigitalevidencefileusingSHA1andMD5(hash_key),locationofdigital
evidenceuploaded(file_source),cabinetpositiontostoredigitalevidence(file_position)anddateof
digitalevidenceupload(date_uploaded)(seeTable2).

Thereisalsootherrelevantinformationtorecorddocumentationaboutdigitalevidence,known
asthechainofcustody.Thereissomeinformationthatshouldexistinachainofcustody.Thechain
ofcustodywillcontainbasicinformationaboutdigitalevidenceandotherinformationrelatingto
interactionswithdigitalevidence.Forthispurpose,theXMLconceptappliedtodocumenteddigital
evidence is to divide it into two separate types of XML structures, that is digital_evidence and
history.Theelementsinthedigital_evidencewillnotincrease,butthevalueofeachoftheseelements
maychange,whilethehistoryelementcanbeincreasedifthereisachangeofdataforthechainof
custody.TheuseoftheXMLapproachusedwillbegeneratedoutputwithaplain-textXMLfile.
Withthisplaintextcharacteristic,thesecurityaspectbecomesoneofthemostimportantpartsinthe
XMLdesignofthedigitalevidencecabinetandthechainofcustodyofdigitalevidence.Forthese

Table 1. XML structure for evidence cabinet

<cabinetcabinet_name=”NameofCabinet”> →CabinetName

<rackrack_name=”NameofRack”> →RackName

<bagbag_name=”NameofBag”> →BagName

<digital_evidencename=”NameofDigitalEvidence”>
…..
…..

→Elementswheredigitalevidenceinformationisstored

</bag>

  </rack>

</cabinet>

Table 2. Metadata stored as the primary information

<digital_evidencename=”NameofEvidence”> →TheHighestStructure

                    <file_name/> →NameofDigitalEvidence

                    <size/> →TheSizeofDigitalEvidence

                    <hash_keytype=”sha1”/> →HashingofDigitalEvidence

                    <hash_keytype=”md5”/> →HashingofDigitalEvidence

                    <file_source/> →LocationofDigitalEvidence

                    <file_position/> →LocationofDigitalEvidence

                    <date_uploaded/> →TheDateofUploadedFile

<digital_evidence>



Journal of Cases on Information Technology
Volume 22 • Issue 3 • July-September 2020

60

purposes,theencryptionisoneofthetechniquesthatcanbeimplementedtosupportthesecurity
needsofXMLplaintextdocuments.ToimprovethesecurityoftheXMLfilestructurethatisplain
text,thenintheDigitalEvidenceCabinetsystem,addedtheconceptofencryptionanddecryption
onXMLfileoutput.Forthispurpose,theRC4algorithmisappliedforencryptionanddecryption
oftheXMLstructuregeneratedbytheDigitalEvidenceCabinetsystem.

The Validation Methods Basics
Eachresearchhasadistinctivecharacteristicofhowtheprocessofcarryingoutitsresearch.This
characteristiccertainlyhasanimpactonthevalidationmodelappliedintheresearch(Egonsdotter&
Öberg,2002).Thevalidationissuesinthescopeofdigitalforensicsanddigitalevidenceareinterpreted
asanefforttoguaranteethatallmethodsandprocessesthatareappliedforspecificpurposescanbe
acceptedandrelieduponForensicsScienceRegulator(2016).Althoughthefieldofdigitalforensics
anddigitalevidenceisamultidisciplinaryfield,inthecontextofthisresearch,thefieldofdigital
forensicsanddigitalevidenceisapproachedfromacomputerscienceperspective.

Inthiscase,accordingto(Mohammed&Alsanussi,2017)and(Elioetal.,2011),therearemany
discussionsaboutthevalidationmodelforthefieldofcomputerscience,oneofthemistheprototype
model.Thevalidationofthismodelistoshowthatthehypothesismadeinresearchisfeasibleto
implement.Aprototypeisanearlymodelthatisbuilttotestaconceptortoserveasaproof-of-concept
anddemonstrationmodelforanewsolution.Inthisresearch,validationismadebymakingaalist
requirements,specifications,andimplementation.Basedonthisrequirement,theanalysiswasmade
todeterminewhetherthehypothesisinthisresearchhadbeenfulfilled.

CASE DESCRIPTIoN

BasedonthetypologyofcaseshandledbydigitalforensicslaboratoriesonCDFS,thefollowing
casescenariosaremade.ItisassumedthatFirstResponderdoeshisjobtocrimescenesandupload
thedigitalevidencehegetsintothesystem.Inthissystem,FirstResponderhastheauthorityto
makeacabinet,rack,andbag,thenafterfinished,willbeapprovedbytheOfficer.Table3shows

thepositionof thedigitalevidenceroomon thedigitalevidencecabinetsystemascentralized
storageofdigitalevidence.

Theappropriatecontexttoprovideaninterpretationofthecabinet,rack,bag,andevidenceunit
isshowninTable4.

Thefirstresponderwillenterthedataintothesystem;oneofthecapturedimagesofdataentry
isasinFigure4.Therearethreecabinetfilesinthewarehousefolder:cabinet_1, cabinet_2,and
cabinet_3. Within each cabinet folder there are two additional files: cabinet_encrypt.xhtml and

Table 3. Data for the cases scenario

No. Name of Cabinet Name of Rack Nama of Bag Name of Digital Evidence

1. cabinet_1 rack_1
bag_1 Evidence1_dd.001

bag_2 Evidence2_e01.E01

2 cabinet_2 rack_1 bag_1
Evidence_video1.001

Evidence_video2.E01

3. cabinet_3
rack_1 bag_1 Evidence101.E01

rack_2 bag_2 Evidence102.001
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Table 4. The interpretation of cybercrime cases handling

YogyakartapoliceareaconductedaninvestigationofmurdercasesofJhonnyattwodifferentcrimescenelocations;the
firstwasinSlemanwithdigitalevidenceintheformoftheacquisitionofacomputerharddriveandthesecondlocation
inBantulwithdigitalevidencewastheresultoftheacquisitionofUSB.Thestructureofthecabinet,asdescribedabove,
canbeinterpretedasthecentralizedstorageofthefollowingdigitalevidence:

Warehouse Cabinet Rack Bag Evidence Unit

Yogyakarta Murder Jhonny
Sleman Evidence1_dd.001

Bantul Evidence2_e01.E01

Yogyakartapoliceareainvestigatedtwofraudcasesattwodifferentcrimescenelocations;thefirstcasewasHerman’s
casewithacrimesceneinSlemanwithdigitalevidenceintheformoftheacquisitionofacomputerharddriveandthe
secondcasewasAni’scasewithacrimescenelocationinBantulwithdigitalevidenceistheresultoftheacquisition
fromUSB.ThestructureoftheCabinet,asdescribedabove,canbeinterpretedasthecentralizedstorageofthe
followingdigitalevidence:

Warehouse Cabinet Rack Bag Evidence Unit

Yogyakarta Fraud
Herman Sleman Evidence101.E01

Ani Bantul Evidence102.001

Yogyakartapoliceareaisinvestigatingcorruptionandfraudcases.ThecorruptioncaseistheRommicasewithacrime
sceneinBerbahwithdigitalevidenceintheformoftheacquisitionofacomputerandmobileharddrive,andthesecond
caseistheSundirofraudcasewithacrimescenelocationinJantiwithdigitalevidenceistheacquisitionofUSB.
ThestructureoftheCabinet,asdescribedabove,canbeinterpretedasthecentralizedstorageofthefollowingdigital
evidence:

Warehouse Cabinet Rack Bag Evidence Unit

Yogyakarta
Corruption Rommi

Berbah Evidence201.E01

Prambanan Evidence202.E01

Fraud Sundiro Janti Evidence302.E01

Figure 4. The captured of digital evidence cabinet system
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history_encrypt.xhtml.Thesetwofilesareformedautomaticallywhenanewcabinetisformed,and
thereisafolderthatisalsoformedwhenanewcabinetiscreated,namelythedigitalEvidencethat
containsdigitalevidenceuploadedonaparticularcabinet.

Current Challenges
TheimplementationoftheDigitalEvidenceCabinetisaprototypesystemthatcontainsallaspects
oftheframework.ValidationoftheprototypewithanexplanationoftheresultscanbeseeninTable
5.BasedondatainTable5,itcanbeseenthattheimplementationofDigitalEvidenceCabinets

meetstherequirementsneededtosupporttheimplementationofPerkapNo10/2010and8/2014.A
prototypesystemcanfulfillsomespecificationspreparedatthebeginning.Althoughitstillhassome
disadvantages,especiallyconcerningstorageflexibilityanddocumentationofmetadata,however,this
frameworkhasfulfilledthenecessaryrequirementstosupporttheimplementationoftheprinciples
ofdigitalevidencehandlingascontainedintheregulation.TheDigitalEvidenceCabinetconcept
canbeimprovedsothatinthefuture,itwillbeusedasaprocedureandprotocolinmanagingdigital
evidencehandlinginIndonesia.TheconceptofDigitalEvidenceCabinetcanalsobeadoptedbymore
generallegaljurisdiction;oneofthestepsistotakeabroaderregulatoryapproachbytakingamore
globalreference.Thesestepswillprovidethepotentialfortheresultingframeworktobeadoptedby
thelegalsysteminthebroaderarea.

Post-Acquisition Handling
Thehandlingofdigitalevidenceisstronglyinfluencedbyhowtheconceptofcontentstoragefromits
digitalevidencefiles.Oneofthebasicproblemsishowtoprovidestorageofdigitalevidencecontent
solutionswhilekeepinginmindsomeimportantinformationdirectlyrelatedtodigitalevidence.The
numberofformatsasasolutiontodigitalevidencecontainers,accordingto(Caseyetal.,2015),is
anadhocandpartialsolution.Theinteroperabilityproblembetweenformatsisthenextproblemthat

Table 5. The validation of prototype

Project Scope: 
Framework to Support Digital Evidence Handling in Indonesia

Specifications Requirement Implementation

AcquisitionProcess Nointeroperabilityproblemforanoutputofthe
acquisitionprocess

Post-AcquisitionHandlingbyFirst
ResponderOfficer

CentralizedConcept

Thephysicalapproach Storingalldigitalevidenceinastorage
mechanismfilesinafolder.

Thelogicalapproach
TheXMLstructuredforevidenceunit,
evidencebags,evidencerack,evidence
cabinet,andwarehouse.

HandlingCases

Evidenceroomcanbegroupedintotypesof
criminalcases(cabinet),differenttypesofcrimes
(racks),differentlocationofcrimescenes(bags)
andlistofdigitalevidence(evidenceunits).

Simulationofdifferentevidenceandcase
intocabinets,racks,bags,andevidence
units.

RegulatoryAspect

Fulfillmentthefiveprinciplescontainedin
theregulationofPerkap10/2010and8/2014,
namely:Themanagementfunctions,The
existenceofanofficial,Aspecialplacefor
storingevidence,Theadmissibilityofevidence
andThedocumentation.

Checkingthesuitabilityandfulfillment
ofthemainaspectsofregulation.
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arises.Basedonthestudiesthathavebeendone,thegeneraldescriptionoftheprocessofstoring
digitalevidenceinformationisdonesimultaneouslywiththeprocessofacquisitionanddiskimaging
ofelectronicevidence.Theexistenceofsomeproblemsencounteredbysuchschemesencourages
alternativesolutionsbyusingdifferentapproachesindealingwithdigitalevidence.Inthisresearch,
thedifferentapproachappliedisthroughthemechanismofhandlingofdigitalevidenceafterthe
acquisitionprocessanddiskimagingisdone.Figure5providesillustrationsoftheconceptofdigital
evidencehandlingthatisappliedinthisresearch.

Throughthisnewapproach,theacquisitionprocesswillbefullysubmittedtoFirstResponder
Officers,includingtheselectionoftoolsforitsacquisitionandtheformatofthedataitchooses.
Afterobtainingdigitalevidence,thenthenextprocessisdoneforstorageandrecordingthechainof
custody.Throughthisnewapproach,therewillbenointeroperabilityproblembecausethereisnodirect
interactionbetweentoolsanddigitalevidence.Theabovemethodalsoprovidesothermechanismsfor
storinginformationrelatedtodigitalevidence.TheprevioussolutionfromDEB’s(Turner,2005b,
2008),use the informationcontainerapproach.Throughthisapproach,all informationrelated to
digitalevidencewillbeattacheddirectlytothedigitalevidencefile,whilethenewmethodproposed
byDigitalEvidenceCabinetusestheconceptofinformationstoragethatisseparatefromitsdigital
evidence.Thisnewapproachinthecontextofapplyingtherulesofdigitalevidencehandlingwill
bemorecontrollablethanthepreviousDEBapproach.

The Centralization Concept of Digital Evidence
Thecontroloftheinteractionandtheuseofevidenceareimportantelementsoftheevidencehandling.
Themechanismforcontrolofevidencewillbeeasilyimplementedifsupportedbycentralizedevidence
storage.Forthispurpose,theconceptofcentralizationinDigitalEvidenceCabinetisappliedintwo
approaches,physicalandlogical.Thephysicalapproachleadstostoringalldigitalevidencefilesin
astoragemechanisminsuchafolder.Whilelogically,digitalevidencewillbestoredintheformof
astructureofevidenceunit,evidencebags,evidencerack,evidencecabinet,andwarehouse.This
structureprovidesasolutiontotheanalogyofevidencestorageintoanevidenceroom.Through
thiscentralization,theapplicationofthechainofcustodybecomeseasytoimplement.Thepseudo
metadataconceptforthechainofcustodyofdigitalevidencethroughthestaticanddynamicmetadata,

Figure 5. The new viewpoint for after acquisition digital evidence handling
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asproposedbytheauthorsin(Prayudietal.,2018),canbeintegratedaspartofthisdigitalevidence
centralizationsystem.ThroughtheDigitalEvidenceCabinetsystem,thenallthedigitalevidence
astheoutputoftheacquisitionprocesswillbestoredintothesystem,andthiswillmakeiteasier
tocontroltheinteractionanditsuse.Figure6showsanillustrationoftheuseofDigitalEvidence
Cabinetasacentralizedconceptofdigitalevidence.

Thecentralizedapproachofdigitalevidencehandlingwasalsodiscussedby(Bonomietal.,2018)
throughtheconceptofB-CoC(Blockchain-basedChainofCustody).Inthisconcept,centralization
isappliedonlytothestorageofdigitalevidence.Thecontroloftheuseofdigitalevidencesharedby
usersinonenetworkisdoneusingtheconceptoftheblockchain.TheB-CoCconcept,incontrastto
theDigitalEvidenceCabinet,wherecentralizationappliestothestorageofdigitalevidencealong
withdocumentationandcontrolofitsuse.TheB-CoCconceptisveryrelevantfortheapplication
of mobile investigators where investigators can carry out an analysis mechanism wherever and
whenevertheyareworking.WhiletheconceptoftheDigitalEvidenceCabinetisrelativelylimited
forapplicationtoaparticularscopeofinvestigators,thisconceptisundertheinitialassumptionofa
digitalevidencecabinetssolutionwherethissystemisananalogyofevidencestorageinindividual
roomswithlimitedaccessibility.

The Regulatory Aspect
Therulesconcerningthehandlingofdigitalevidence,suchasACPO,NIJ,orISO27037,donot
describethemechanismofstoringdigitalevidence.Theterminologythatisstillusedisthedefinition
ofdigitalevidenceinthecontextofdigitaldevices(physically).Thereportofthe(JointTechnology
Committee, 2016) corroborates the statement. In that report mentioned that one of the critical
issuescurrentlyfacedbylawenforcementisregardingstoringdigitalevidence.Inpracticeatalllaw
enforcementlevels,themechanismofstoringdigitalevidenceisstillintheformofphysicalordigital
device/electronichandling.Theunderstandingoftheterminologyofdigitalevidenceamonglaw
enforcementshouldbeimprovedtoadaptandalignwiththedevelopmentofscienceandtechnology.
ThesolutionsprovidedthroughtheconceptofDigitalEvidenceCabinetscangiveinsighttolaw
enforcementonhowtogetmechanismsfordigitalevidencehandlingaswellasphysicalevidence.

ForthescopeoftheterritoryoftheRepublicofIndonesia,thedocumentsofPerkap10/2010
and 8/2014 from National Police Chief of Indonesia (Kepolisian Negara RI, 2010) concerning

Figure 6. The illustration of centralized concept of digital evidence
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Procedures of the Management of Evidence, is a formal guide among law enforcement officers
regardingevidencehandling.TheDigitalEvidenceCabinetsconcept isdesignedtofacilitate the
infrastructurerequirementsthatwillsupporttheimplementationofthatregulation,especiallyfor
thecontextofdigitalevidencehandling.Theimportantthinginthatregulationistheprocedureof
evidencemanagement.Thisprocedureincludesthemechanismofhowtoreceiveandstore,howto
secureandmaintainandhowtouseanddestroyit.Alltheseprocedureswillbeapplicablebycarrying
outtheinitialmechanismofcentralizingthestorageofdigitalevidenceinanevidenceroom.Table
6showstheevaluationofthemainfunctionsofthePerkapregulationscontainedinDEC.

AccordingtoTable3,Table4,andTable6,theresultshowsthattheprototypedevelopedin
this researchhassupported the implementationof theconceptofdigitalevidencehandling.The
implementationshowsthattheinterpretationofthebags,rack,cabinet,andwarehousesinDigital
EvidenceCabinetisrelevanttocasemanagementintheformoftypeofcrime(cabinet),listofcrime/
case(racks),listofcrimescenes(bags)andlistofevidenceinevidenceunit.Thecasemanagement
willplaceallthedigitalevidenceenteredintothesystemintoasinglefolderaswellasthecabinet
structureintooneXMLfile.Thisimplementationisinlinewiththeinitialneedtoprovidedigital
evidencehandlingsolutionsthatcomplywiththeregulation.

Basedonvalidationontheprototype,theDigitalEvidenceCabinetframeworkhasfulfilledthe
basicrequirementandspecificationsofdigitalevidencehandlingaswellasphysicalevidence.The
validationresultshownthattheframeworkisfeasibletobeimplementedasatechnicalaspectof
regulationsfordigitalevidencehandlinginIndonesia.InthecontextofthelegalsysteminIndonesia,
thetheoreticalconceptandtheirimplementationdiscussedinthispaperprovidetechnicalsupportfor
regulatoryimprovementsinthehandlingofdigitalevidenceamonglawenforcementandpractitioners.
Thisconceptispartofthesupportfortheimprovementofsomeexistingregulationstomeetthe
needsofdigitalevidencehandling.

Theresultsofthevalidationusinganumberoftrialdata,thefollowingresultsareobtained:

• TheapplicationofPost-AcquisitionHandlingtodigitalevidencefortheDECsystemshowsthat
thereisnointeroperabilityproblemfordataentryfromtheacquisitionprocessanddiskimaging
wheninsertedintothesystem;

• Theprototypesystemiscapableofstoringalldigitalevidenceuploadedoninternalstoragemedia
withafilestoragemechanismintheformofstructuredtagfiles:Warehouse/cabinet/rack/bag;

Table 6. The fulfillment of regulatory aspect

No. Point The DEC Framework

1 Themanagementfunctions
TheFrameworkisbasedonthe3IR.ProcessModelwherethere
isamanagementfunctionintheformofanobligationtofollow
proceduresforhandlingdigitalevidence.

2 Theexistenceofanofficial ThereisafunctionOfficerinthesystemforthepurposeof
verificationandauthorizationofdigitalevidence.

3 Aspecialplaceforstoringevidence
Physicalstorageandlogicalevidenceroomwiththeanalysisof
warehouse,cabinet,rack,bagsandevidenceunitsareimplemented
withXMLstructures.

4 Theadmissibilityofevidence SecurityaspectofXMLandMD5asahashfunctiontoensurethe
securityandintegrityofdigitalevidencestoredinthesystem.

5 Thedocumentation TheChainofCustodyofDigitalEvidence
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• TheprototypesystemhassuccessfullyimplementedarelevantXMLstructurethatdescribesthe
componentsofacabinetintheformofevidenceidentifieridentities,evidenceunits,evidence
bags,evidenceracks,andevidencecabinets.

The Comparison of Digital Evidence Handling
Turnerhasproposedthehandlingofdigitalevidencethroughtheconceptofanalogousdigitalevidence
bagsthroughtheconceptofDEB(DigitalEvidenceBags)(Turner,2005a,2008).Inthiscase,Turner
triedtoapplytheconceptofBagforevidencebags,tagsforlabelingevidence,andsealsforbinding
securityofbagsof evidence.The conceptofDigitalEvidenceBags is an approach to evidence
containerasanalternativetothephysicalformatofdigitalevidencethatwasavailableatthattime,
aswellastheddformatfromLinuxandAFF(Garfinkel,2010).TheDEBapproachfromTurner,
inadditiontoprovidingsolutionsforinformationcontainers,alsoprovidesasolutionforrecording
informationonthechainofcustody.TheDEBhasmuchappreciatedfromthecommunitybecause
itprovidesasolutiontotheproblemsfacedbydigitalforensicactors,whichishowtoimplement
thesameproceduresinhandlingdigitalevidenceasproceduresforhandlingphysicalevidence.A
numberofresearcherssubsequentlysupportedtheconceptofDigitalEvidenceBagsTurneraswell
as(Roussev,2006)onfilesystemsthatcansupporttheimplementationofDEB,(Schatz,2007))on
DEBdevelopmentthroughtheSealedDEBconcept, theimplementationofDEBintheBanking
environmentspecificallytodealwithcloningmagneticswipecard(Masters&Turner,2007).

However,someresearchersprovideareviewoftheshortcomingsoftheDEBconceptthatTurner
haspresented.Thefeedbackfrom(Richard,Roussev,&Marziale,2007)providestheshortcomings
oftheDEBconceptandprovidesasolutioninaconceptknownastheForensicDiscoveryAuditing
Module(FDAM).Meanwhile,(Richardetal.,2007)givesfeedbackthatthereisnotrustedloginDEB
thatwillrecordalloperationsthathavebeencarriedoutondigitalevidence.Atrustedlogisneeded
tofindouthowfarthetoolsworkfollowingtheinitialconceptpromised.FDAMwasdevelopedas
anadditionaltoolfromaspectsoftheoperatingsystemmodulethatwillprovidea“cleanroom”to
runDEBapplications.Meanwhile,althoughitdoesnotrefertotheDEBconceptofTurner,(Dahiya
&Sangwan,2014)trytodiscusssomeproblemsofdigitalevidenceandprovideconceptualsolutions
intheformofsomerequirementsthatshouldbepresentindigitalevidencehandling.Accordingto
(Dahiya&Sangwan,2014),oneofthebasicelementsintermsofdigitalevidencehandlingisthe
needforasystemthathasthecapabilitytorecordingdigitalevidenceandthesystemsthatcancontrol
theaccessofprivilegestodigitalevidence.

Anotherdigitalevidencehandlingissueisalsoexpressedby(Baar,Beek,&Eijk,2015)through
Hansken’ssolutionasatoolforDigitalForensicsasaService.HanskenisasuccessorofXIRAF
(XMLInformationRetrievalApproachtoDigitalForensics)applicationsthathavebeendeveloped
previouslywithinthescopeoflimitedresearchprojects.Thelimitednumberofexpertsforhandling
digitalevidence,theefficiencyinprovidingresourcestorunaseriesofevidenceanalysisactivities,
the integrationof the investigativeprocesshas led toasolution to the importanceofcentralized
digitalforensicsactivities.Thismechanismstartsfromtheacquisitionprocessofelectronicevidence,
theprocessofstoringdigitalevidencetotheanalysisprocessundertheneedsofeachinvestigator.
Hanskenisdesignedtobeusedasastandardplatformforhandlingcriminalcasesbyallinvestigators.
Inthiscase,themechanismdevelopedthroughHanskenisnotonlylimitedtothestorageofdigital
evidence,butalsotoallprocessesassociatedwithdigitalforensicsordigitalinvestigation.

Theissueofdigitalevidencehandlingisalsobecomingoneofthecomponentsintheconceptof
DigitalWitnessproposedby(AnaNieto,Roman,&Lopez,2016;AnnaNieto,Rios,&Lopez,2017).
Theconceptisanattempttopreparetheenvironmentinsuchawaythatthepersonaldevicescanbe
usedactivelyfortheprocessofacquiring,store,andtransmitdigitalevidencetoanauthorizedentity
reliablyandsecurely.ItisdifferentfromcentralizationinDigitalEvidenceCabinets.Theconcept
ofcentralizationinDigitalEvidenceCabinetsismorelimitedinscopethanHansken’s(Baaretal.,
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2015)orDigitalWitness(AnaNietoetal.,2016;AnnaNietoetal.,2017).Thecentralizedstorage
onDigitalEvidenceCabinetsisalimitedfocustocentralizingthestorageofdigitalevidenceusing
theinitialassumptionsfordigitalevidenceresultingfromtheacquisitionandimagingprocess.While
thecentralizationadoptedinHansken’sorDigitalWitnessisalargerandmorecomplexconceptof
centralizationtosupportthebroaderplatformofdigitalforensicssolutions.

THE BENEFIT oF SoLUTIoN

ThemeaningofevidenceroomfromDigitalEvidenceCabinetscanbeexplainedfromtheconceptof
warehouse,cabinet,rack,bag,andevidenceunit.Anydigitalevidenceenteredintothesystemwillbe
abletoseeitsproperplacementstructureinaphysicalspace.Thedigitalevidencewillbeplacedin
thewarehouse,cabinet,rack,bag,andevidenceunitstructure.Theconceptofwarehouses,cabinet,
rack,bags,andevidenceunitsasthemainelementsoftheDigitalEvidenceCabinetisrelevanttothe
handlingofcasesintherealworld.Theevidenceroomcanbegroupedintotypesofcriminalcases
(cabinet),differenttypesofcrimes(racks),differentlocationsofcrimescenes(bags),andalistof
digitalevidence(evidenceunits).Throughthisinterpretation,awarehousewillcontainallthedigital
evidenceofvarioustypesofcrime,varioustypesofcases,anddifferentlocationsofacrimescene.

TheDigitalEvidenceCabinetthatwasdiscussedinthispaperhasfulfilledtheinitialobjective
oftheresearch:toobtainthestructureofstorageasalogicalsolutionfortheevidenceroomand
thecentralizationofdigitalevidence.However,thesolutionneedstobeintegratedwithmetadata
managementforthechainofcustodyandaccesscontrolfordigitalevidencestoredinthesystem.
Theintegratedconceptwillprovidedigitalevidencehandlingsolutionsaswellasphysicalevidence.
Throughthesesolutions,theintegrityofdigitalevidencecanbeenhancedbecauseitissupportedby
atrustedsystemandaccesscontroltodigitalevidencethathasbeenstored.

The solutions to the problem of handling digital evidence that has not followed the same
mechanismaselectronicevidencehavebeenextensivelystudiedinthispaper.Thesolutionapplied
throughtheanalogyofastoragecabinet.Thesolutionillustratesthatthestorageofdigitalevidencecan
bestructuredaswellasphysicalevidence.Throughthissolution,themechanismfordigitalevidence
handlinginCDFSdigitalforensicslaboratoriescanbeinlinewithsomeevidencehandlingregulations,
forexample,regulationscontainedinPerkap10/2010and8/2014.Thissolutionwillbeincreased
customertrustinthedigitalevidenceexaminationprocessattheCDFSdigitalforensicslaboratory.

CoNCLUSIoN

Physicalanddigitalevidenceisaunitofevidenceintheprocessofinvestigatingcybercrimecases.
Thesameregulationsshouldsupportthehandlingofbothtypesofevidence.Currentrulessuchas
TheProcedureofHandlingevidencebytheIndonesianPoliceintheformofPerkap10/2010and
8/2014arestillreferredtothehandlingofevidenceinphysicalform,sotheinterpretationofthese
regulations for thecontextofdigitalevidencemustalsobewellprepared.TheDigitalEvidence
Cabinetframeworkhasbeenextensivelystudiedinthispaperastechnicalsupportforimplementing
the regulationsofdigitalevidenceaswellasphysicalevidencehandling.Although thescopeof
implementationisonlyintheCDFSdigitalforensicslaboratoryforensicsenvironment,theframework
presentedinthispapercanalsobeappliedtootherdigitalforensicslaboratoriesorlegalpractitioners
andlawenforcementagencies.

Thesolutionsdiscussedinthispapercanbefurtherimplementedonabroaderscope.Thesteps
forimplementingitareredefiningdigitalevidencethatismorerelevantforinvestigatingcybercrime,
applyingabusinessmodelthatsupportsthemechanismofstoringphysicalanddigitalaswellas
XMLdesignfortheanalogyofevidencecabinets.Basedonthesesteps,thedigitalevidencecabinet
frameworkhasfulfilledtherequirementsandspecificationsexpectedasaninterpretationofdigital
evidencehandlingthatfollowingtheexistingregulations.Thus,theprototypethathasbeendeveloped
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isfeasibletobeappliedtosupportbetterhandlingofdigitalevidenceinIndonesia.Thisframework
shouldbegradually adoptedby lawenforcement through the adjustmentof some regulations to
allowforcompliancebetweenregulatoryandtechnicalaspectsforthehandlingofdigitalevidence.

ForthecontinuationoftheconceptofDigitalEvidenceCabinetasasolutiontotheframeworkfor
digitalevidencehandling,somefurtherresearchcanbedone.Thefutureresearchcanbefocusedon
integratingtheconceptofmetadatamanagementforthechainofcustodytosupportthedocumentation
ofdigitalevidenceandaccesscontrolpolicytosupportatrustedenvironmentoftheDigitalEvidence
Cabinetsystem.Bothoftheseaspectswillextendtherequirementsofdigitalevidencehandlingand
provideacompletestudytosupportthetechnicalaspectsoftheexistingregulatoryinterpretations.
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