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ABSTRACT

Recently, theissuepertinent tosensornetworksecurity isapopular topic.Especially,dueto the
restrictionofenergysuppliedbybatterypowerofthesensors,symmetriccryptographyisoneofthe
suitablechoicesforthesecretcommunicationbetweensensors,whileasymmetriccryptographyisnot
appropriatebecauseofitsheavyloadingoncomputationshouldconsumealotofenergy.Asaresult
ofusingsymmetriccryptography,therearenumerousresearchpapersfocusingondesigningefficient
keymanagementschemeinsensornetworks.PIKEdesignedbyChanandPerrigisaschemeusing
peerintermediariesandtheirpre-installedkeystodeliversecretmessagefromonesensortoanother.
However,theydidnotconsiderthecasethatthesensorsarescatteredinnonuniformway.Moreover,
O(logn)isenoughforsensornetworkstoachieveexpandertopologywhilePIKEhasO(√n)storage
overhead.This articlegivesgeneralizationsofPIKE tooffermore choices fordevelopersunder
differentrequirements.TheConstantStorageProtocol,abbreviatedasCSP,costsconstantmemory
storageandismoresuitableforgroup-baseddeployment.

KEywoRDS
Key Management, Secret Communication, Sensor Network Security, Symmetric Cryptography, Wireless 
Sensor Network

1. INTRoDUCTIoN

1.1. Background
Sensornetworksmaybedeployedatanyareawewanttomonitor,includingthehostileenvironment.
Underthissituation,thecommunicationbetweenanytwosensorscanbeeavesdroppedbytheadversary
tocompromisetheconfidentialityoftransmittedmessage.Thus,securecommunicationisanessential
issueinsensornetworks.Toprovidesecurecommunication,exchangedmessagebetweensensornodes
shouldbeencryptedandauthenticated. Inwirelesssensornetworks,sensorshave limitedenergy
supplythatusuallycannotberenewed.Thelifetimeofasensornetworkisconstrainedbytheamount
ofenergythatsensorscanusetoperformoperationssuchassensing,processing,andtransmission.
Whencryptographyisusedtoensuretheconfidentialityoftransmitteddata,theencryption/decryption
procedureneedsexquisitedesignsinordertosaveenergy.Becauseasymmetriccryptographysuchas
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RSAorEllipticCurvecryptography(ECC)needsextensivecomputations,theyareusuallyconsidered
tobeunsuitableforresource-limitedsensornetworks(Eschenaur&Gligor,2002).Inthispaper,we
forceondesigningkeymanagementschemestoachievesecurecommunicationinsensornetworks.

1.2. Related work
We mainly review key management methods in sensor networks without using asymmetric
cryptography.Thetrusted-serverscheme,calledKerberos(Steineretal.,1988),needssupport
oftrustedinfrastructure,isunsuitableforsensornetworksbecausethehighlyfrequentforced
communication patterns around those servers will become noticeable targets such that the
adversarycaneasily interferencewith thoseservers.Amore intuitivekey-distribution is full
pairwisekeyscheme.Inthisscheme,eachsensorcarriesn−1secretpairwisekeys,wherenis
thetotalnumberofsensors,eachofwhichisknownonlytoapairofsensorsthatsharethiskey.
Fullpairwisekeydistributionhasexcellentresiliencetonodecaptureattackbecausecapturing
ofanyonesensordoesnotcompromisethesecurityofthesensorsthathavenotbeencaptured.
However,suchaschemecostsalotofmemorystorageandisconsideredimpractical.Incontrast
with full pairwise key scheme, in master key scheme, all sensors contain only one master
secretkey,whichisusedthiskeytocommunicatewithallothersensors.Althoughthisscheme
significantlysavesmemorystorage,itssecurityisverypoor.Iftheadversarycapturesanyone
ofsensors,thenthesecurityofwholenetworkwillbebroken.

Recently,themostpopularkeymanagementstrategyforsecuresensornetworksisrandom
keypredistributionscheme,whichwasfirstproposedbyEschenauerandGligor(2002).Theidea
behindrandomkeypredistributionexploitsthefactthatarandomgraphachievesconnectivity
withhighprobabilityifeachnode’sdegreeisaboveathreshold.Inrandomkeypredistribution,a
keypoolSisfirstpreparedforkeydistribution.Then,mdistinctkeysarechosenfromSrandomly
andassignedtoeachsensor.Thesemkeysarecalledthekeyringofasensor.Iftwosensorshave
atleastonecommonkeyintheirkeyrings,thentheycancommunicatewitheachotherusingthis
commonsecretkey.Lateron,severalresearchesfocusonhowtoimprovetheresilienceofthe
originalrandomkeypredistributionschemetonodecaptureattack.Chanetal.(2003)suggested
that twosensorscandirectlyachievesecurecommunication if theyshareqcommonkeys in
theirkeyrings,whereq isan integer.Theyalsosuggested that thekeys inasensornetwork
shouldbepairwiseinordertoenhanceresistancetocaptureofsensorsbyadversary.InLiuand
Ning(2003)proposedaclassofrandomkeypredistributionscheme.Intheirscheme,several
bivariatepolynomialshavingsymmetryproperty,insteadofkeys,areembeddedintosensors.
Anytwosensorsthataimtoproceedsecretcommunicationmustnegotiateinadvancetogeta
commonbivariatepolynomial.Oncethecommonbivariatepolynomialisfound,theresultof
substitutingtheidentitiesoftheothersensorsanditsownidentityintothepolynomialisthe
sharedkeybetweenthem.Duetal.(2003)proposedamulti-spacerandomkeypredistribution
scheme,whichcanadjusttheresilienceofsensornetworktonodecaptureattack.Inaddition,
Wackeretal.(2005)proposedaRecursiveKeyEstablishmentProtocol(RKEP)forsecuresensor
networks.InRKEP,atransmittedmessageisdividedintomanyparts,whichwillbesenttothe
targetsensorusingdifferentpaths.Traynoretal.(2005)theauthorsexaminedtheefficiencyof
randomkeypredistributionoverheterogeneoussensornetworks.

ApromisingkeyestablishmentschemecalledPeerIntermediateforKeyEstablishment(PIKE)
wasproposedbyChanandPerrig(2005).InPIKE,sensorsarearrangedtoconstituteameshstructure
andeachsensorisgivena2-Dlabel(i,j)accordingtoitslocationinthemesh.Forkeyestablishment,
twosensorswillshareauniquekeyiftheyareeitherlocatedatthesameroworcolumn.Thus,in
PIKE,eachsensorstores2( n −1)keys,wherendenotesthedimensionofasquaremeshstructure.
Iftwosensors(i1,j1)and(i2,j2)wanttocommunicatewitheachother,PIKEwillperformthefollowing
twosteps:
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• Ifthetwosensorsarelocatedatthesameroworcolumn,thentheyshareasecretkey.Underthis
circumstance,theycandirectlyusethiskeyfordatatransmission;

• Otherwise,PIKEwillfirstchooseanintermediary((i1,j2)or(i2,j1))andthensenddatafrom
sourcesensor,viathisintermediary,totargetsensor.Inotherwords,atmostoneintermediary
isrequiredforindirecttransmissioninPIKE.

Inaddition,thereareonlytwodifferentpathsbetweensourceandtargetinthetwo-dimensional
structureofPIKE.Thischaracteristicleadstoseveralotheradvantages.Forexample,noadditional
controlmessageisneededforestablishingthesharedkeybetweentwosensorswhichaimtointerchange
messages.However,thisisaschemebestsuitedforuniformdeploymentbecauseitdoesnotutilize
anyspecialpropertyofnonuniformdeployment.ThedisadvantageisthatthememoryusageofPIKE
willincreaseaccordinglywiththeincreaseofsensors.

Inourpaper,aschemecalledsnakePIKEisadditionallyaddedintoourcomparison.Thereason
whywealsoconsiderthisschemeistoreducetheconstraint,“indexing”,inducedbydesignofPIKE.
SincetheindexingmethodusedbyPIKEisrowmajor,wechangetheindexingmethodintosnake
majortoavoidtheinherentdrawbackofrowmajorthatagaphappenswhenthereareconsecutive
elementslocatedintwodifferentrows.

To deal with the weakness of uniform deployment, Du et al. (2004) proposed group-based
deployment,wheresensorsmaybedeployedoncertainlocationsofamonitoredregionandforma
non-uniformdistribution.Ingroup-baseddeployment,sensorshavemorechancestocommunicate
withthesensorsinthesamesubgroupandhavelesschancetocommunicatewiththesensorsin
different subgroups. Because Du et al. (2004) assume that each sensor has equal probability to
diffuseinthetargetregion,thedistributionofsensorlocationsofthesamesubgroupingroup-based
deploymentistwo-dimensionGaussiandistribution.Insensornetwork,longdistancepeer-to-peer
securecommunicationbetween sensors ishardly to comeupwith.For this reason,group-based
deploymentplaysanimportantroleinsensornetworks.

1.3. our Approach
Inthispaper,weproposeagroup-basedsensordeploymentprotocolwithkeyestablishmentsatisfying
thetrad-offbetweenthenumberofintermediariesandthenumberoftransmissions.Weassignakey
ringforeachsensornodetosatisfythesecurityrequirementofsensornetworks.Here,thesecurity
requirement is secure communication between sensors. We propose a generalized random key
predistributionprotocolthatcanseteachnode’skeyringfreelyinordertobalancethenumberof
intermediariesandcommunicationoverhead.Becauseallsensorsarelabelledfrom0ton−1,with
asingleindex,itisquitesimpleandconvenientforuserstolabeltheindiesofsensors.Theproposed
protocol,calledConstantStorageProtocol(CSP),costsconstantmemorystorageandismoresuitable
forgroup-baseddeployment.Theremainderofthispaperisorganizedasfollows.CSPisdescribed
inSec.2.ExperimentalresultsandconclusionsaregiveninSec.3andSec.4,respectively.

2. CoNSTANT SToRAGE PRoToCoL

Weexploittheconceptofpeerintermediary(Chan&Perrig,2005)andgeneralizeittodevelopanew
keymanagementprotocolundergroup-baseddeployment.Wewillexamineseveralissuesincluding
groupconnectivity,numberofdifferentavailablepathsfromsourcetodestination,communication
overhead,andnumberofedgesinsomespecifiedsub-groupinCSP.

2.1. Description of CSP
ThebasicideaofPIKE(Chan&Perrig,2005)istoembedthekeysaccordingtothelocationsof
sensors.Itshouldbenotedthatthenumberofkeysisthesameforeachsensorbecauseforagiven
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regularmeshstructure,wheresensorsaredeployed,thenumberofverticalandhorizontalneighbors
forallsensorsarethesame.Thisimpliesthatthenumberofembeddedkeysincreaseswiththenumber
ofdeployedsensors.Thus,thisweaknessmotivatesustodesignageneralizedPIKEregardlessofthe
locationsofsensors.Inourprotocol,userscansetupeachnode’skeysfreely.LetagraphGkdenote
thedeploymentofsensors,wheretheverticesofGkaresensorsandanedge(x,y)existsinGkifand
onlyifsensorxandsensoryshareatleastonecommonkeys.Sinceweembedthesamenumberof
keysineachsensor,eachnode’sdegreeiskinGk.Asaresult,GkisaregulargraphforCSP.

TheproposedconstantstorageprotocolisdescribedinAlgorithm1.Weassumethatthereare
intotalnsensorsinthesensornetworkandeachsensorcontainskkeys.

Algorithm 1:ConstantStorageProtocol
Require:Eachsensorhasitsownidentity.Assumethatwehavensensorsandtheidentitiesrange

from0ton−1.
Require:Sensorsarearrangedinaclockwisemannerbasedontheiridentities.
Require:Eachsensorstoresexactlykkeys.LetCbeaset.
1:fori=0ton−1do

2:forj=1to k
2

do

3:iftheedge(i,i+j(modn))doesnotexistthen
4:Addanundirectededge(i,i+1(modn)).
5:endif
6:iftheedge(i,i−j(modn))doesnotexistthen
7:Addanundirectededge(i,i−j(modn)).
8:endif
9:endfor
10:endfor
11:foreachedgedo
12:Separatelyembedakeyintothenodesintheendsoftheedge.
13:endfor

Consider the case that for a given sensor with label i, it shares keys, K
i i
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respectively.Figure1showsanexampleforthecasewithn=8andk=4.Thekeysinthe

Figure 1. An example for CSP with 8 sensors, each of which is assigned 4 keys. (a) The initialization of algorithm; (b) The first 
step of the graph construction, starts the process in the sensor with identity 0; sensor 0 shares keys with sensor 1, 2, 6, 7 by 
K0,1, K0,2, K0,6, K0,7. (c)(d) The second step (respectively, third step), starts the process in the sensor with identify 1(respectively, 
2). In CSP, Kpq is equal to Kqp, where p and q are identifies of sensors.
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sensornetworksassignedinthiswaycanalsobepairwisebecausewecanassigndifferentkeysto
eachedge.

InCSP,themessagecanbeconveyedfromthesourcesensortothedestinationsensorineither
clockwiseorcounterclockwise.Inorderwords,therearemorethantwodifferenttransmissionpaths
betweenthesourceandtarget.Thisadvantagedefinitelyincreasesthesecurityofnetworks.Figure1
alsoshowshowthesourcesensorsendsthemessagetothedestinationsensorusingpeerintermediaries.
Forexample,whentheidentitiesofthesourceanddestinationsensorare0and5,respectively,there
areseveralroutescanbeusedtodelivertheinformation.Sensor0canclockwisesendmessagesto
sensor5usingsensors2and4aspeerintermediariessuccessively,orcancounterclockwisesend
messagesusingonlysensor6aspeerintermediary.Notethatiftheidentitydifferencebetweenthe
sourcesensoranddestinationsensoriswithink,thenaccordingtotheconstructionofCSPtheyhave
hadsharedacommonkey.Therefore,theydonotneedothersensorsasintermediaries.Inaddition,a
transmissionpathbetweenanytwonodesinthenetworkcrossatmostnkintermediaries.

Intheidealcase,fromtheviewpointofkeysharingwhenanodewouldliketosendmessageto
anothersensor,ithaskneighbors.NotethatsourcesensorknowstheIDsoftheirneighborsensors.
Thesourcesensorchoosesoneoftheseneighborsensorsdependedonwhichoftheseneighborsensors
hasthebestroutingmetricsuchaspracticaldistanceandthestrengthofsignal.

2.2. Incremental Deployment
Iftheareathatwewanttomonitorisquitesmall,orwejustwanttofocusonaspecifiedregion,then
itissufficienttodeployasubsetofsensors.Whenitisrequiredtoexpandthemonitoredregion,we
justdeployremainingsensorsincrementally.Forexample,letthesensorsbelabeledas0,1,...,n−1.
LetSbethesetcontainingallsensors,andletS1andS2bethesubsetsofS.Letthelabelsofsensors
inS1be0,1,…,n1–1,andletthoseofsensorsinS2ben1+1,…,n2-1.WecanfirstdeployS1,and
thendeployS2inthefutureifnecessary.

Sincethenumberofkeysassignedforeachsensorisk,thereareatleast �
k

n
1 �intermediariesin

S1.TheproblemweneedtoconcernhereisifS1isdeployedaheadofS2,thenhowistheconnectivity
betweenS1andS2.

Sinceweknowthatthenoden1containskkeys,thenoden1,n1+1,…,n1+ �
k

2
�–1,mustshare

commonkeyswithn1–1.Bythelabelingwayweuse,theabovenodesmustbeinS2.Similarly,the

nodesn1+ �k
2
�-2,n1+ �k

2
�-3,…,n1–1sharecommonkeyswithnoden1–2.So,inonegroup,there

areatleast k
2
�nodescancommunicatewiththeothergroups,thosenodescanbeusedasbridges

betweentwogroups.Thekeysbetweentwodifferentgroupsare �k k2 2

8

+ .So,wecanmodulatethe

numberofkeysandbridgesbysettingupthenumberofkeyscontainedineachnode.Accordingto
thisdiscussion,CSPissuitableforgroupdeployment.WewillanalyzemorepropertiesaboutCSP
forgroupdeploymentlater.

2.3. The Number of Different Available Paths
Inthissection,wewillanalyzethenumberofdifferentavailablepathsbetweenthesourceandtarget
nodes.First,weintroducetheproperty,crossside,ofapathconnectingtwonodes.

Definition1Givenacirculargraphandtwonodesinthegraph,theremainingnodeswillbe
dividedintotwosides,clockwisesideandcounterclockwiseside,asshowninFigure2.Thepath
connectingthesetwonodeshasthepropertythatatleastonenodebelongstotheclockwiseside
andatleastonenodebelongstothecounterclockwiseside.Thispropertyiscalledcrosssidehere.
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Thefollowinglemmadescribesthenumberofdifferentavailablepathsoflengthrconnecting
thesourcenodesandtargetnodet.

Lemma2Lettheidentitiesofthesourcenodeandtargetnodebesandtrespectively,wheret
≥s.Thetotalnumberofdifferentavailablepathswithfixednumberofcommunicationsrthathave
crosssideconnectingthesourcenodesandtargetnodetis:
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whererisapositiveinteger.
Proof.Theidentitydistancebetweentheidentityofthesourcenodesandthetargetnodetis

t−s.Hence,giventhefixednumberofcommunications,r,eachtransmissionpathoflengthxifalls

between1and k
2

,i.e.,1≤xi≤ k
2

.Wehavex1+x2+…+xr=t–s.Underthesituationofconsidering

counterclockwiseside,wehavex1+x2+x3+...+xr=n–t+s.Aftersomecalculations,thenumber
ofdifferentavailablepathsconnectingtwonodesinclockwiseandcounterclockwisedirectionsis
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Consequently,thesumoftwovalues:

Figure 2. Cross side in a graph, where the source node is labeled as 0 and the target node is labeled as 4
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isthenumberofdifferentavailablepathswithfixednumberofcommunicationsr.

Supposethatthedifferencebetweensourcenodeandtargetnodeissufficientlylessthan
n

2
,we

canonlyconsiderthepathsinclockwiseside.Inthiscase,thelengthofpathconnectingsourcenode

sandtargetnodetisatleast
t s
k
−

2

,becauseanedgeinthepathcrossesatmost
k
2

nodes.Weknow

thatifr≤
t s
k
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2

thentherearenosuchpathsexisted.Apparently,thenumberofshortestpathconnecting

sourceandtargetnodeis:
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wherem=
t s
k
−

2

.Bytheabovelemma,therearealotofapparentpathsbetweensandt.Infact,the

morepathbetweensandtcanenhancethesecurityduringtransmission.

2.4. Communication overhead
HereweanalyzecommunicationoverheadforCSP.Wefirsttaketheunitsquareasthesimplestcase
andcalculatetheaveragedistancebetweentwopointsinit.

Lemma3GivenaunitsquareV.Letx=(x1,x2)andy=(y1,y2)beuniformlyselectedfromV.
Theaveragedistancebetweenxandyisabout0.521.

Proof.LetVbeaunitsquarecenteredatoriginalandletx1,x2,y1,y2befourrandomvariables

whichareindependentidenticallydistributedin
��
��

�
��

1

2

1

2
 .Letsx,sy,tx,tybefourrandomvariables

definedas:sx=x1–x2,sy=y1-y2,tx=x1+x2andty=y1+y2.Itistrivialtoobtaintx∈[max{sx–1,
-sx-1},min{-sx+1,sx+1}]=[ sx -1,- sx +1],andty∈[ sy –1,- sy +1].

Therefore,theaveragedistancebetweenxandyis:
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Byconsideringsx,sy∈[0,1],Equation(1a)canberewrittenas:
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Again,byEquation(2a):
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Aftersomenumericalcalculations,Equation(3a)iscalculatedas:
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Accordingtolemma2, if thesensorsareuniformlydistributedonasquareareaA, thenthe
averagedistancebetweenanytwosensorsisabout0.521 A .Accordingto(Lietal.,2001),there
areO( n ))hopsrequiredtotraversethisdistance.Asaresult,thehop-distancebetweentwosensors

inthenetworkis
α
n

,whereαisaconstantdependingonthetransmissionrangeofeachsensor

andtheenvironmentfactorsofthetargetregion.InCSP,apathbetweentwosensorsmaypassthrough

n
k

intermediaries.Theexpectedcommunicationoverheadofapathis
0 521 1.
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away.Bythisresults,themaximumtransmittingdistancebetweenanytwosensorsinourprotocol
isproportionaltoO( n )hop-distance.

2.5. Security and Resilience Against Node Compromise
InCSP,apathbetweentwonodesiscompromisedifanyoneofitsendpointnodesbetweenthemis
compromised,orifanyoneoftheintermediarynodesiscompromised.Letpdenotethefractionthat
thetotalnumberofnodesinthenetworkiscompromised.Thefractionoftotalpathscompromised
isabout1-(1-p)2+m,wheremisthenumberofintermediarynodes.Ifpissufficientlysmall,thevalue
approximates(2+m)p.Undertheidealcase,iftwonodescanexchangemessagesdirectlywithout
passing throughany intermediaries, this value is 2m (Chan&Perrig, 2005).So, thenumberof
intermediary nodes should not be very large under hostile environment. In CSP, the number of

intermediaries
n

k
,sothenumberofkeyscontainedineachsensorshouldbeadjustedinorderto

accustomtheenvironment.
Theaboveresultsalsoindicateanimportantpropertyofsecurenetworks.Theadversarymay

useavarietyofattackingmethodstocompromisesomenodes.Ifsomenodesarecompromisedby
theadversary,thenetworkswill losesomesecurelinks.So,it isnecessarytodefinethefraction
of communications compromised. By (Chan & Perrig, 2005), the fraction of communications
compromised is total number of compromised links divide total number of links. By previous
discussion,thenumberofcompromisedlinksareabouttwiceasmuchasthenumberofcompromised
nodesunderidealcase.InSection3,wewilldosomecomparisonsforCSPandotherproposals.

2.6. Comparison with Previous Key Establishment Scheme
Inthetwo-dimensionalcaseofPIKE,ithasafascinatingpropertythatforanytwonodestheyare
eitherdirectlyconnectedorconnectedwithapathoflength2sothatthetransmissionrangeofeach
sensorcanreachalltheothersensorsinthenetwork.Asan-dimensioncaseforPIKE,thereisapath
havinglengthatmostnconnectingtwosensorsforeachother.AlthoughCSPconstructedasabove
losestheadvantagethatforanytwonodestheyareeitherdirectlyconnectedorconnectedwitha
pathwithlength2fromtheviewpointofkeysharingbetweensensors,theresultinggraphofCSP
hasanotherfavor.Ithasakindofcluster-likeproperty,thatforanyspecifiednodeitismoreheavily
connectedwithitsneighborsensors.Itisimportanttohavecluster-likepropertyfortheconnectivity
insomecases.Forexample,thesensornetworksbasedongroup-baseddeploymentisacase.Group-
based deployment is a kind of non-uniform deployment having the property that sensors in the
networksaregroupedanddistributedinsomespecifiedlocations.Inthiscase,forthosespecified
locationssensorsaremoreclosed.Duetothisfact,ifthekeyestablishmentschemehascluster-like
property,theconnectivityinthesubgroupsarehigherthanonewithoutcluster-likepropertywith
higherprobability.Becauseofthisfact,inthefollowingwestatetwolemmasdescribingthebehavior
ofthenumberofcorrespondingedgesintwokindsofdeployments,uniformdeploymentandgroup-
baseddeploymentrespectively.

Beforestatingthelemma,undertheassumptionthatthetotalnumberofsensorsisnwefirst
definetheC-consecutivegroupasagroupofsensorsconsistingofCsensorswhoseidentitiesranged
fromitoi+C−1(modn),andtheC-monotoneincreasingsequenceasasequenceconsistingofC
integersa1,a2,…,aCwheream+1-am=1form=1,…,C-1.

ThereasonwhywecareabouttheedgeofaC-consecutivegroupisthat,ifthegroup-based
deploymentisused,aseriesofsensorsaredeployedonthespecifiedpointinthetargetregion,forming
asetofsubgroupswhichiscomposedofanumberofsensorsforeachsubgroup.Thecharacteristicof
suchdeploymentisthatfromtheviewpointthetransmissionrange,incontrasttouniformdeployment
thesensorsinthesamesubgroupismorelikelytocovereachother.Inaddition,theassumptionof
group-baseddeploymentisthatthesensorshaveinclinationthatismorelikelytocommunicatewith
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theothersensorsinthesamesubgroup.Accordingtothesetwocharacteristicsandtheobservation
thattheso-calledsecurecommunicationbetweentwosensorsexistsprovidedthatthesetwocover
andshareatleastonekeyeachother,iftherearemoreedges,thatmeansthelevelofkeysharing,in
asubgroup,thesecurecommunicationiseasiertoachieve.

Lemma4GiventheconstructionofCSP,sensorsandtheexpecteddegreeofeachsensor,for

anyC-consecutivegroupthatC> k
2

witha1=i,itcontains:

k

2 8 4

2

x
k k

+ − Edges

where:

x=C- �k
2



Proof.Withoutlossofgenerality,weassumethattheidentitiesofthesensorsinC-consecutive
groupareformaC-monotoneincreasingsequence.Obviously,forthefirstxnodesinC-consecutive

group,theyhaveexactly �k
2

edgesconnectingtothenodeswhoseidentitiesarelargerthanthemselves.

Inaddition,duetotheboundC,therearesomenodeshavinglessedgesconnectingtothenodes

whoseidentitiesarelargerthanthemselves.Thenumberofsuchnodesisexactly �k
2

.Inaddition,

thenumberofedgesconnectedbetweenthesenodesandtheirclockwiseneighborsisdecreasedby

oneeachtime.Itcanbeformulatedby k k k

2
1
2
2 2 1

2 4

2

− + − +… + = −�
k .Tosumup,thereare

k k

2 8 4

2

x
k

+ − edges,wherex=C-( k
2

).

Here,giventhelengthofC-consecutivegroupwealsocalculate thenumberofedgesinthe
C-consecutivegroupforPIKE.Thelemmadescribingitgoesasfollows.

Lemma5GiventhePIKEconstructionwithn×nsquare,foranyC-consecutivegroupwitha1

=i,itcontains �1
2

1 1 1 1

1
1 1 2 2 2 1

2 1 2 1

n c n c c c n n r r

n r r r r

−( ) − +( )+ −( )+ −( ) − −( )
+ −( ) − +(( )− −( ) − + −( )+ − −( )










2 1 2 1
2 1 2 1 1 2
r r n c c c c

c
δ

edges,

wherer1istheminimalintegersuchthatr1n≥i,r2istheminimalintegersuchthatr2n≥i+C,c1=
i-(r1-1)×n,c2=i+C-(r2-1)×nand   δ

c
is1ifc1>c2,0otherwise.

Proof.Atfirst,wecalculatethenumberofhorizontalincidentedges.Atfirst,therowthefirst
nodeinconsecutivegroupplacediscalledheadrow,r1,andtherowthelastnodeinconsecutivegroup
placediscalledtailrow,r2,andtheothersarecalledtorsorow.Moreover,thecolumnthefirstnodein
consecutivegroupplacediscalledheadcolumn,c1,andthecolumnthelastnodeinconsecutivegroup
placediscalledtailcolumn,c2,andtheothersarecalledtorsocolumn.Wedividethecomputation
intothreeparts.Wecountthenumberofnodesintheheadrowandfurtherestimatethenumberof
itshorizontalincidentedges.Thesamewayalsoappliedtothetailrowandtorsorow.Afterward,
wecanobtain(n-c1)(n-c1+1)forheadrow,c2(c2-1)fortailrowandn(n-1)(r2-r1-1)fortorsorow.In
addition,wemustcalculatethenumberofverticalincidentedges.Westartbycountingthenumber
ofedgesinthesquareformedbyther1-throwandr2-throw,whichisn(r2-r1)(r2-r1+1).Thenwe
subtractthenumberofedgeswhichconnectwithatleastonenodewhichisnotintheconsecutive
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groupfromn(r2-r1)(r2-r1+1).Nevertheless,whenc1>c2,someedgesconnectedwiththenodes
withinthemiddlepartbetweenc1-thcolumnandc2-thcolumnwillbedouble-subtracted.Onaccount
ofthisreason,ifc1>c2thenweaddthevalue2(c1-c2-1)toit.Last,becauseofthedoublecounting
foreachedge,thevaluederivedaboveshoulddividedby2.

Inlatersection,wewillcomparetheabovetworesultsusingnumericalexperiments.

3. EXPERIMENTAL RESULT

In section3, a seriesof experimentswere conducted toverify the advantagesofourmethod in
comparisonwithtwovariationsofPIKEundergroupdeployed.ThetwovariationsofPIKEinclude
originalPIKE(Chan&Perrig,2005)andsnakePIKEthatwehaveintroducedinsection1.

Sinceingroup-baseddeploymentthesensorsaredeployednonuniformlyintoseveralsubgroup
andthesensorsinthesamesubgrouphavemorechancetocommunicatewitheachother,thismotivate
ustouse“numberofincidentedges”tomeasurethecommunicationefficiency.Infact,thenumberof
incidentedgescorrespondstonumberofkeysharing.Figure3showsthatingroup-baseddeployment
thenumberofedgesobtainedintheproposedschemeismorethanthatinbothvariationsofPIKE.
Ontheotherhand,oncewehavemoreedgesinadeployment,thesensorsinthesamesubgroupare
likelytocommunicatewitheachotherusingthekeysalreadystoredintheirkeyringsratherthan
using intermediarysensor to retransmitmessages,which implyhighercommunicationoverhead.

Figure 3. The comparison between the proposed scheme and two variations of PIKE. In this experiment, the number of sensors 
is 900, the cardinality of a subset of sensors is ranged from 60 to 460.
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Inotherwords,thecommunicationoverheadcanbereduced.Moreover,thenumberofedgesalso
relatedtothesizeofasubgroup.

Figure 4 shows the relationship between communication overhead and the number of keys
embeddedineachsensor.FromSection2.4,weknowthecommunicationoverheadisdeterminedby

thenumberofsensors,thesizeoftargetregion,andthedegreeofeachsensor.Thefreevariablewe
cancontrolhereisthedegreeofeachsensor.Sincetheexpectedcommunicationoverheadofalinkis:

0 521 1.
n
k
+










A

n


hopsaway,werespectivelyadjusttheareasize,thetotalnumberofsensorsandthedifferencebetween
sourcenodeandtargetnodetoobservetherelationbetweenthem.Wefurtherobservethatregardless
ofthesizeofatargetregionincreasingthedegreeofeachsensorcanhavethesameproportional
effectofreducingthecommunicationoverhead.

Figure 4. The representation between the communication overhead and the number of keys embedded in each sensor
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Asweknowatfirst,theresilienceisworsethanoriginalPIKE.However,itstillhassatisfiable
requirement. As shown in our experiment, when the intermediaries is 10, the fraction of total

communicationscompromised isbelow0.5afterapproximately 200
10000

= 2
100

of sensorswere

captured.However,underthiscircumstance,thekeysembeddedineachsensorislessthan1000.

4. CoNCLUSIoN AND FUTURE woRKS

Inthispaper,weillustrateakeymanagementscheme,calledCSP,anddiscussitsproperties.Now
wecomparethetwoprotocolwithPIKE(Chan&Perrig,2005).Inthefollowing,weassumethe
totalnumberofsensorsben.InPIKE(Chan&Perrig,2005),eachnodecontains2( n −1 )keys,
andtotalnumberofkeysthatthisschemeneedsisn( n −1 ).Inworstcase,alinkinPIKE(Chan
&Perrig,2005)mayneedoneintermediary.InCSP,thenumberofkeyscontainedineachnode,the

totalnumberofkeysinthenetwork,andthemostintermediariesofeachlinkneedsisk,nk,and n
k
�.

Thetotalnumberofkeysandmaximalnumberintermediariesshouldbekeptsmallertosavethecost
andgetbettersecureproperties.SowecalculatetheproductPA,asameasuretoidentifythebalance
betweenstorageandcommunicationoverhead,whichisthetotalnumberofkeystimesthemaximal
numberofintermediariesforaspecifiedschemeA.Bytheabovediscussion,thevalueofPAshould

beassmallaspossible.PPIKEisequalton n −( )1 ,PCSP=n2 .CSPisasuitableprotocolforgroup-

baseddeployment.
Inthispaper,wedonotconsiderthepropertiesabouttransmissionrangeofeachnode.However,

inrealmodel,iftwosensorswanttobuildasecurelink,theymustsatisfytherestrictionsonboththe
transmissionrangeandsharingatleastonecommonkey.So,weshouldcombinethistworequirements
simultaneouslyinthefuture.
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