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ABSTRACT

Unmanned aerial vehicles (drones) have gained increased popularity as their innovative uses continue
to expand across various fields. Despite their numerous beneficial uses, drones have unfortunately
been misused, through many reported cases, to launch illegal and sometimes criminal activities that
pose direct threats to individuals, organizations, public safety and national security. These threats have
recently led law enforcement agencies and digital forensic investigators to pay special attention to
the forensic aspects of drones. This important research topic, however, remains underexplored. This
study aims to further explore drone forensics in terms of challenges, forensic investigation procedures
and experimental results through a forensic investigation study performed on a Parrot AR drone 2.0.
In this study, the authors present new insights on drone forensics in terms of forensic approaches,
access to drone’s digital containers and the retrieval of key information that can assist digital forensic
investigators establish ownership, recuperate flight data and gain access to media files.

KEYWORDS

Drone, Drone Forensics, Forensic Investigation, UAV, Unmanned Aerial Vehicle, Unmanned Aerial System

INTRODUCTION

Unmanned aerial vehicle (UAV a.k.a. drone) is a remotely controlled aircraft. It is capable of capturing
images and video sequences of a targeted region and transferring them to a remote server for storage
and further processing. The server can be co-located with the Ground Control Station (GCS) or it
can be housed in a secured cloud environment. A drone is usually controlled by a handheld device
such as a radio controller, a mobile phone or a tablet (Singh, 2015).

The past few years have witnessed a steady proliferation of drones across a wide spectrum
of applications including recreational, commercial, educational, law enforcement, and national
security uses. Business Insider (BI) Intelligence expects sales of drones to surpass $12 billion in the
U.S. by 2021 (Camhi, 2016). Today, drone technology is no longer confined to high-end military
and meteorological uses. In fact, small UAV toys, which are capable of capturing live videos and
images, can be purchased today for few hundred dollars from various toy retailers (Hyde, 2014). In
the consumer market, major players like 3D Robotics, Parrot and DJI are constantly expanding the
usefulness of their UAV product lines with new features, better performance and energy efficiency,
as well as smaller size, reduced weight and enhanced usability.
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Recent advances in embedded systems, nanotechnologies, sensor technologies, image processing
and navigation systems have given rise to a new breed of affordable UAVs with powerful information
collection, storage and processing capabilities. The UAV hobby community is also booming and
various online blogs and forums have been established to support customized usage of drones.

The Intelligence, Surveillance, and Reconnaissance (ISR) features of UAVs have enabled a myriad
of new applications and uses of these devices that go beyond the recreational uses (Ravich, 2015).
In fact, when equipped with sophisticated algorithms for information acquisition and processing,
UAVs can retrieve a rich set of information footages including high resolution images and videos,
thermal images, and accurate 3D topographical maps, among many others. Accordingly, UAVs have
been used in various tasks such as film making, ecosystem monitoring, precision irrigation, parcel
delivery, border patrolling, crowd monitoring in major events and identification of hazardous material.
Added to this, they have been implemented in search-and-rescue operations, damage assessment and
cetera (Singh, 2015).

Unfortunately, UAVs can as well be used to launch illegal actions, including voyeurism, invasion
of the privacy of citizens and sensitive places, smuggling of contraband items, spying on individuals
or other nation states. This usage may include also espionage on companies and government entities,
and the unauthorized launching of aerial missile attacks. In the recent past, drones have also been
caught in unintended violation of no-fly zones. Today, there is a growing fear that they might be used
by terrorists to perpetrate panic or cause other damages (Elands et.al, 2016).

The past few months have witnessed an increasing number of reported “illegal” usages of drones,
including commercial usages that violate FA A regulations, unlawful surveillance and drug smuggling,
among many others. Thiobane (2015) argued that drones are targeted by criminals for their payload
value, and their capabilities to launch data breach and cyber-attacks. For instance, on October 2015,
a Tulsa man was accused of using a drone to smuggle contraband items to an Oklahoma State
Penitentiary inmate with Tulsa gang ties (Pickard, 2016). On July 2015, the Pakistan army claimed
that digital forensic tests on a Quadcopter it downed along the line of control (LoC) revealed that the
device originated from India. TV media have also reported drones’ violation of restricted airspace
around nuclear submarine site and air navigation orders at major sporting events, and the catching
of abandoned UAVs at the White House lawn (Kovar, 2015). Many other drone-related incidents
have been reported in the press, including the usage of drones to smuggle drugs over the US/Mexico
border, and the flying of drones over restricted and controlled airspaces such as the airports. The
potential criminal usage of drones will be further amplified as these devices continue to evolve with
a new breed of embedded devices and capabilities.

Drones have the capability to relay video imaging, launch cyber-attacks, jam, hack or spoof the
wireless communication links of surveillance, public safety and security devices (Hyde, 2014; Elands
et.al, 2016). For example, Paganini (2014) reported that the Snoopy application, running on a drone,
can detect the presence of a nearby mobile phone and tricks its owner that s/he is connecting to a
trusted access point, which can potentially lead to identity theft attacks. Drones are also vulnerable
to cyber security attacks (e.g., jamming, spoofing, hacking, and eavesdropping) that can lead to
hijacking, theft of collected information, and loss of control (Elands et.al, 2016).

The illegitimate uses of drones led many law makers, civil groups, law enforcement agencies,
aviation regulators, and governments express their deep concern over the potential unlawful and
criminal usages of these devices. This concern is further amplified by the fact that UAVs are accessible
to almost anybody at any location at every price point and at any time (Ravich, 2015). The past few
years have witnessed a rapid growth in the number of startup companies with innovative technologies
and applications for drone usage and many people are becoming skeptical about the future landscape
of drone usage (Elands et.al, 2016). When not properly controlled, or when operated during bad
weather conditions, drones have been involved in many incidents involving collisions with manned
aircrafts and damages to aircrafts’ engines (Elands et.al, 2016). A malfunctioning drone can crash
over persons and properties on the ground, resulting in potential physical damages and injuries.
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In the U.S, the Federal Aviation Administration (FAA) bans the flying of private, civil (non-
governmental) and commercial UAVs, unless it is pre-approved either through a Special Airworthiness
Certificates — Experimental Category (SAC-EC) for civil aircraft for the purpose of R&D, crew
training, and market surveys. It can also be approved in advance via petitions to the FAA for exemption
under restricted category or for commercial use in low-risk controlled environment.

The potential misuse of drones to launch illegal or criminal activities led forensic analysts to
pay special attention to the forensic aspects of these devices. In fact, a captured or abandoned UAV
(or its remains) can reveal a rich set of uncompromised digital evidence that can be used to support
civil and criminal lawsuits.

Drone Forensics can be viewed as a subset of Mobile and Wireless Forensics which belongs to
the wider category of Digital Forensics (Singh, 2015). Traditionally, digital forensics has focused
on extracting evidences from conventional computing devices such as mobile phones, computers,
tablets, or digital cameras because the pervasive usage of these devices makes them more likely to be
used by criminals (Hyde, 2014). However, as explained in the next section, the unique combination
of a drone’s hardware artifacts and software containers makes drone forensics a big challenge. New
investigation frameworks and tools are now required for both forensic investigators and digital forensic
researchers to facilitate the forensic investigation of UAVs. However, literature reveals that research
on drone forensics is still in a premature stage reflected by the lack of in-depth understanding of drone
forensics challenges, and the scarcity of sound drone forensics investigation procedures and results.

The objectives of this contribution are threefold: (1) draw the attention of researchers to the key
challenges of drone forensics, and seek a better understanding of some of these challenges through
a case-study related to the Parrot AR drone 2.0, (2) present a drone forensic investigation procedure
that can guide future research and (3) provide new results on drone forensics including the ability
to access the file system from FTP or serial connections as well as the retrieval of the controller’s
Android ID that can be used to establish ownership.

The remaining of this paper is organized as follows: In Section 2, we present a literature review
and highlight the contribution of this study. In Section 3, we discuss key challenges in drone forensics.
Section 4 presents our research methodology. In Section 5, we present some experimental results
on the forensic analysis of Parrot AR 2.0 drone. Finally, in Section 6, we provide a summary of the
main findings of this study and some recommendations for future research.

LITERATURE REVIEW AND RESEARCH CONTRIBUTIONS

The recent influx of small-scale digital devices such as smart TVs, smart toys, GPS, gaming consoles,
and drones in the market has increased the risks of misusing these devices to launch illegitimate and
criminal activities. Therefore, investigating these devices for forensic relevance has become imperative.
The literature review indicates that very few studies have been conducted on forensic investigation
of gaming consoles (Khanji et al., 2016), smart toys (Rafferty et al., 2017), smart TVs (Hung et al.,
2016), and smart meters (Hasan et al., 2018); and drones are not an exception. To date, drone forensics
remains an unfamiliar subject to many law enforcement agencies and digital forensic investigators.

Peacock & Johnston (2013) performed a series of experiments to test some security vulnerabilities
of the Parrot AR drone 2.0. They found that the drone had some open ports (enabled by default) that
could be accessed by a third party. Their study also revealed that the Parrot could be de-authenticated,
thus suggesting that the control can be hijacked by an unauthorized device.

Among the most notable earlier research contributions on drone forensics is the study of Horsman
(2016) which was based on the Parrot Bebop drone. The author presented an introductory discussion
on UAV forensic analysis and highlighted various challenges associated with drone forensics analysis.
Recently, Clark et al. (2017) presented some preliminary results of a forensic analysis on the DJI
Phantom III drone with a particular focus on analyzing the proprietary files structures stored by
this particular drone. The authors proposed a tool to parse the proprietary DAT files format of the
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Phantom III. By correlating data extracted from the mobile device and the drone, the authors were
also able to link the user to a particular drone. This, of course, assumes that both the drone and the
controller are available.

This study aims to enhance our understanding of drone forensics by drawing the attention of
forensic investigators and researchers to the peculiar challenges associated with this research field.
Our study suggests that drone forensics can be integrated into the broader digital forensic discipline to
the same degree as other computing devices. Put differently, our research suggests that, in principle,
the same standard forensic investigation procedures and workflows that apply to information retrieval
from computers, cameras, mobile devices, smart TVs, or gaming consoles can be adapted to drone
forensics. We present a drone forensic investigation procedure and provide some new results of a
forensic investigation on a Parrot AR drone 2.0 that address some of the important issues raised
by Horsman (2016). It should be noted that our work is limited to the Parrot AR drone 2.0 and, as
highlighted by Clark et al. (2017), trying to develop a generic approach to forensically analyze all
types of drones available on the market is an intricate and an exhausting endeavor.

CHALLENGES OF DRONE FORENSICS

Performing a thorough forensic analysis on drones can be a daunting challenge for digital forensic
investigators for the following main reasons:

e  The components of a small unmanned aerial system (sSUAS) (e.g., drone, radio controller, server)
which constitute the physical evidences can be potentially scattered in various locations. Further,
establishing a sound forensic association between a seized drone and the associated radio controller
to ascertain ownership can be challenging (Horsman, 2016).

e The versatility of the digital containers embedded in a typical UAV aircraft makes it difficult for
the digital forensic analyst to rely on a single forensic tool to extract all the information needed
for the forensic investigation.

e Performing a forensic imaging of the on-board UAV camera, without jeopardizing its integrity,
may not be straightforward in most cases. Many drones provide USB connections that do not
allow direct access to the physical disk for forensic imaging (Horsman, 2016). This forces
forensic investigators to rely on wireless connections to perform forensic imaging remotely
(over a network).

e Some embedded data storage containers (such as the recorded flight data residing in the flight
controller chip) can be concealed or access-protected, making it difficult for the investigator to
plug in a forensic device and extract the digitized evidence. In addition, as reported in (Horsman,
2016), potential access restrictions can prevent the operating system files and content from being
included in the forensic image, forcing the forensic investigators to establish a Telnet session
with the UAV and to issue standard commands to browse system folders and configuration files.

e Asingle UAV aircraft can host more than five different types of file systems. This increases the
chance that some of these files would not be supported by existing commercial forensic tools
(Kovar, 2015).

e The on-board drone’s software, hardware and firmware have not been standardized yet and
may vary from manufacturer to manufacturer. For instance, to date there is no defacto standard
protocol for flight controllers, nor a standard format for representing flight data. Some vendors
rely on proprietary solutions which further complicates the forensic analysis. Users can enhance
the functionality of a drone by embedding additional components or by modifying the device
using software development kits (SDKs) that are provided by most drone manufacturers.

e  Access to the flight data through the on-board flight controller chip often requires explicit owner
permission via the remote control, while the remote control would most likely be unavailable for
forensic investigators. Further, the flight data, extracted from the flight controller chip is usually

38



International Journal of Digital Crime and Forensics
Volume 12 « Issue 1 « January-March 2020

encrypted. Hence the absence of the remote control adds further complexity to the forensic
investigation (Elands et al., 2015).

e Similar to other small-scale digital devices, drones rely heavily on volatile memory and the

flight data stored therein will vanish if the battery drains out. Further, some sensor data can be
programmed to be uploaded to a secure server hosted in a private or public cloud or be posted
on file sharing or social networking sites.
Not all commercial drones have flight controllers that are equipped with data logging capabilities.
When the controller is not seized with the drone, it might not be possible to ascertain ownership
of the drone (i.e., pairing between the seized drone and the controller) based on a forensic analysis
of the drone’s digital content (Horsman, 2016)

e A suspect can use the controller to remotely delete media files from the drone or perform a
complete factory rest, which can jeopardize the forensic investigation (Horsman, 2016).

e  GPS information stored in the drone includes the GPS location of the handset controller and
the GPS information relating to the drone’s flight path. Both forms of GPS information can be
tampered using GPS spoofing application, or blocked from being recorded, thus hiding the true
drone’s flight path or the location of the handset during the flight (Horsman, 2016).

Among the challenges that this contribution aims to address are the assertion of drone’s ownership
based on the extracted digital content and the intricate task of accessing the file system (which is
performed in our case via FTP and serial connections).

Among the drone forensics challenges that this contribution aims to address are:

e Intricate task of accessing the file system (which, in our case, is performed via FTP and serial
connections)
e Assertion of drone’s ownership based on the extracted digital content

RESEARCH METHODOLOGY

As afirst step towards developing sound forensic methodologies and workflows, forensic investigators
and researchers need to know on where to look for key pieces of both physical and digital evidence.
For this purpose, it is important to note that a typical SUAS consists of the following key components
which can be scattered in geographically-dispersed locations:

e The drone: contains radio transceiver module, CPU, internal flash memory, flight controller chip
(with possible data logging capabilities), multiple sensors (e.g., optical image sensors, inertial
(gyro-meters and accelerometers) sensors, velocity sensors, magnetometers, GPS sensors, etc.),
compass, batteries, collision avoidance detectors, spectrometers and spectrophotometers, wireless
router, optional mounted camera, removable SD card, engines, QR code, Serial and model
numbers, optional small solar panels, and carried payload, among others.

The Battery charging system.

A radio controller or typically a smartphone (with a dedicated flight navigation application)
acting as a remote controller. Some advanced drones can be controlled with First Person View
(FPV) terminals or video goggles for telepresence.

An optional Wi-Fi range extender.

An optional laptop that might be used to configure other components.

A server present at the ground level or in a remote cloud environment, where the captured data
can be transferred and stored.

Each of the above components can be used as physical evidence during a forensic investigation.
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This study is limited to performing forensic investigation on a specific drone, namely the Parrot
AR Drone 2.0 with the main objective of extracting as much forensically relevant information as
possible to support the investigation process. Based on the six cardinal points of investigation (SW
+1H), drone forensics aims to address the following questions:

What happened? (nature of the offense)

Where did it happen? (place or location of the offense)

When did it happen? (time and date)

Who was involved? (owner of the drone)

Why did it happen? (reason or motive of the offense)

How did it happen? (manner, methods and devices used in the offense)

To address these questions, the investigator needs to extract forensic data related to drone
ownership (controller’s ID, serial number, Android ID, etc.), path flight history (including location
from where the drone was launched, flight attitudes, speed, flight-time and distance traveled), onboard
sensors that have been activated, photographs and video recordings, log files, system files, and
timestamps, among many others. The goal of the forensic investigation is to validate the requirements
of a digital non-repudiation by corroborating the drone’s ownership with the evidence of deliberate
usage. Forensic investigation on other physical components, including the radio controller and the
ground control server, is outside the scope of this paper.

Our drone forensics investigation approach is based on the principle that drone forensics
(especially logical acquisition) can be viewed as the consolidation of file carving and forensic analysis,
performed on the key discrete digital containers of the drone. They include:

Embedded OS and associated file systems and firmware,

Digital camera image files and associated thumbnails or EXIF optical sensor metadata,
Digital camera video files,

Telemetry information,

Flight path data based on flight controller chip information and GPS coordinates.

The research methodology of this study is inspired by the general guidelines for forensically
examining artifacts as outlined by NIST Special Publication 800-86 (Kent et al., 2006) and it consists
of three main steps:

Step 1: Access with caution the UAV aircraft and ensure that it is powered off to prevent remote
tempering of the data. Consider traditional forensic investigation techniques to establish ownership,
based on fingerprint and DNA techniques. Ensure that these evidences are preserved throughout the
investigation.

Step 2:  Access and document the various artifacts and digital containers, including those stored
in the removable SD card. Physical evidences can include the drone’s manufacturer, Serial/model
number, MAC address, payload, and QR code, among others. Caution must be exerted to ensure
the integrity of the digital forensic evidence and hence ensure that the onboard data extracted is
forensically validated.

Step 3: Analyze the various artifacts and digital containers to recover evidence: Firmware, thumbnail
images and EXIF metadata, Linux file systems, registry settings, active/hidden files, and mount files.

To accomplish the aforementioned steps, we followed a six-phase approach which is depicted
in Figure 1.

This approach was inspired from the digital forensic investigation literature including the work
of Hoog (2011), Sivakumaran (2014) and the survey paper of Yunus et al. (2011).
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Figure 1. Methodology
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Phase One: Perform a factory reset on the drone and its controller (the Android smartphone in our
case) to clear up configuration settings and old data such as past flight data and video cache
from NVRAM.

Phase Two: Install the AR.Freelight application on smartphone and create some simulated flight
scenarios that include image captures and video recordings.

Phase Three: Switch off the drone and use the disk dump (dd) utility to dump the entire disk to an
image file. Extract embedded digital evidence that includes flight data, EXIF data in recorded
media files and ownership data etc.

Phase Four: Use Exiftool to analyze metadata on JPEG and MP4 files. Analyze the userbox file which
is created each time a flight session is established with the Parrot AR drone 2.0. The userbox file
contains both configuration details (e.g. firmware version, serial number, total flight time, flight
settings) as well as navigation data (e.g. drone status, attitude, speed, sensor data, battery level,
GPS details). Analyze additional artifacts and digital containers such as Linux file system, registry
settings, path flight logs, and hidden files. Aggregate and correlate the collected evidences to
reconstruct events or actions in order to generate initial hypotheses and provide facts.

Phase Five: Conduct experiments to approve or disprove the hypotheses. If the test results do not
support some hypotheses, then revise them and perform further tests.

Phase Six: Provide the key findings of the forensic investigation, along with the associated levels
of confidence. Further, provide a detailed description of the steps conducted throughout the
investigation and document all the information related to the acquisition and the analysis phases.
This allows other examiners to understand what has been done and to access the outcomes
independently in order to confirm or disprove alibis and provided claims.

CASE STUDY: THE PARROT AR DRONE 2.0

To gain a better understanding of drone forensics, we present in this section the details of a forensic
investigation study performed on a Parrot AR drone Power Edition version 2.0 (Figure 2).

The Parrot AR Drone 2.0 (hereafter referred to as the “Parrot AR”) is a remote-controlled
quadcopter from the French company Parrot SA. The connection to the drone is typically established
using its wireless router, which consists of a wireless 802.11 chipset. The Parrot AR can be controlled
using smartphones or tablets, running iOS (Freelight application) or Android (AR Freelight) operating
systems. Once the connection between the smartphone and the Parrot AR is established, the two
devices are automatically paired. The Parrot AR is equipped with a high definition frontal and a
vertical camera that provide full-range coverage.
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Figure 2. The Parrot AR drone power edition 2.0

The Parrot AR is based on a Linux operating system running kernel version 2.6.32 (BusyBox). It
features a 1 GHz 32-bit ARM cortex A8 processor with 1 Gbit DDR2 RAM at 200 MHz. The Parrot
AR is equipped with a flight recorder that uses a plug-and-play USB connection with 4GB of built-
internal flash memory to store videos and flight data, as shown in Figure 3. The flight recorder can
geo-locate and keep track of the position of the Parrot AR with its GPS module.

We have first restored the Parrot AR to its default settings and conducted various flight sessions,
each associated with image and video captures. The goal of our investigation was to recover as much
data as possible, including the drone’s path flight history and the media (images and videos) captured
by the camera. We also aimed to explore ways of extracting the controller’s ID to determine the
ownership of the confiscated drone, as opposed to establishing pairing with the remote controller,
reported previously in (Horsman, 2016). This is a relevant research objective given that the controller
might not be available for the forensic investigators. We also aim to shed lights on some hurdles along
the path of the drone’s digital forensic investigation and showcase how to circumvent them.

Data Acquisition Phase

For the purpose of data acquisition, we have explored four access methods: Wireless connection via
FTP or Telnet and direct connection via USB port or serial (UART) port connections.

Connecting to the Parrot AR and Acquiring Data Using a Wireless Connection

When powered up, the Parrot AR automatically boots up and becomes ready for use within seconds.
It checks the motors and set up an unencrypted Wi-Fi hotspot named ardrone2_ followed by a 6-digits
random number. In our case, the Wi-Fi hotspot is named ardrone2_011053. The Parrot uses Wi-Fi
protocol to pair with its controller. By default, the connection is not password-protected.

After connecting to the Wi-Fi hotspot, a port scan using the Nmap tool on the drones IP has
been performed as illustrated in Figure 4. As may be seen, the Parrot AR maintains an IP address of
192.168.1.1. The address 192.168.1.2 is the IP address of the investigation workstation (Kali Linux).

At this stage, the investigator has two options to access the content of the drone, namely a
connection via a Telnet or via an FTP session, as shown in Figure 5.

Telnet Access

A Telnet session initiated to 192.168.1.1 connects directly to the Parrot AR and leads to a root
shell. The root account is not password-protected which gives direct access to the entire Operating
System and system files as shown in Figure 6. Using the “netstar’” command, we were able to display
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Figure 3. Flight recorder of the Parrot AR drone 2.0

Figure 4. Port scan using Nmap
oot@kali:~# nmap -w -sn 192.168.1.0/24

btarting Nmap 6.46 ( http://nmap.org ) at 2016-11-03 00:38 EDT
map scan report for 192.168.1.1

lost is up (0.0030s latency).

AC Address: 90:03:87:38:FA:48 {Pdgndt) ']

map scan report for 192.168.1.R\/ n \l S

fost is up (0.00028s latency).

AC Address: 00:23:14:5F:95:08 (Intel Corporate)

map scan report for 192.168.1.65

ost is up.

map done: 256 IP addresses (3 hosts up) scanned in 30.15 seconds
t@kali:~#

information about the state of the available network connections, which provides additional insights
into other available ports on the Parrot AR. Table 1 provides a brief description of the main services
offered by each defined port on the Parrot AR.

Once a Telnet session is established, issuing the fdisk-l command reveals the partition /dev/sda
mounted, approximately 4 GB in size. Issuing the “dd” command on this partition, we were able to
copy the content of the 4GB partition into an external USB device connected to the USB port of the
flash memory (/dev/sdb). By doing so, we were able to access the full content of the “/data/video/
usb” folder, which contains the media files.
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Figure 5. Open ports on the Parrot AR Drone

root@kali:~¥ nmap -pl-65535 192.168.1.1

Starting Nmap 6.46 ( http://nmap.org ) at 2016-11-03 00:54 EDI
Nmap scan report for 192.168.1.1

Host is up (0.61l1ls latency).

Not shown: 65528 closed ports

PORT STATE SERVICE

21/tcp open ftp

23/tcp open telnet

5551/tcp open unknown

5553/tcp open sgi-eventmond ~7?7f7\[1ﬁ[} []](TFT{J
5555/tcp open freeciv LA A ALA LILN
5557/tcp open farenet

5559/tcp open unknown

MAC Address: 90:03:B7:38:FA:4E (Parrot)

Nmap done: 1 IP address (1 host up) scanned in 40.49 seconds

FTP Access

As illustrated in Figure 7, the connection to the FTP service is not password protected, allowing
anonymous ftp access to the /data/video/ subdirectory. Additionally, as illustrated in Figure 8, we
were able to modify the file /etc/inetd.conf that defines the FTP daemon instances to authorize access
to all directories that are available when connecting directly to the Parrot AR file system. Recall
that the /etc/inetd.conf file is the default configuration file for the inetd daemon. This file enables to
specify the daemons to start by default and supply the arguments that correspond to the desired style
of functioning for each daemon. In our case, this was achieved by adding a master FTP daemon (21
stream tcp nowait root ftpd ftpd —w /) instance. Through this workaround, it was possible to access
the system files and onboard resident data from an FTP connection. This is a new finding compared
to the previous work reported by Horsman (2016), whereby FTP connection was reported to only
provide access to media files.

Connecting to the Parrot AR and Acquiring Data Using a Direct Connection

In some cases, establishing a wireless connection to the Parrot AR may not be possible. In this
situation, direct access is needed to retrieve some evidential information. This can be accomplished
through a direct USB connection or via a serial connection, as further described below.

Accessing the Parrot AR and Acquiring Data Using a USB Connection

We connected directly to the Parrot AR via its USB port; the USB thumb drive is auto-mounted to /
data/video/usb/ as shown in Figure 9.

This method allows direct access to the connected USB device which contains the Parrot AR
Media folder. This Media folder contains pictures and videos stored on the Parrot’s internal storage.
Unfortunately, USB connection does not allow direct access to the physical disk for forensic imaging
purposes. To circumvent this limitation, we explored other direct connection methods that would
enable us to conduct forensic imaging and collect further forensic evidences.
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Figure 6. List of system files of the Parrot using Telnet
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Table 1. Parrot AR port descriptions

Port Service
21 (TCP) FTP Server
23 (TCP) Telnet Server
67 (UDP) DHCP server to assign IP addresses to connected devices and communicate with dhcpv4
clients
5551 (TCP) FTP access to retrieve drone’s version and update firmware
5552 Authentication port
5553 (TCP) VIDEO port: Used to transmit H264-720p frames when the application is recording
5554 (UDP) NAVDATA port: Used to send navigation (telemetry) data to clients
5555(TCP) VIDEO port: Used to send live video streams
5556 (TCP) (UDP) AT-port: Used to send AT control commands to the drone
5557(TCP) RAW capture port
5559 (TCP) CONTROL port: used to transfer critical configuration data

Accessing the Parrot AR and Acquiring Data Using Serial Console Connection

Using the experimental setup depicted in Figure 10, we were able to establish a serial console
connection to the Parrot AR by using a CP210 USB-to-TTL converter and some additional wires.
Compared to a direct USB connection, the serial connection has the advantage of enabling the
forensic investigator to gain access not only to the media files but also to the UAV’s system files and
onboard data. In fact, using a text-based serial port communications program (e.g., Tera Term), we were
able to connect to the serial port of the Parrot AR and access its system files, as shown in Figure 11.
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Figure 7. FTP connection to the Parrot

root@kali:~# ftp 192.168.1.1 21
Connected to 192.168.1
28 Operation successful
Name (192.168.1.1:ro0t): root
30 Operation successful
Remote system type is UNIX.
Using binary mode to transfer fi
ftp> s
88 Operation successful
158 Directory listing R B\ L B B L BT
drwx r-xr-x 40 AL AN 5336 PDan || POEGY boxes
rW-r--r 18 48186 Jan 1 00:080 police-notice.hinl .gz
L rwix rwx rwx 180 4 Jan-"1"60:00 usb" -> usbl
rwWXr-Xr-x 20 166 Jan 1 G0:80 usbB
[drwxr-xr-x 28 168 Jan 2080 usbl
26 Operation successful

Y/

Figure 8. Content of ‘/etc/inet.conf’ folder

File Edit View Search Terminal Help

21 stream tcp nowait root ftpd ftpd -w /data/video
5551 stream tcp nowait root ftpd ftpd -w /update

Figure 9. Structure of ‘/datalvideo’ folder

cd /data/video/ \Ji HITVWL [

data/video/boxes/ /data/video/usb/ /data/v;deo/usée /data/video/usbl/
cd /data/video/

s
oxes usb usbl
olice-notice.html.gz usbO

The Analysis Phase

The various activities performed during the acquisition phase have enabled the collection of significant
forensic data. These latter require deeper analysis in order to explore its usefulness as forensic evidence
in a court of law.
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Figure 10. USB to TTL connector using CP210 Bridge

Figure 11. Accessing the Parrot AR system files

| # COMIS - Tera Term VT Lo B |3 ]

File Edit Setup Control Window Help

BusyBox v1.14.0 () built-in shell (ash)
Enter "help’ for 3 list of built-in conmands.

root 568 o 1970 bin

root Jan 1 00:00 data
root 3 Jan 1 00:00 dev

root 256 J 1 1970 etc

root 64 Jan 1 00:01 fadoru
root Jan 1 00:00 finmare
root 1970 home
root 1970 lib

root 1970 licenses
root 1970 mt

root 1970 proc
root 1970 root
root 1970 sbin
root 1970 sys

root a Jan 1 00:00 tp

root 232 Jan 1 00:00 update
root 544 Jan 1 1970 usr

root 32 Jan 1 1970 var

1
1
1
1
1
1
1
1
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Establishing Flight Path Data

Among the main objectives of a drone forensic analysis is the extraction of its flight path history
which allows the investigator to reconstruct the drone flight path and prove whether or not it was
flying over a restricted area or no-fly zone.

As illustrated in Figure 12, the flight path history is stored under the “/data/video/” folder. More
precisely, each time a flight session is established with the Parrot AR, a userbox file is created under the
corresponding flight subdirectory. A userbox file is a binary file that has the following structure: /data/
video/boxes/flight_YYYYMMDD_hhmmss/userbox_<timestamp> where <timestamp> represents
the time since the Drone AR booted. This file (shown in Figure 13) contains both configuration
details (e.g., firmware version, serial number, total flight time, flight settings) as well as navigation
data (e.g., drone status, attitude, speed, sensor data, battery level, GPS details).

It is worth mentioning that for each flight session, the flight path data can be recovered from the
mobile controller running (in our case) the AR.FreeFlight application, as long as the app does not
connect to and upload this flight data onto the “AR Academy”. In this case, for each flight session,
the userbox file will also be stored in the subfolder flight_yyyymmdd_hhmmss under the Documents
folder of AR. FreeFlight app. Each folder’s naming convention reflects the date and time of the flight.
To gain meaningful insights into the content of the userbox file, we used Darklo’s Ruby script that
takes a userbox file produced by Parrot AR and outputs a GPX file that can be opened by Google
Earth application. A GPX file is an open GPS exchange format that is an XML schema designed
as a common GPS data format for software applications. It can be used to describe GPS waypoints,
tracks and routes.

In our experimental study, we carried out some sample flights as illustrated in Figure 14.

In addition, as highlighted in Figure 15, we were able to exfiltrate waypoints information for
the flight path.

The content of the GPX file, shown in Figure 16, reveals useful forensic evidences which include:

Name of the flight

Track Segment which holds a list of Track points that are logically connected in order to represent
a single GPS track: the path flight

Latitude and longitude for the Parrot AR home point

Flight-time

Parrot AR’s elevation

Accessing the Parrot AR Media Files

When the Parrot AR takes pictures, it saves them as JPEG images in its internal flash memory,
named: /data/video/boxes/tmp_flight YYYYMMDD_hhmmss/picture_ Y YMMDD_hhmmss.jpg, as
previously illustrated in Figure 12. The flight directory is then downloaded via FTP on the Academy
folder.

The flight recorder of the Parrot AR stores flight videos in its external flash memory as MP4
files (Figure 12) named /data/video/usb/media_YYY YMMDD_hhmmss /video_Y YMMDD_hhmmss.
mp4. These video files can also be retrieved from the control device. We investigated the files created
for significant Exchangeable Image File format (EXIF) data and Time stamps. Given the fact that
the Parrot AR is able to obtain a GPS lock, the camera will store latitude and longitude coordinates.
On the other hand, if the drone is unable to lock to the GPS signal, the EXIF data does not contain
GPS attributes.

In our case, we used the Exiftool utility to retrieve the EXIF data as illustrated in Figure 17.
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Figure 12. Structure of “/datalvideo/” folder

/data/video

Boxes Police-notice.html.gz

flight_yyyymmdd_hhmmss media_YYYYMMDD_hhmmss

mp4

Identifying the Controller’s ID and Establishing Ownership

Identifying the owner of a confiscated UAV based on information extracted solely from the drone
was found to be an unviable task. Earlier research (Horsman, 2016) reported that searches within the
Parrot Bebop UAV memory partition and operating system partitions did not reveal any information
about the controller’s ID (e.g., MAC address, serial number, IMEI number, MSISD number). However,
when both the UAV and its controller are seized, it was possible to match the UAV Serial Numbers
(SNis) found on both the UAV and its controller’s handset to establish pairing between them and prove
ownership (Horsman, 2016). In the case of the DJI Phantom III drone, Clark et.al (2017) demonstrated
that when both the drone and the controlling mobile device are seized, it was possible to correlate
extracted data and hence link the user to a specific device on the basis of the extracted metadata.

In our case, the pairing connection was easy to establish as the SN of the Parrot AR is readily
accessible from the /factory/serial.txt file or the SN could be found on the body of the Parrot AR as
shown in Figure 18.
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Figure 13. Userbox file content
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00000100 75 70 70 6c 69 €5 72 00 67 €5 6e €5 72 61 6c St upplier.general
00000110 6d 6L 74 6f 72 33 5f£ 73 €f €6 74 00 &7 &5 ée 65 motor3_soft.gene
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The Serial Number information also appears on the smartphone (e.g., under the /storage/
emulated/0/Android/data/com.parrot.freelight/cache directory). These two pieces of information can
be used to establish pairing of the UAV with its controller.

We have explored other means to establish ownership. As illustrated in Figure 19, all identified
application settings are stored in /data/custom.config/ folder, under subfolders applis, profiles and
sessions, written as follows: config.<id>.ini. The last element of the config.ini file displays the profile
description. This description is set as [“.”.”build manufacturer (model)”: Android ID].

In Figure 19, the profile description shows [.Samsung_SM_G935F:ee8840cd20342521], where:

Samsung_SM_G935F specifies the brand name and version of the controller.

ee8840cd20342521 is the Android ID which is a unique device identification number. This is a
random alphanumeric identification code string that is generated during the first boot of the device.
Itis used to uniquely identify users, for the purpose of market downloads of gaming applications.

The Android ID, which is a unique ID to each device, can be used by legal authorities to identify
the mobile device and eventually its owner. This finding adds to the earlier contribution reported by
Horsman (2016) by suggesting that it would be possible to retrieve information about the controller’s
ID and eventually prove ownership of a captured Parrot AR drone based on its resident information.
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Figure 14. Flight path carried on the Parrot AR
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CONCLUSION

This study highlights key challenges in drone forensics and presents the results of a forensic analysis
performed on a Parrot AR drone 2.0. Our analysis adds new insights to the existing body of knowledge
on drone forensics. They include the ability to access the file system from FTP or serial connections as
well as the retrieval of the controller’s Android ID that can be used to establish ownership. While this
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Figure 16. The content of userbox.gpx file

[ ¢ )

root@hana-ThinkPad-W530:~# cat userbox_1494693335.gpx

?2xml version="1.0"2>

apx
version="1.1" creator="userbox_to_gpx.rb"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns="http://www.topografix.com/GPX/1/1"
xsi:schemaLocation="http://www.topografix.com/GPX/1/1 http://www.topografix.

name>flight_20170513_163535</name>

trkseg>

trkpt 1lat="36.846525" lon="11.100932"><ele>25.49</ele><time>2017-05-
.000Z</time><sat>6</sat><hdop>1.6</hdop></trkpt>

trkpt lat="36.84§ lon="11.100933"><ele>25.69</ele><time>2017-05-
.000Z</time><sat>6</sat><hdop>1.6</hdop></trkpt>

trkpt lat="36.846521" lon="11.100931"><ele>25.66</ele><time>2017-05-
.000Z</time><sat>6</sat><hdop>1.6</hdop></trkpt>

trkpt lat="36.846520" lon="11.100928"><ele>25.57</ele><time>2017-05-
.186Z</time><sat>6</sat><hdop>1.6</hdop></trkpt>

trkpt lat="36.846518" lon="11.100928"><ele>25.88</ele><time>2017-05-
.197Z</time><sat>6</sat><hdop>1.6</hdop></trkpt>

trkpt 1lat="36.846514" lon="11.100927"><ele>25.94</ele><time>2017-05-
.203Z</time><sat>6</sat><hdop>1.6</hdop></trkpt>

trkpt lat="36.846513" lon="11.100925"><ele>25.92</ele><time>2017-05-

contribution asserts the commonalities between drone forensics and other computing device forensics,
it also highlights some peculiarities and unique challenges of performing forensic investigation on
drones. It is worth mentioning that this study is focused on Parrot AR drone 2.0. This work can be
extended to carry further forensic analysis on the Parrot AR and its controller, as well as on other
UAVs in order to infer analogies and dissimilarities. Moreover, the JTAG and chip-off analysis could
be explored to extract more evidence from potential damaged drones.
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Figure 17. EXIF data retrieved from a picture taken by the Parrot AR

---- ExifTool ----
ExifTool Version Number
esees File c«=-

File Name
|Directory
File Size

File Modification Date/Time
File Access Date/Time

File Inode Change Date/Time
File Permissions

File Type

File Type Extension

MIME Type

Exif Byte Order

Image Width

Image Height

Encoding Process

Bits Per Sample

Color Components

Y Cb Cr Sub Sampling

eenew EXIF vwowe

X Resolution

Y Resolution

Resolution Unit

Y Cb Cr Positioning

Make

‘Canera Model Name

\Modify Date

Flashpix Version
Color Space

Exif Image Width
Exif Image Height
White Balance

GPS Latitude Ref
GPS Longitude Ref
GPS Altitude Ref
««-« Composite ----
GPS Altitude

GPS Latitude

GPS Longitude

GPS Position
Image Size
Megapixels

Focal Length

: 10.10
: plcture_20176513_173238. jpg

: 152 kB

1 2017:05:13 18:41:56+02:00
: 2017:05:13 18:42:35+02:00
: 2017:05:13 18:41:56+402:00
: rW-r--r--

: Little-endian (Intel, II)
: 1280

: T2

2 72

: inches

: Centered

: Parrot AR.Drone

: Samsung S0C10840

T 2017:05:13 17:32:38

: 0100

: SRGB

: 1280

: 720

: Auto

: North

: East

: Above Sea Level

3
YCbCr4:2:2 (2 1)

: © m Above Sea Level

: 36 deg S0' 47.00" N

: 11 deg 6' 3.00" E

: 36 deg 50' 47.00" N, 11 deg 6' 3.80" E
: 1280x720

: 0.922

: 0.0 m|

IPEG
irg
inage/jpeg

720
Baseline DCT, Huffman coding
8

53



International Journal of Digital Crime and Forensics
Volume 12 « Issue 1 * January-March 2020

Figure 18. The serial number of the Parrot AR
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Figure 19. Description of the content of the repository /data

data/

cce _infoz . bin fact_accz _infoz.bin randon_nac.txt
onfig.ini fact_trins. bin sysloyg.bin
onfig.infi.old gypsz.log syslog.bin.B
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nevgency. bin osd_ndrc:s.txt

cd custon.configsa/

profilez/
) £
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