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ABSTRACT

Accordingtothecharacteristicsofthecolorfilterarrayinterpolationinacamera,animagesplicing
forgerydetectionalgorithmbasedonbi-cubicinterpolationandGaussianmixturemodelisproposed.
Theauthorsmaketheassumptionthattheimageisacquiredusingacolorfilterarray,andthattampering
removestheartifactsduetoademosaicingalgorithm.Thisarticleextractstheimagefeaturesbased
onthevarianceofthepredictionerrorandcreateimagefeaturelikelihoodmaptodetectandlocate
theimagetamperedareas.Theexperimentalresultsshowthattheproposedmethodcandetectand
locatethesplicingtamperingareasprecisely.Comparedwithbi-linearinterpolation,thismethodcan
reducethepredictionerrorandimprovethedetectionaccuracy.
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1. INTRoDUCTIoN

In recent years, with the popularity of smart phones and high-performance digital acquisition
equipmentwidelyused,digitalimagesarebecomingmoreandmorecommon.Atthesametime,the
imageeditingtoolcaneasilymodifytheimagecontent.Sothispromptedustostudytheauthenticity
oftheimagerecognitiontechnology.Forexample,imagesplicingiscommonlyusedasamethodof
tamperingwithtwoormoreimagesanditiscommoninimagetamperingtypes.

Consideringinpreviouspapers,thecolorfilterarray(CFA)demosaicingalgorithmcanbedivided
intotwocategoriesasfingerprintstobeanalyzed,i)analgorithmdesignedtoestimatetheparameters
ofthecolorinterpolationalgorithm,andii)analgorithmdesignedtoevaluatethepresence/absence
ofademosaicingtrace.Giventhatthesecondcategoryfocusesonforgerydetection(inconsistency
inCFAinterpolationrevealstheexistenceofforgeryregions),thealgorithmsinthefirstcategory
aremainlyusedtoclassifydifferentsourcecameras,butsometimestheycanalsobeusedtodetect
tampering.

Thecolorfilterarrayinterpolationexistsinmostcameras,andtamperingoperationsoftencause
interpolationoperations,whichmakesthestudybasedontheinterpolationofimageblindevidence
technology possible. Popescu (Popescu & Farid, 2005) expounded the main CFA interpolation
algorithm,andforthelinearinterpolationmodel,theinterpolationcoefficientwascalculatedbyusing
theExpectationMaximizationalgorithm,andtheFouriertransformoftheprobabilitymapwasusedto
furtherjudgewhethertheimageexperiencedoverinterpolationoperation.Gallagher(Gallagher,2005)
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obtainedthesecondorderdifferenceoftheimageandusedtheperiodiccharacteristictodetectthe
imageinterpolation.Thealgorithmislimitedtobilinearinterpolation.WangBo(Wang,Kong,You,
&Fu,2009)usedthecovariancematrixtosuccessfullydetectthecolorfilterarrayinterpolation.The
abovethreemethodscanonlydetectnon-adaptivealgorithms.Fortheadaptiveinterpolationalgorithm,
Bayram(Bayram,Sencar,&Memon,2006)usedtheperiodicitybetweenpixelsintroducedbyCFA
interpolationasaclassificationfeature.Peng(Peng,Zeng,Lin,&Kang,2015)foundthatirregular
samplingandinterpolationoperationsresultedinlocallinearcorrelationchangesandproposedan
algorithmthatcouldeffectivelydetectresamplinganti-evidencebasedonautocorrelationcoefficients.
Li(Li,Xue,Wang,&Tian,2015)describedthelocalcorrelationoftheCFAinterpolationpatternby
establishingaGaussianmodelandcalculatedtheposteriorprobabilitymodeloftheCFAinterpolation
andthentampering.Insummary,therearemanyacademicachievementsinblindforensicsofslicing
images,especiallybasedonimageinterpolation.However,manyalgorithmshavesomelimitations,
forexample,theycan’tautomaticallylocateanddetecttamperedareas,andtheiraccuracyisnothigh.

Thispaperisbasedonthecontinuityprinciplethatthesplicingoperationdestroystheinternal
characteristicsoftheimage.Itisnecessarytointerpolatethegivenimagetopredictedorestimate
itsoriginalimage.Inordertoreducethepredictionerror,improvethedetectionaccuracy,theimage
ispredictedbybi-cubicinterpolation,andthentheimagefeatureisextractedbasedonthevariance
ofthepredictionerror.Gaussianmixturemodeling(GMM)iscarriedoutontheimagefeaturesof
differentpositions,andtheparametersinthemodelareestimatedbyEMalgorithm.Therebythe
tamperedareacanbedetectedandlocated.

Therestofthispaperisorganizedasfollows:Section2offersanoverviewofCFAinterpolation
andGaussianmixturemodel.Section3givestheproposedapproachindetail,whileexperimental
resultsandconclusionaregiveninSection4andSection5,respectively.

2. BACKGRoUND oF CFA AND GMM

Thissectiongivesabrief introductionto therelevantknowledgethatcanhelp tounderstandthe
analysismethodbasedonCFAinterpolationandGaussianmixturemodel.

2.1. CFA Interpolation
Adigitalcolorimageconsistsofthreechannelscontainingsamplesfromdifferentbandsofthecolor
spectrum:red,green,andblue.Consideringthecostandthesystemvolumeofdigitalcameras,most
ofthemuseasinglecharge-coupled(CCD)sensorarraysassensorcomponentsandcapturecolor
imagesusingacolorfilterarray(CFA).

Colorfilterarrayisusuallyintheformofaboard,becausethecolorfilterarrangementandthe
proportionaredifferent,thestructureofCFAcanbedividedintomanykinds.BayerCFA(Bayer,
1976)isoneofthemostcommonarrays,asindicatedinFigure1,wheregreen(G)valuesaresampled
inaquincunxlatticewhilered(R)andblue(B)valuesareintwoseparaterectangularlattices.The
simplestapproachtodemosaicingisbilinearinterpolation(Longere,Zhang,&Delahunt,2002),in
whichthethreecolorplanesareindependentlyinterpolatedusingsymmetricbilinearinterpolation
fromthenearestneighborsofthesamecolor.IfBayerCFAiscoveredonasensorsurface,onlyone
colorinred,greenorbluecanbeobtainedatacertainpixel(Gunturk,2005).

FortheareawheretheCFAisnotinterpolatedintheimage,thelikelihoodthatapixelvalueis
associatedwiththesurroundingpixelvalueissmall.FortheareathathavebeensubjectedtoCFA
interpolation,thereisalargecorrelationbetweenapixelvalueintheregionandthesurrounding
pixelvalue,andthetamperingoperationcausesthecorrelationbetweenthepixelstobecorrupted
(Hsu,&Chang,2006;Luo,Liao,Zheng,&Deng,2016;Swaminathan,Wu,&Liu,2008).Forthis
reason,theinconsistencyintamperedregionscanbeutilizedascluestodetectthetamperedareas.
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2.2. Gaussian Mixture Model
TheGaussianmixturemodel(GMM)isasimplelinearsuperpositionmodelofGaussiandistribution.
ComparedwiththesingleGaussianmodel,theGaussianmixturemodelisdesignedtoprovidearicher
classificationforthedensitymodel.UsingacertainnumberofGaussiandistributionsandadjusting
theirmean,covariance,and linearcombinationcoefficients, then themajorityof thecontinuous
densitycanbeapproximatedtoanyprecision.

TheN-dimensionalvector �y y y �
n1 2

, … oftheKGaussianmodelsisassumedtobesubordinate
to the independent distribution.Theprobabilitydensity function is shown inEquation (1).This
GaussianmodeliscalledtheGaussianmixturemodel.Here, � ��É ¼, , Σarethemixedparameter,
meanandthecovariancematrix:

P y N y
k

K

k K K K( ) = ( )
=
∑
1

ω µ| ,Σ  (1)

3. MeTHoDoLoGy

Inthissection,theprocessofourmethodis:First,extracttheGreenchanneltopredicttheoriginal
image.Second,gettheoriginalimageestimationbythegivenimage.Thentheimagepixelvalue
oftheimageatdifferentpositionsismodeledbyGaussianmixture,andtheEMalgorithm(Redner,
&Walker,1984)isusedtoestimatetheparametersinthemodel.Finally,byestablishingthelog
likelihoodratiooftheimagefeature,wecangetthetamperdetectionmap.Theframeworkofthe
proposedmethodisshowninFigure2.

Themethodcanbedividedintothefollowingthreemainprocesses.

Figure 1. The Bayer’s filter mosaic
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3.1. Feature extraction Based on Prediction error

Takethepixelvaluesat x
0

intheBayerCFAimageforexample,whichcanbeseeninFigure3(b),
thebi-cubicinterpolationisused,andthepixelvalueat x

P
isinterpolatedas:

x
x x x x x x x x

x x x xP =
− − − + − + +
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Thepredictionerrore(x,y)ofGchannelis:

e x y G x y G x y G x y h u v G x u y v
p

u v
P

, , , , , ,
,

( ) = ( )− ( )= ( )− ( ) + +( )
≠
∑
0

 (3)

whereG x y,( ) representsthepixelvalueintheGchanneloftheimageneedtobedetected,G
p
x y,( ) 

representsthepixelvalueinthepredictedGchannel(Park,Song,&Kang,2017),h
p

representsthe
predictedkernel.

Inordertofurtheranalyzethefeatureofthepredictionerror,wecalculatethelocalweighted
varianceandmeanofthepredictionerror.AccordingtotheBayermodel,thepredictionerrorobtained
isdividedintotwocategories.Thepredictionerrorofthedeviceacquisitionpixel e

A
x y,( ) andthe

predictionerrorofthepixelfromtheCFAinterpolation e
I
x y,( ) .

WecanextractthefeatureFoftheimageneedtobedetectedbythefollowingformulas:

Figure 2. Framework of the proposed method
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G G
M MA I
, arethegeometricmeanoftheimageblockb

A
atthedeviceacquisitionandtheimage

block b
L

attheCFAinterpolation,respectively.

3.2. GMM Based on Tampered and No-Tampered Areas

Theareaintheimagecanbedividedintotwotypes,onewithCFAinterpolationM
1

(no-tampered
area)andtheotherwithoutCFAinterpolationM

2
(tamperedarea).

Iftheimageneedtobedetectedhasbeentampered,theeffectofCFAinterpolationontheimage
at the tamperedareawillbe reduced,whereboth M

1
 and M

2
 arepresent.Therefore, it canbe

assumedthatthefeatureFobeysthemixedGaussiandistribution,andthefeaturesofthedifferent
areasconformtotheGaussianmixturemodel.ThefeaturesconformingtoM

1
andM

2
aremodeled

separately,whichareshownas:

P F k l M N( , ) ,|
1 1 1

2{ } = ( )µ σ  (6)

P F k l M N( , ) ,|
2 2 2

2{ } = ( )µ σ  (7)

whereÉ
1
andÉ

2
arethemixingcoefficient,andÉ É

1 2
1+ = .Thedistributionoftheimagefeature

isÉ ¼ Ã É ¼ Ã
1 1 1

2
2 2 2

2⋅ ( )+ ⋅ ( )N N, , .WeemploytheExpectationMaximization(EM)algorithm.Itis

Figure 3. The prediction of G channel
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astandarditerativealgorithmthatestimatesthemeanandthevarianceofthecomponentdistributions
bymaximizingtheexpectedvalueofacompletelog-likelihoodfunctionwithrespecttothedistribution
parameters.Inourcase,theEMalgorithmisusedtoestimateonly ¼

1
,σ

1
andσ

2
,sinceweassume

¼
2
=0.

3.3. Create Image Feature Likelihood Map
Inordertofurtherdetectandlocatetheimagetamperedarea,itisnecessarytoobtaintheprobability
thattheareabelongstotheno-tamperedareaandtamperedareaseparately,thatis P M |F k l

1
,( ){ } 

andP M |F k l
2

,( ){ } .AccordingtotheBayesianformula,P M |F k l
1

,( ){ } canbeobtainedas:
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DefinethelikelihoodratiooftheimagefeatureFas:
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Inordertofurtherimprovethepositioningperformance,wenoticedthatinarealfakeimage,
thetamperedareaisusuallyaconnectedareaduetothesemantcontentoftheimage.Byapplyinga
simplelow-passspatialfiltersuchasanaveragingfilteroramedianfilteronthemap,theseconnected
areascanbedistinguished.Forbetternumericalstability,weapplythisfiltertothelogarithmofthe
likelihoodmap.Inthispaper,thecumulativeoperationbasedonthelogarithmiclikelihoodratiois
calculatedandblurredwitha7x7medianfilteredtoremovethenoiseinthedetectionmaptoobtain
thelikelihoodimageoftheimagetobedetectedandfinallytocompletethetamperdetection.

4. eXPeRIMeNTS

Imagesplicingoperationsincludecopy-move(Amerini,Ballan,Caldelli,Bimbo,Tongo,&Serra,
2013)andcopy-splice(Pun,Liu,&Yuan,2016)twotamperoperations.Inthissection,thesame
imagesinFerraras’(Ferrara,Bianchi,Rosa,&Piva,2012)areemployedtotesttheperformanceof
theproposedalgorithm.TheoriginalimagedatabaseiscomposedofCanonEOS450D,NikonD50,
NikonD90andNikonD7000.AllcamerasareequippedwithaBayerCFA.Eachimagewascropped
to356×356pixels,maintainingtheoriginalBayerpattern,whichisassumedtobeknown.Wewill
refertosuchadatasetastheoriginaldataset.

Inthispaper,theexperimentisconductedinMatlabR2015a,theoperatingenvironmentisIntel
(R)Core(TM)CPU@3.40GHzi7-4770,16GBmemoryPCmachine.
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4.1. Threshold Determination
WhentheGMalgorithmisusedtoestimatetheGMMparameters,theinitialvaluesofthemixed
coefficients É

1
, É

2
aresetto0.5,andtheinitialvalueof ¼

1
isthemeanofthefeature.Theinitial

valuesofthevariance Ã
1
2 and Ã

2
2 arethevarianceofthefeature.SettheEMalgorithmtotheendof

theiterationconditions:themaximumnumberofiterationsis400times,themaximumallowable
parametererroris0.001.

4.2. Copy-Paste Forgery Detection
Ferraraetal.’sdatabasecontainsdifferenttypesoftamperimages,whichincludeaportionofthe
copy-moveimage.Basedonthedetectionalgorithmproposedinthispaper,thecopy-moveimage
isdetected.Theexperimentalresultsshowthatthealgorithmproposedinthispapercaneffectively
realizethedetectionofthecopy-moveimageandrealizethelocationofthetamperingarea.Some
ofthetestresultsarelistedhere.

Figure4isanexampleofacopy-moveforgeryinanimagewithCFAartifacts.Theresulting
imageissavedinTIFFformat,andoriginalimageacquiredbytheNikonD90camera.(a)’and(b)’
showhistogramhistogramsbasedonimagesizesof2 2× and �6 6× .Itcanbeseenfromthehistogram
ofthefeaturethattheblocksizewillaffecttheextractedfeatures.TheSmaller,themoredetailedthe
extractedfeatureswecanget,thelargertheblocksize,thelesstheextractedfeatureswecanget.(a)’’
and(b)’’showtheblocksizeof2 2× and6 6× �tamperdetectionresults,thetestresultscanbeseen,
thesmallerthesizeoftheblock,themoreaccuratepositioning,butcan’tbetterresistthenoiseon
thetestresultsoftheinterference;Thelargertheblocksize,thelowerthepositioningaccuracy,but
canreducetheimpactofnoise.

Accordingtotheexperimentalresults,thealgorithmbasedontheproposedmethodcanrealizethe
tamperingofthereplicatedimageandthedetectionprecisionishigh,andtheautomaticpositioning
ofthecopyareacanberealized.

4.3. Copy-Splice Forgery Detection
Thesplicingimageinthedatabaseismadeupoftherealimagesobtainedbyanytwoofthecameras
describedabove.Theimageinthisimagedatabaseonlyundergoesasinglesplicingoperation,soit
canbeusedfortestingtestsforsplicingoperations.Someofthetestresultsarelistedhere.

InFigure5,weshowaforgeryinwhichaprocessedcontent(statue)ispastedonanimagewith
CFAartifacts.Figure6issplicedbymultipleimages.

Inordertofurtherdetectallthetamperedimagesintheimagedatabase,theaccuracyrateP
A

is
usedtomeasuretheresultsofthetamperdetection.Theaccuracyiscalculatedas:

P
N

N NA
T

T F

=
+

 (11)

whereN
T

indicatesthenumberoftamperimagessuccessfullydetected,andN
F

indicatesthenumber
oftamperingimagesthataremissing.Table1showsthetestresultsofsplicingimageforensics.

Theabovetamperdetectionexperimentsshowthattheproposedalgorithminthischaptercan
effectivelycapturethedifferencebetweenthemeasuredimageandtheestimatedoriginalimage,so
thattheaccuracyofsplicingdetectioncanreach2x2pixellevelandover84%,indicatingthatthe
proposedalgorithmismoreeffective.

FromTable2,wecanseetheproposedalgorithmismoreaccuratethantheFerraras’method
in(Ferrara,Bianchi,Rosa,&Piva,2012),andwhentheblocksizeislarger,moresplicingimages
aredetected.Duetothepresenceofuniformorverysharpregions,automaticdetectionmaygivea
remarkablefalsepositiverate.
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Figure 4. The example of copy-move forgery detection

Figure 5. The example of copy-splice forgery detection
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5. CoNCLUSIoN

Inthispaper,anewmethodforblinddetectionofimagesplicingisproposed,whichcombinesbi-
cubicinterpolationandGaussianmixturemodeltodetectandlocatesplicingforgery.Comparedwith
existingwork,thismethodcanreducethepredictionerrorandimprovethedetectionaccuracy.But
thedetectioneffectisnotidealafteraddingnoiseorjpegcompression.Therefore,wewillfocuson
thisissueinfuture.

Figure 6. The example of multiple copy-splice forgery detection

Table 1. The test results of splicing image forensics (block size is 2 2× )

Source of Splicing Image Image Number 

( )N NT F+
Successful Number 

NT

Precision(%) 

PA

CanonEOS450D+NikonD50 30 25 83.33%

NikonD50+NikonD90 30 26 86.67%

CanonEOS450D+NikonD7000 30 25 83.33%

Total 90 76 84.44%

Table 2. Comparison results for splicing image forensics

Ferraras’ Method Our Method

2 2× 4 4× 2 2× 4 4×

82.22% 86.67% 84.44% 88.89%
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