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ABSTRACT

This article describes how to overcome the shortage of steganalysis for small capacity-based
embedding.Aslightmodificationmethodisproposedtobreaksteganography.Foragivenimage,
traditionalsteganalysismethodsarefirstusedtoachieveapreliminaryresult.Forthe“clear”image
judgedbysteganalysis,itisstillsuspiciousbecauseoftheincompletenessofsteganalysisforsmall
capacity. Thus, slight modifications are made to break the possibility of covert communication.
Themodificationsaremadeonthelocationswithminimaldistortiontoguaranteehighqualityof
themodifiedimage.Tothisend,aproposeddistortionminimizationbasedalgorithmusingslight
modification.Experimentalresultsshowthattheerrorrateofsecretdataextractionisaround50%
afterimplementation,whichindicatesthatthecovertcommunicationofsteganographyisdestroyed
completely.
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INTRoDUCTIoN

Digital image steganographyaims to transmitdata secretlybyembedding secretdata intocover
image(Zhang,2016).Nowadays,theplentifulimagestransmittedoverthesocialnetworkprovide
convenience for steganography. How to break steganography is becoming a troublesome issue.
Steganalysisattemptstorevealthepresenceoftheembeddeddata.AsshowninFigure1,however,
becauseofthemissingdetectionerrorofsteganalysis,theimagesjudgedas“clear”bysteganalysis
arestillpossiblecarriedsmallamountofsecretdata.Therefore,someslightmodificationsshould
bemadetopreventthestillpossiblecovertcommunication.Ontheotherhand,theimagesjudgedas
“stego”bysteganalysisarestillpossibleinnocentbecauseofthefalsealarmerror.Therearemany
kindofimageprocessingoperationsfrequentlyusedontheimagestransmittedoversocialnetwork,
suchasdenoising,recompression,andbeautification.So,thefalsealarmerrormaybecausedbythese
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imageprocessingoperationsinsteadofsteganography.Inthiscase,itisinappropriatetointercepte
allthe“stego”images.So,theseimagescanalsobeprocessedassameasthe“clear”imagetostop
thequitepossiblecovertcommunicationiftheevidenceisnotenoughtodeclaretheguiltyofthe
images.Inthisway,thecombatagainststeganographyisvictorious,andmeanwhile,theinnocent
imagesaretransmittedoverthesocialnetworkasusual.

Inaddition,forearlysteganographicmethodswhichincreasethesecurityperformanceby
decreasingthequantityofembeddingchanges(Frdrich&Soukal,2006;Zhang&Wang,2006;
Zhang,Zhang&Wang,2008),currentmachinelearningbasedsteganalyticmethods(Kodovsky,
Fridrich&Holub,2012;Fridrich&Kodovsky,2012;Holub&Fridrich,2014;Denemark,
Sedighi,Holub,Cogranne&Fridrich,2014;Song,Liu,Yang,Luo&Zhang,2015)perform
excellentdetectability.Butformodernsteganographicmethods(Holub&Fridrich,2013,Li,
Wang,Huang&Li,2014,Sedighi,Fridrich&Cogranne,2015,Guo,Ni,Su,Tang&Shi,2015;
Wang,Zhang&Yin,2016)which improve securityperformancebyminimize theadditive
distortionbetweenagivencoverobjectanditsstegoversion(Filler,Judas&Fridrich,2011,
Filler&Fridrich,2010),steganalysisbecomespowerlesstoverdictthepresenceofsecretdata
especiallyforthecaseofsmallcapacity.Recently,adaptivesteganalysis(Denemark,Boroumand
&Fridrich,J.2016;Yu,Li,Cheng,Zhang,2016;Tang,Li,Luo&Huang,2016)improvesthe
detectabilityobservably.Inadaptivesteganalysis,differentweightsareassignedtodifferent
coverelementsinfeatureextraction.Fortheelementswithhighmodifyingprobabilities,larger
weights are assigned since these elements contribute more to steganalysis and vice versa.
Forsmallcapacity,however, thesemethodsstillnotperformsatisfactorydetectability.The
detectionforsmallcapacityisstillatoberesolvedproblem.Inotherwords,theapproachto
breaksteganographyisstillundiscovered.

Actually, to break the covert communication of steganography, steganalysis is not the only
choice.Forasuspiciousimage,thepossiblyexistingsecretdatacanbedestroyedbymodifyingthe
imagealthoughitisdifficulttojudgewhethertheimageisstegoornot.Inthisway,thereisnosecret
datacanbetransmittedviathemodifiedimage.Thus,thethreatfromsteganographyisdisappeared.

This paper proposes a slight modification method to break steganography. Some slight
modifications aremadeon a suspicious image tobreak the extractingof secret data.And these
modificationsaremadeonthelocationswithminimaldistortiontoguaranteehighqualityofthe
modifiedimage.Experimentresultsshowthatthesecretdatacannotbeextractedfromthemodified
image,andthemodifiedimagekeepsahighqualitycomparingwiththegivenimage.

Figure 1. The combat against steganography
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PRoPoSeD MeTHoD

The framework of the proposed method is shown in Figure 2. For a suspicious image, modern
steganalyticmethodswhichisbasedonfeatureextractionandclassificationjudgmentareemployed
firstly.Aftersteganalysis,iftheimageisjudgedas“clear”,somethingshouldbedonetopreventthe
stillpossiblecovertcommunication.Otherwise,itcanbeinterceptedtostopthecovertcommunication
oralsoprocessedassameasthe“clear”image.

Forthe“clear”image,amodifyingprioritycalculationmethodisemployedtogetthepriority
valueofeachelement.Thepriorityvalue is in inverseproportion to imagedistortioncausedby
modifyingtheelement.Accordingtothemodificationrate,apartofelementswithmaximalpriority
valuesaremodifiedbyplusorminus1tobreakthestillpossiblecovertcommunication.Inthisway,
themodificationsaregatheredintheareaswithminimaldistortion.Thus,highqualityofthemodified
imageisguaranteed,aswellastheimage’susability.Thedetailsareasfollows.

Priority Calculation and Location Decision
In modern adaptive steganographic methods, secret data is embedded in whole image via STC
(syndrometrelliscoding)(Filler,T.,Judas,J.,&Fridrich,J.2011).WithSTC,theadditivedistortion
betweencoverandstegoimageisminimizedunderauser-defineddistortionfunction.Asshownin
Figure3,afterdistortionfunctioncalculation,thecoverimage,distortionfunction,andsecretdata
areinputedintoSTCtooutputthestegoimage.Denotethestegoimageasy=[y1,y2,…,yn],thus
thesecretdatamcanbeextractedinastraightforwardmannerusingEquation(1),

m Hy=  (1)

whereHisalow-densityparity-checkmatrixdetermineddviaembeddingspeed,embeddingefficiency
andpayload.TheconstructionofHisunknowntotheattacker,soitisimpossibletodesigntargeted
attackscheme.Becauseofthesecretdataisembeddedinwholeimage,thedegreeofbreakingonsecret
dataisdependentontheamountofmodificationsinsteadoflocations.Therefore,themodifications

Figure 2. Framework of proposed method

Figure 3. Steganography with STC
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canbemadeonthelocationswithminimaldistortiontoguaranteehighqualityofthemodifiedimage,
therebyguaranteeingtheimage’susability.Andthedegreeofbreakingonsecretdatawouldnotbe
influencedbythisselection.

IntheframeworkofSTC,thedistortionfunctionallotsanembeddingcostforeachcoverelement.
Wheretheembeddingcostquantifiestheeffectformodifyingacoverelement,thatistoquantifythe
imagedistortioncausedbymodifyingtheelement.So,theembeddingcostusedinsteganography
canbeemployedintheproposedmethodtocalculatethepriorityvalue.

Foraimagecontainsnelements(pixelforuncompressedimageorDCTcoefficientforJPEG
image),thei-thelementsisdenotedasxi,wherei∈{1,2,…,n}.Inmodernadaptivesteganographic
methods,aembeddingcostisallocatedforeachxitomeasureimagedistortioncausedbymodifying
it.Assumetherearewsteganographicmethodsemployedtocalculatetheembeddingcost.Denote
theembeddingcostforxicalculatedbyj-thsteganographicmethodasρ

i
j ,wherej∈{1,2,…,w}.In

otherwords,therearewembeddingcostsforeachelement.
Thestepstocalculatethepriorityvalueareasfollows.

I. AsshowninEquation(2),restrictthevaluerangeoftheembeddingcost ρ j =[ ρ
1
j , ρ

2
j ,…,

ρ
n
j ]into[0,1].Executethisstepforallthewsteganographicmethodsrespectively.Inthis

way,theembeddingcostscalculatebythewsteganographicmethodsarerestrictedinthe
samevaluerange;
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III.AsshowninEquation(4),calculatethepriorityvalueθiwhichisininverseproportiontoimage
distortion.Whereεisaparameterusedtoavoidthevalueofdenominatorbecomingzero.Its
valueistinyandsetas10-10;

θ
ρ εi
i

=
+
1  (4)

Denotethemodificationrateasr(0<r<1).Thevalueofrshouldlargeenoughtoguarantee
thepossiblyexistingsecretdataisdestroyedcompletely.Meanwhile,thevalueshouldassmallas
possibletoguaranteehighqualityofthemodifiedimage.Moredetailsaboutthedeterminationofr
willbediscussedinthenextSection.Sortpriorityvalue{θ1,θ2,…,θn}indescendingorder.After
sorting,denotethesortedpriorityvalueas{ ′θ

1
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n
},theimageelementscorrespondingto{
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}respectively.Thenthek=round(r×n)elements{ ′x
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2

,…,
′x
k

} would be modified by plus or minus 1. The embedding manner in modern steganographic
methodsisternaryembedding.Inthisembeddingmanner,themodificationsarenotonlyinvolves
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LSB(LeastSignificantBit).So,inordertobreakthesecretdatacompletely,themannerofmodification
intheproposedmethodisplusorminus1insteadofmodifyLSBonly.

estimation Based Modification

Afterthelocations{ ′x
1

, ′x
2

,…, ′x
k

}aredecided,theselocationswouldbemodifiedbyplusorminus
1.Becauseofthecorrelationofnaturalimage,modificationswithdifferentpolaritymakedifferent
influenceonimage.Inotherwords,theinfluenceonimagemadeby+1and-1modificationisnot
equivalent.Tofurtherimprovethequalityofmodifiedimage,wemadeachoiceonthepolarityof
modification.Thedetailsareasfollows.

Todetermine thepolarityofmodification, a rule isproposed forbothuncompressed
imageandJPEGimage,whichiscalledcorrelationpriorrule.Thecorrelationbetweenimage
elementsisatypicalcharacterinnaturalimage(Zhang,X.P.2011),itishelpfultoimprove
image quality by enhancing correlation (Wang, Z., Bovik, A., Sheikh, H., & Simoncelli,
E.2004).Thus,itisaadvisablechoicetomakethemodificationstowardsthedirectionto
enhancecorrelation.

Foreachelementxi,apredictionvalue �x
i
isdefinedtopromotetheselectionofpolarityof

modification.Inatwo-dimensionimagesizedM×N,xiisrewroteasxu,v,whereu∈{1,2,…,
M},v∈{1,2,…,N}.Foruncompressedimage,thepredictionvalueofxu,visdefinedinEquation
(5),whichistheaveragevalueofthefourneighbourhoodpixels.InJPEGimage,theinter-block
correlationisstrongerthanintra-blockcorrelation(Wang,Z.C.,Yin,Z.Y.,&Zhang,X.P.,in
press).ThusthepredictionvalueisdefinedinEquation(6),whichistheaveragevalueofthe
fourcoefficients locatedin thesamecoordinateof thefourneighbourhoodDCTblocks.The
nonexistentelementwhichisoutoftheimageboundarywouldbeobtainedbyelementsymmetric
padding.Forexample,xu+1,visobtainedbycopyingxu-1,vwhenitisoutoftheimageboundary,
andviceversa.
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Finally, thekelements{ ′x
1
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k

}aremodifiedusingEquation(7).Where ′′x
i

is the
elementofmodifiedimagedescribedinFigure2.Thus,thelocationstobemodifiedaredistortion
preferentiallyselected.NotethattheoverflowofelementvalueisnonexistentinEquation(7).
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Inaddition,thereisanothermodificationmannerforJPEGimage.ThatisdecompressJPEG
imageintospatialdomainfirstlyandthenmodifythepixels.Finally,recompresstheimageintoDCT
domainwithsamequalityfactor.Inthismanner,therearesomeadditionalandunnecessarywork
requiredfortheattacker.Itwouldcausetheincreasingofcomputationalcomplexity.Sowemodify
theDCTcoefficientsofJPEGimagedirectly.
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eMPIRICAL MoDIFICATIoN RATe DeTeRMINATIoN

Asmentionedabove,themodificationratershouldlargeenoughtoguaranteethepossiblyexisting
secretdataisdestroyedcompletely.Andmeanwhile,thevaluealsoshouldassmallaspossibleto
guaranteehighqualityofthemodifiedimage.Thedetailstodeterminethevalueofrareasfollows.

Fourgrayimagessized512×512,Lena,Man,Lake,andBaboon,showninFigure4,areusedas
coverimagestofindthesuitablemodificationrater.Thepopularadaptivesteganographicmethods
HILL(Li,Wang,Huang&Li,2014)andSUNIWARD(Holub&Fridrich,2013)foruncompressed
image,JUNIWARD(Holub&Fridrich,2013)andUED(Guo,Ni&Shi,2014)forJPEGimageare
employedtoobtainthestegoimage.Thepayloadissetas0.05bpp(bitperpixel)foruncompressed
imageand0.05bpnzac(bitpernon-zeroACcoefficient)forJPEGimage,whichisasmallpayload
thatsteganalysishelplessness.

Tocalculatethepriorityvalueusedtoselectsuitablelocationsformodification,thedistortion
functionofJUNIWARD,UERD(Guo,Ni,Su,Tang&Shi,2015),andHDS(Wang,Zhang&Yin,
2016)isemployedtocalculatethedistortionvalueforJPEGimage.Andthedistortionfunctionof
HILL,SUNIWARD,andWOW(Holub&Fridrich,2012)isusedtocalculatethedistortionvalue
foruncompressedimage.

Figure5shows therelationshipbetweendataextractingerrorandmodificationrate for four
uncompressedimageLena,Man,Lake,andBaboon.ForJPEGimage,therelationshipbetweendata
extractingerrorandmodificationrateisshowninFigure6~8.WherethequalityfactorQFareset
as50,70,and90.

Figure 4. Cover images (a) Lena. (b) Man. (c) Lake. (d) Baboon

Figure 5. Relationship between data extracting error and modification rate for uncompressed image with payload 0.05 bpp and 
(a) HILL. (b) SUNIWARD
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ItcanbeseenfromFigure5thatthevariationbetweendataextractingerrorandmodification
rate for uncompressed image performs similar tendency for different images. To guarantee the
possiblyexistingsecretdatadestroyedcompletelyandkeepahighqualityofthemodifiedimage
simultaneously.Thevalueofrisdeterminedas0.01foruncompressedimagewheretheratioofdata
extractingerrorislargerthan45%forallimages.

ForJPEGimage,itcanbeconcludedfromFigure6~8thatdataextractingerrorisininverse
proportiontoqualityfactorwithsameratioofmodifications.Inotherwords,thenecessaryamount
ofmodificationsisinproportiontoqualityfactor.Inouropinion,thereasonofthisobservationis
related to themechanismofJPEGcompression.Asweknow, thequantizationstep is in inverse
proportionofQF.Foragivenimage,asmallQFmeanslargerquantizationstepandlessnon-zero
ACcoefficients.Thus,forasamepayload(bitpernon-zeroACcoefficient)inDCTdomain,asmall
QFmeanslesscapacity(bit).Therefore,forasmallQF,afewamountofmodificationsmadein
DCTdomaincancausecompletelydestroyofsecretdata.Conversely,forabigQF,moreamount
ofmodificationsisnecessary.

Figure 6. Relationship between data extracting error and modification rate for QF = 50 with payload 0.05 bpnzac and (a) 
JUNIWARD. (b) UED

Figure 7. Relationship between data extracting error and modification rate for QF = 70 with payload 0.05 bpnzac and (a) 
JUNIWARD. (b) UED
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Specifically,forthecasesofQF=50,70,and90,thesuitablevalueofrcanbedeterminedas
0.0025,0.004,and0.0055respectivelyfollowingthesamecriterionwithuncompressedimage.For
otherscalefactors,thevalueofrcanbecalculatedforJPEGimageusingEquation(8),whichis
obtainedusinglinearfit,

r
QF

=
⋅ −











max , .

75 1250

10
0 0025

6
 (8)

where1≤ QF ≤100.Itcanbecalculatedthattherangeofris0.0025≤ r ≤0.00625.Themaximal
value0.00625forJPEGimageissmallerthan0.01foruncompressedimage.Thisphenomenonalso
verifiedtheaboveanalysisforJPEGimage.

QUALITy oF MoDIFIeD IMAGe

Inthissection,thecriterionemployedtoevaluatetheimagequalityisPSNR(PeakSignaltoNoise
Ratio)andauniversalqualityindexSSIM(Wang&Bovik,2002).Thetwocriterionsisdesignedfor
uncompressedimage.ForJPEGimage,itwouldbedecompressedintospatialdomainfirstly.While
PSNRsimplyindicatestheenergyofdistortioncausedbymodification,SSIMcombinescorrelation
loss,luminancedistortionandcontrastdistortion(Zhang,X.P.2012).HigherPSNRorSSIMmeans
betterquality.TherangeofPSNRandSSIMare0< PSNR ≤+∞and0≤ SSIM ≤1respectively.

ThequalityofmodifieduncompressedimageisshowninTable1,andqualityofmodifiedJPEG
imageisshowninTable2.Where“Rand”meansthelocationstobemodifiedareselectedrandomly.

Table1~2indicatethattheimagekeepsaexcellentqualityaftermodifiedusingtheproposed
method,andtheimagequalityisimprovedobservablywhenthelocationstobemodifiedaredistortion
preferentially selected. Numerically, for JPEG image with QF = 50, the PSNR for Lena can be
improvedby15.3dBandSSIMforLenacanbeimprovedby10.605%.ForQF=70,thePSNRfor
Babooncanbeimprovedby15.9dBandSSIMforLenacanbeimprovedby10.211%.

To demonstrate the improvement of the proposed method compared with “Rand” manner
adequately,1000imagesarerandomlyselectedfromimagedatasetBOSSbassver.1.01(Bas,P.,
Filler,T.,&Pevný,T.2011)andcompressedintoJPEGimagewithqualityfactorQF=50,70and
90.ThecomparisonofimagequalityisshowninFigure9.

Figure 8. Relationship between data extracting error and modification rate for QF = 90 with payload 0.05 bpnzac and (a) 
JUNIWARD. (b) UED
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FromFigure9wecanseethattheaveragequalityofthe1000imagesisalsoimprovedforall
casesviadistortionpreferentiallyselectethemodifyinglocations,andtheaveragequalitykeepson
ahighlevel.Forexample,averagequalityindexSSIMoftheimagesmodifiedusingtheproposed
method isalwaysextraordinarilyclose to1,whichmeans tinydistortion in themodified image.
ForPSNR,theimprovementismorethan10dBforallcasescomparedwith“Rand”manner.These
observationsfurtherdemonstratetheeffectivenessoftheproposedmethod.

Thereisanotherapproachtobreaksteganographyexcepttheproposedmethodandthe“Rand”
manner.Thatisusethecurrentsteganographymethodtoembedmessagesagain.Thecomparison
betweentheproposedmethodwithcurrentsteganographicmethodtobreaksteganographytestedon
fourJPEGimageswithSSIMisshowninTable3.Where“CSM”meansthefourJPEGimagesare
embeddedbyUEDwithanecessarypayloadtobreaksteganographycompletely.

ItcanbeseenfromTable3thatthe“CSM”mannerisnotperformedwellwiththeproposed
method.Inaddition,the“CSM”mannerwouldbeimpracticableduetothelackoftheknowledgeof
thesteganographicmethodemployedforembedding.

CoNCLUSIoN

Thispaperproposesaslightmodificationmethodtobreaksteganographybymakingsomeslight
modificationsonthesuspiciousimagefiltratedbysteganalysis.Thequantityofthemodifications
madeonthesuspiciousimageislargeenoughtocompletelydestroythepossiblyexistingsecret

Table 2. Image quality of four JPEG images

Lena Man Lake Baboon

QF=50
r=0.0025

PSNR(dB)
Proposed 53.0 52.7 52.9 53.7

Rand 37.7 37.6 37.6 37.6

SSIM
Proposed 0.99981 0.99975 0.99986 0.99991

Rand 0.89376 0.93583 0.91605 0.97441

QF=70
r=0.004

PSNR(dB)
Proposed 55.2 55.1 55.4 55.8

Rand 39.9 40.2 39.9 39.9

SSIM
Proposed 0.99988 0.99988 0.99993 0.99995

Rand 0.89777 0.94327 0.92796 0.98102

QF=90
r=0.0055

PSNR(dB)
Proposed 64.1 64 64.5 64.7

Rand 48.2 48.2 48.3 48.1

SSIM
Proposed 0.99998 0.99998 0.99999 0.99999

Rand 0.97271 0.98411 0.98367 0.99704

Table 1. Image quality of four uncompressed images with r = 0.01

Lena Man Lake Baboon

PSNR(dB)
Proposed 68.1 68.1 68.1 68.1

Rand 68.1 68.1 68.1 68.1

SSIM
Proposed 0.99999 0.99999 0.99999 0.99999

Rand 0.99974 0.99973 0.99982 0.99997
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data.Meanwhile,thesemodificationsaremadeonthelocationswithminimaldistortion.Sothehigh
qualityofthemodifiedimageisguaranteed.Experimentresultsshowthatthecovertcommunication
ofsteganographyisdestroyedcompletelyaftertheproposedmethodisimplemented.Forfurther
study, it is significant to determine the modification rate by theoretical derivation instead of
experimentobservation.
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Figure 9. Average image quality of 1000 JPEG images with different quality metrics. (a) PSNR. (b) SSIM

Table 3. Image quality comparison of proposed method and current steganographic method with SSIM

Lena Man Lake Baboon

QF=50
Proposed 0.99981 0.99975 0.99986 0.99991

CSM 0.99971 0.99948 0.99946 0.99966

QF=70
Proposed 0.99988 0.99988 0.99993 0.99995

CSM 0.99983 0.99968 0.99960 0.99985

QF=90
Proposed 0.99998 0.99998 0.99999 0.99999

CSM 0.99996 0.99992 0.99992 0.99997
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