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ABSTRACT

This article describes how the existing distortion functions for JPEG steganography allot same cost for
+1 embedding changes. Because of the correlation of natural image, however, changes with different
polarities make different influences on image. Therefore, the embedding costs for +1 embedding
changes should not be equivalent. This article proposes a general method to distinguish the embedding
costs for different polarities of embedding changes for JPEG images with the help of reference images
constructed by block artifact compensation. The original JPEG image is decompressed into spatial
domain firstly, and then the block artifact is compensated by smoothing filtering implemented on
border pixels of each 8 X 8 block. After that, the compensated image which is more similar to the
original uncompressed image is recompressed into DCT domain and adopted as side information to
guide the adjusting of the given distortion function. Experiment results show that after the proposed
method is employed, the security performance of current popular JPEG steganographic methods is
observably increased.

KEYWORDS
Distortion Function, JPEG Images, Polarity, Steganography

INTRODUCTION

Steganography aims to transmit data secretly through digital media without drawing suspicion by
slightly modifying cover data (Zhang, 2016). The early steganographic methods try to increase
the undetectability by decreasing the quantity of embedding changes (Fridrich & Soukal, 2006;
Zhang & Wang, 2006; Zhang, Zhang & Wang, 2008), or by maintaining a kind of statistical model
(Westfeld, 2001; Phil, 2003; Fridrich, Pevny & Kodovsky, 2007). But these methods cannot achieve
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satisfactory undetectability due to the lack of consideration about image content. With the emergence
of the syndrome trellis coding (STC) (Filler, Judas & Fridrich, 2011) which can minimize additive
distortion between the cover and the stego image under a user-defined distortion function with a given
payload, the security performance of steganography has been greatly improved and the direction of
steganography is turn to the design of distortion function.

A distortion function allots an embedding cost for each cover element and the embedding
cost quantifies the effect for modifying the cover element. The distortion between cover and the
corresponding stego object is expressed as a sum of costs of modified elements. There are a mountain
of excellent distortion functions for spatial images (Pevny, Filler & Bas, 2010; Holub & Fridrich,
2012, Holub & Fridrich, 2013; Li, Wang, Huang & Li, 2014, Sedighi, Fridrich & Cogranne, 2015)
or JPEG images (Holub & Fridrich, 2013; Guo, Ni & Shi, 2014; Guo, Ni, Su, Tang & Shi, 2015;
Wang, Zhang & Yin, 2016). Most of these distortion functions allot a same embedding cost for +1
embedding changes. But because of the correlation of natural images, changes with different polarities
make different influences on an image. Therefore, the embedding cost for +1 embedding changes
should not be equivalent. So, these existing distortion functions can be optimized by distinguish the
embedding costs for +1 embedding changes.

A general method to distinguish the embedding costs for different polarities of embedding
changes for spatial images is proposed in (Wang, Lv, Wei & Zhang, 2016). Both the fluctuation
after pixels being +1 or -1 and the texture of cover image are employed to adjust a given distortion
function. This approach makes the fluctuation around modified pixels become more similar to that
of their neighbourhoods. Thus, less detectable artifacts achieved. As JPEG is widely used, it is
meaningful to design asymmetric distortion function for JPEG steganography. Some schemes are
designed for distinguish the embedding cost for different polarities of embedding changes for JPEG
steganography with the help of additional information such as spatial precover (Denemark & Fridrich,
2015) or multiple JPEG images of the same scene (Denemark & Fridrich, 2017). However, the need
of additional information makes these schemes impracticable in real world. Up to now, there is no
asymmetric JPEG distortion function without any help of additional information.

This paper firstly proposes a general method to distinguish the embedding costs for different
polarities of embedding changes for JPEG images by compensating the block artifact. The original
JPEG image is decompressed into spatial domain, and then the block artifact caused by JPEG
compression is compensated. After that, the image is recompressed into DCT domain and adopted
as side information to adjust the given distortion function. Note that the side information is produced
from the given JPEG image, not from any additional information.

PROPOSED METHOD

The sketch of the proposed method is shown in Figure 1. The original JPEG image is decompressed into
spatial domain firstly, and then the block artifact is compensated by smoothing filtering implemented

Figure 1. Sketch of the proposed method
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on border pixels of each 8 x 8 block. After that, the image is recompressed into DCT domain and
adopted as side information to adjust the original distortion function calculated by existing methods.
The details are as follows.

For a JPEG image sized M X N, the (i, j)th quantized DCT coefficient is denoted as c(i, j), where
ie{l,2,....M},je{l,2,...,N }. The cost of making an embedding change by +1 or -1 of c(i, j)
are denoted as p (i, j), p_ (i, /), respectively. In current JPEG steganographic methods based on STC,
p, (i, )) is always equal to p (i, j). [t means p (i, j) = p_(i, ) = p(i, J).

After JPEG decompression, denote the generated spatial image as X and the (i, j)th pixel x(i,
J). Then the block artifact in X caused by JPEG compression is compensated by smoothing filtering
implemented on border pixels of each 8 X 8 block using Equations (1) and (2). During JPEG
compression, the blocking processing introduces horizontal and vertical breaks into images, which
is known as block artifact. These breaks are particularly evident on border pixels of each block. To
avoid introducing new breaks, the smoothing filtering is only implemented on border pixels of each
8 X 8 block to compensate the block artifact.

X'=X®F 6]
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x(i,j), otherwise

where F is a 3 X 3 smoothing filter defined in Equation (3), which is used to compensate the block
artifact in X.
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D ={ 8k, u), 1+8k, u), v,8k), (v, 1+8k) lu=2,3,...,N-1,v=2,3, ..., M-1,k =1,2, ...,
lM/SJ -1,k,=1,2,..., [N/8J — 1} is a set containing the border locations of each 8 x 8 block. As
shown in Figure 2, the locations marked with red circle belong to D.

Then the compensated spatial image Xis recompressed into DCT domain with the same quality
factor and adopted as side information to adjust the original distortion function calculated by existing
methods. Denote the recompressed (i, j)th quantized DCT coefficients as ¢ (4, j) . The approach to
adjust the given embedding cost p(i, j) is described in Equations (4) and (5),
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where parameter a €[0,1] being used to adjust the extent of modification made on p(i, j). The logic
behind Equations (4) and (5) is that the JPEG image with block artifact compensated is more similar
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Figure 2. Border locations of each 8 x 8 block
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to original uncompressed spatial image. It is advisable to change c(i, j) toward c (i, j) if there is any
modification needed. To find the optimal value of a, some experiments are carried out, and the details
are as follows.

The image dataset UCID (Schaefer, G., & Stich, M. 2004) which contains 1338 uncompressed
color images sized 512 X 384 is employed. These images are transformed into grayscale image firstly
and then compressed into JPEG with quality factor QF = 75 and QF = 95. The error probability P,
tested on JUNIWARD (Holub & Fridrich, 2013) and UED (Guo, Ni & Shi, 2014) with the steganalysis
feature DCTR-8000D (Holub, V., & Fridrich, J. 2014) and ensemble classifier (Kodovsky, Fridrich,
& Holub, 2012) is shown in Figure 3.

It can be seen from Figure 3 that the variation between P and the value of a performs similar
tendency for different cases, and the optimal value of a is around 0.7 and independent of image quality
factors and steganographic methods. Therefore, the value of a is determined as 0.7 for all JPEG image.

EXPERIMENT RESULTS

To verify the effectiveness of the proposed distortion function optimization method, several
experiments are designed in this Section.

Experiment Setup

The image datasets employed in our experiments are UCID which contains 1338 uncompressed
color images sized 512 X 384, and BOSSbass ver. 1.01 (Bas, Filler & Pevny, 2011) which contains
10000 uncompressed grayscale images sized 512 x 512. The images in UCID are transformed into
grayscale images, and then all the images in UCID and BOSSbass ver. 1.01 are compressed into
JPEG with quality factor QF = 75 and QF = 95 to be adopted as covers for experiment comparison.
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Figure 3. Parameter Optimization
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Popular JPEG steganographic methods JUNIWARD (Holub & Fridrich, 2013), UED (Guo, Ni
& Shi, 2014), and UERD (Guo, Ni, Su, Tang & Shi, 2015) are employed to test the effectiveness of
the proposed method. All the methods are worked via STC. The payloads range from 0.05 to 0.5 bit
per non-zero AC coefficient (bpnzac).

In the phase of steganalysis, the most representative and optimal feature sets against JPEG
steganography, DCTR-8000D (Holub & Fridrich, 2014) and GRF-17000D (Song, Liu, Yang, Luo
& Zhang, 2015) are employed in our experiments. And the ensemble classifier (Kodovsky, Fridrich
& Holub, 2012) is used to measure the property of feature sets. In detail, half of the cover and stego
feature sets are used as the training sets while the remaining half are used as testing sets. The criterion
to evaluate the performance of feature sets is the minimal total error P, under equal priors achieved
on the testing sets:

Fa P
2

(6)

PE = min
P,
FA

where P, is the false alarm rate and P, is the missed detection rate. The performance is evaluated
using the average value of P, over 10 random tests.

Security Performance

When the proposed method is incorporated in JUNIWARD, UED, and UERD, the updated methods
JUNIWARD-P, UED-P, and UERD-P are obtained respectively. Figure 4 and Figure 5 show the
comparisons of JUNIWARD with JUNIWARD-P, UED with UED-P, and UERD with UERD-P
on UCID. And the corresponding comparisons on BOSSbass ver. 1.01 are shown in Figure 6 and
Figure 7. It is clear that the security performance of steganography is improved by employing the
proposed method. This observation attests that the approach to adjust distortion function proposed
in this paper is effective.
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Figure 4. Testing error for JUNIWARD, UED, and UERD on image dataset UCID with DCTR-8000D and ensemble classifier (a) QF
=75, (b) QF =95
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Figure 5. Testing error for JUNIWARD, UED, and UERD on image dataset UCID with GFR-17000D and ensemble classifier (a) QF
=175, (b) QF =95
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Numerically, for image dataset UCID, the P, for JUNIWARD can be improved by 9.58% after
employing the proposed method when payload is 0.5 bpnzac and QF = 75 with DCTR-8000D, 8.84%
when payload is 0.4 bpnzac and QF = 75 with GFR-17000D, and 8.95% when payload is 0.2 bpnzac
and QF = 95 with GFR-17000D. For UED, the improvement is 5.16% when payload is 0.4 bpnzac
and QF =75 with DCTR-8000D, 5.60% when payload is 0.3 bpnzac and QF =75 with GFR-17000D,
and 7.18% when payload is 0.5 bpnzac and QF = 95 with GFR-17000D. On the whole, the average
improvement on P, of JUNIWARD tested on image dataset UCID is 3.60%, and 2.91% for UED.

For image dataset BOSSbass ver. 1.01, the P, for JUNIWARD can be improved by 9.45% after
employing the proposed method when payload is 0.4 bpnzac and QF = 75 with DCTR-8000D,
7.64% when payload is 0.3 bpnzac and QF = 75 with GFR-17000D, and 10.79% when payload is
0.5 bpnzac and QF = 95 with DCTR-8000D. For UED, the improvement is 4.96% when payload is
0.2 bpnzac and QF = 75 with DCTR-8000D, 4.50% when payload is 0.2 bpnzac and QF = 75 with
GFR-17000D, and 5.50% when payload is 0.5 bpnzac and QF = 95 with DCTR-8000D. On the
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Figure 6. Testing error for JUNIWARD, UED, and UERD on image dataset BOSShass ver. 1.01 with DCTR-8000D and ensemble
classifier (a) QF = 75, (b) QF =95
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Figure 7. Testing error for JUNIWARD, UED, and UERD on image dataset BOSSbass ver. 1.01 with GFR-17000D and ensemble
classifier (a) QF = 75, (b) QF =95
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whole, the average improvement on P, of JUNIWARD tested on image dataset BOSSbass ver. 1.01
is 4.20%, and 2.83% for UED.

In addition, it can be seen from Figures 4-7 that the improvement on P, under high payload is
larger than those under low payload. The reason of this observation is related to the detection error
P, of steganalysis tools which is around 50% under low payload. Since 50% is the highest value of
P, for binary classification, it is difficult to increase P, further under low payload.

CONCLUSION
This paper firstly proposes a general method to distinguish the embedding cost for different polarity of

embedding change for JPEG images with the help of a reference image constructed by block artifact
compensation. The undetectability of current popular JPEG steganographic methods is observably
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increased after incorporating the proposed distortion cost adjustment method. For further study, it
is significant to design universal asymmetric distortion function which can be used for both spatial
and JPEG steganography.
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