INTERNATIONAL JOURNAL OF

DiciTAL CRIME AND FORENSICS

October-December 2012, Vol. 4, No. 4

Table of Contents

SpECIAL ISSUE OF SELECTED PAPERS FROM THE SEVENTH INTERNATIONAL ANNUAL
WorksHOP ON DiGitaL ForeNnsics AND INCIDENT ANALysis (WDFIA), HEracLION,
GREECE, 6TH-8TH JUNE 2012

GuUEST EDITORIAL PREFACE

i Theo Tryfonas, Faculty of Engineering, University of Bristol, Bristol, UK
Nathan Clarke, Digital Forensics Laboratory (CSCAN), Plymouth University, Devon, UK
Ron Dodge, Army Acquisition Corps, United States Army, United States Military Academy-West Point, West Point, NY,
US4

RESEARCH ARTICLES

1 Hypothesis Generation and Testing in Event Profiling for Digital Forensic Investigations
Lynn Batten, Faculty of Science and Technology, School of IT, Deakin University, Burwood, Melbourne, VIC, Australia
Lei Pan, Faculty of Science and Technology, School of IT, Deakin University, Burwood, Melbourne, VIC, Australia
Nisar Khan, Faculty of Science and Technology, School of IT, Deakin University, Burwood, Melbourne, VIC, Australia

15 A Framework for the Forensic Analysis of User Interaction with Social Media
John Haggerty, School of Computing, Science and Engineering, University of Salford, Manchester, UK
Mark C. Casson, Henley Business School, University of Reading, Reading, UK
Sheryllynne Haggerty, School of Humanities, University of Nottingham, Nottingham, UK
Mark J. Taylor, School of Computing and Mathematical Sciences, Liverpool John Moores University, Liverpool, UK

31 Pypette: A Platform for the Evaluation of Live Digital Forensics
Brett Lempereur, School of Computing and Mathematical Sciences, Liverpool John Moores University, Liverpool, UK
Madjid Merabti, School of Computing and Mathematical Sciences, Liverpool John Moores University, Liverpool, UK
Qi Shi, School of Computing and Mathematical Sciences, Liverpool John Moores University, Liverpool, UK

47 A Model for Hybrid Evidence Investigation
Konstantinos Vlachopoulos, Department of Informatics, lonian University, Corfu, Greece
Emmanouil Magkos, Department of Informatics, lonian University, Corfu, Greece
Vassileios Chrissikopoulos, Department of Informatics, lonian University, Corfu, Greece

Copyright

The International Journal of Digital Crime and Forensics (ISSN 1941-6210; eISSN 1941-6229). Copyright © 2012 IGI
Global. All rights, including translation into other languages reserved by the publisher. No part of this journal may be
reproduced or used in any form or by any means without written permission from the publisher, except for noncommercial,
educational use including classroom teaching purposes. Product or company names used in this journal are for identification
purposes only. Inclusion of the names of the products or companies does not indicate a claim of ownership by IGI Global
of the trademark or registered trademark. The views expressed in this journal are those of the authors but not necessarily of
IGI Global.

IJDCF is currently listed or indexed in: Applied Social Sciences Index & Abstracts (ASSIA); Bacon’s Media Directory; Cabell’s
Directories; Compendex (Elsevier Engineering Index); DBLP; GetCited; Google Scholar; INSPEC; JournalTOCs; Library &
Information Science Abstracts (LISA); MediaFinder; Norwegian Social Science Data Services (NSD); SCOPUS; The Index of
Information Systems Journals; The Standard Periodical Directory; Ulrich’s Periodicals Directory




