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To Speak or Not to Speak
when Breeched

Kevin Curran, University of Ulster, UK

OK. You are the CTO of a large company. You
are actually about to be taken over quite soon
for a large amount. Your network administra-
tor comes to you at Spm with the news that it
seems your network has been infiltrated. The
question is, who do you tell? And when?

You see, the public tend to view organisa-
tions that are not able to manage customer data
as less trustworthy. This is especially true for
financial services, government and healthcare
organizations. We expect these sectors to hold
to ahigher standard. They of course are simply
afraid of losing precious customers as a result
of going public. In fact recent reports have
recorded that 8/10 people would "likely" leave
a business or service provider if it committed
a breach of their personal data.

Thereis also the factor thata large percent-
age of breeches are due to negligent insiders.
A common percentage reported is that 4/10
organisations had a data breach resulting
from a lost or stolen mobile device, includ-
ing tablet computers, smartphones and USB
drives that contained confidential or sensitive
data. It seems it is easier to report a 'targeted
sophisticated zero-day attack' rather than report
a negligent employee.

Primarily it is important to report data
breeches as failure to report to the Information
Commissioners Office (ICO) will be consid-
ered an aggravating factor in serious cases of
breeches. In fact, under the proposed EU data
directive, companies that commit transgres-
sions can be stung for 10% oftheir turnover. The
ICO states they will impose fines on whoever
commits the breach. It is also important for the
community also as common means of entry
are through default & weak passwords, system
bugs and SQL injection attacks and reporting
these through the correct channels can lead
to consolidated & swift defence mechanisms
being rolled out by security professionals. Ul-
timately, it is incumbent on all organisations to
better educate their employees regarding best
practices indata protection, and to meet security
standards established at their national level.

The actual threshold for reporting is not
an exact science but considerations should
include the likelihood of damage or distress
to data subjects. The higher this is, the more
appropriate it will be to report. It is also cru-
cial to take into account the number of data
subjects affected. Organisations on the whole
should have a breach management plan in



place. They must ensure relevant staff know
what the breech plan is and where they can
access it. Staff should have clearly defined
responsibilities. It is vital to identify as soon
as possible if the incident can recur. Steps
should be taken in tandem to identify if there
are gaps in policies which allowed the breech
to happen. Those data subjects affected by
the breech should be identified and contacted.
Perhaps additional steps to secure their data

EU data directive, states that companies who
commit transgressions can be stung for 10%
of their turnover. In fact, this new EU data
protection laws will require all companies and
organisations to notify the national supervisory
authority and affected citizens of any serious
data breaches within 24 hours. The Informa-
tion Commissioners Office in the UK will also
impose fines on whoever commits the breach.
You have been warned.

can be offered at this stage. It is important to
send messages to all sectors of the organisation
and not just the department affected directly.

The authorities are responding to these
breeches by upping the fines and widening
the net on those who transgress. The proposed
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