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ABSTRACT

With the advent and development of database applications such as big data and data mining, how 
to ensure the availability of data without revealing sensitive information has been a significant 
problem for database privacy protection. As a critical technology to solve this problem, homomorphic 
encryption has become a hot research area in information security at home and abroad in recent years. 
The paper sorted out, analyzed, and summarized the research progress of homomorphic encryption 
technology in database privacy protection. Moreover, the application of three different types of 
homomorphic encryption technology in database privacy protection were introduced respectively, 
and the rationale and characteristics of each technique were analyzed and explained. Ultimately, this 
research summarized the challenges and development trends of homomorphic encryption technology 
in the application of database privacy protection, which provides a reference for future research.
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1. INTRoDUCTIoN

With the advent of the era of big data, as a convenient and efficient information carrier, the database 
has been widely used in various scenarios. However, some previously inconspicuous problems have 
become more and more prominent; among them, the security of private data storage is of the most 
significant concern. A security breach happened in the database of True Dialog in 2019, the American 
commercial SMS service provider, which led to the disclosure of millions of SMS messages1; Besides, 
a cross-platform database company MongoDB was attacked by Hacker groups who infiltrated 
22,900 insecure databases, which accounted for almost 47% of all MongoDB databases, with a total 
economic loss of US$3.2 million in July 20202. Consequently, how to protect data privacy in various 
database applications has become a research hotspot in academia in recent years (Agrawal et al., 
2001; Verykios et al., 2004; Agrawal et al., 2000; Zhao et al., 2020; Clifton et al., 2002; Zhang et 
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al., 2005; Machanavajjhala et al., 2007; Xiao et al., 2006; Xiao et al., 2007; Nayyar, 2019; Raj, R. et 
al., 2020; Li, J. et al., 2021).

In different protection schemes for database privacy data (Verykios et al., 2004; Agrawal et al., 
2000; Zhao et al., 2020), encrypting plaintext privacy data is very useful. However, after the plaintext 
data is encrypted, the original keywords may become different ciphertext information, and the 
correlation among the keywords is also destroyed. In this way, it is difficult for the query algorithm 
to work appropriately based on these keywords. What’s more, it is also a challenging task to query 
the ciphertext data without decrypting it. As a result, a homomorphic encryption scheme emerged. 
Homomorphic encryption is used to encrypt user privacy data, and a series of operations such as 
deletion, update, and retrieval can be directly performed on the encrypted data.

Homomorphic encryption is a type of encryption method with unique natural properties. And this 
concept was first proposed by Rivest et al (1978) in the 1970s. Compared with standard encryption 
algorithms, homomorphic encryption can not only achieve basic encryption operations but also it can 
realize multiple calculation functions between ciphertexts. In other words, calculating first and then 
decrypting can be similar to decoding first and calculating. Compared with traditional encryption 
methods, homomorphic encryption technology can calculate multiple ciphertexts and then decrypt 
them. By using this, there is no need to decrypt each ciphertext and spend high computational costs. 
This article divides the homomorphic encryption technology in database privacy protection into three 
categories according to the type and number of ciphertext operations supported: Partial Homomorphic 
Encryption (PHE); Somewhat Homomorphic Encryption (SHE) and Fully Homomorphic Encryption 
(FHE). Additionally, the representative algorithms of each type are shown in Figure 1.

This paper reviewed the research on the application of homomorphic encryption in database 
privacy protection based on analyzing related domestic and foreign research, which provides a 
reference for future research. The structure of this paper is as follows: Section 1 introduces the research 
problems and objectives of this paper; Section 2 introduced the research progress of database privacy 
protection and homomorphic encryption technology, providing a general overview of the relevant 
reviews; Sections 3-5 analyzed and summarize the application of three homomorphic encryption 
technologies in database privacy protection respectively; Section 6 summarized the applications of 

Figure 1. Types of homomorphic encryption
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various homomorphic encryption introduced in this article in database privacy protection, showing 
the direction to future research.

2. RESEARCH PRoGRESS oN DATABASE PRIVACy 
PRoTECTIoN AND HoMoMoRPHIC ENCRyPTIoN

2.1 Database Privacy Protection
At present, the significant ways to ensure database privacy data security include firewalls, identity 
verification, and auditing. However, leakage of sensitive database information still occurs frequently, 
showing that these security measures are minimal to solve the problem. Ensuring that legitimate 
users can safely access their data, the most direct way is to encrypt the data before it is stored in 
the database. It is generally acknowledged that data encryption technology is the simplest and most 
capable technical method to protect users’ data from illegal access, used in many fields widely such 
as the Internet, electronic communications, online shopping, and online banking. Although data 
encryption can effectively avoid unlawful access to data, it also destroys the underlying semantic 
structure of data, making it impossible to perform operations such as calculation and retrieval of 
ciphertext. Consequently, the results of ciphertext operations make little sense by using traditional 
encryption methods, making ciphertext retrieval become a new challenge (Chor et al., 1995; Boneh 
et al., 2007; Avni et al., 2015).

After the data is encrypted traditionally, it is necessary to decrypt the ciphertext first to perform 
operations such as retrieval, calculation, or analysis. It is well known that the amount of data in the 
database system is enormous, a lot of resources for decryption will be consumed even if only a small 
part of the data needs to be retrieved. This kind of problem also exists in other subject areas (Li et al., 
2018; Li et al., 2018; Li et al., 2019; Li et al., 2019; Mora et al., 2019; Akbarnia et al., 2019; Kabir et 
al., 2020). Users prefer to utilize a server’s computing power to process the ciphertext directly when 
information needs to be recovered or calculated to obtain valid results. In the whole process, the data 
processor cannot get any content related to the plaintext of the data.

Order-Preserving Encryption (OPE) is an encryption scheme that preserves the original plaintext 
sequence of the ciphertext. Although OPE can directly determine the order of ciphertext data, its 
security is not high, and it can be cracked by dichotomy, which cannot meet the needs of privacy 
data security. Therefore, a homomorphic encryption scheme is proposed. Homomorphic encryption 
technology can meet the above requirements well. The same as traditional encryption methods can 
protect the privacy of users, and homomorphic encryption technology also supports direct arithmetic 
operations, including addition and multiplication on the ciphertext. Most importantly, the operation 
process can guarantee that the relationship between ciphertext and plaintext remains consistent. Figure 
2 is a more common database privacy protection model, reflecting how to implement secure queries 
among Data Owner, User, and Databases.

2.2 Research Progress of Homomorphic Encryption
The research of homomorphic encryption can be traced back to the 1970s. It was not long after 
the RSA cryptosystem was put forward, Rivest et al (1978) proposed the concept of homomorphic 
encryption, also known as privacy homomorphism, which is defined as follows:

Let E K x� ,( )  denote that x is encrypted with encryption algorithm E  and key K , and F  
represents an operation. If for encryption algorithm E  and operation F , there is algorithm G  such 
that:

E K F x x G K F E x E x
n n

, , , , , , , ( )
1 1
…( )( ) = ( ) …( )( )  
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It is said that encryption algorithm E  is homomorphic for operation F .
Once homomorphic encryption was put forward, it became an open problem in cryptography. 

Homomorphic encryption is a form of encryption that allows users to perform specific algebraic 
operations directly on the ciphertext, and decrypt the result of the operation, which is similar to 
the result obtained by directly implementing the same procedure on the plaintext. Nevertheless, the 
advantage of homomorphic encryption is that users can still analyze and retrieve specific encrypted 
data when data is encrypted, improving the efficiency of data processing and guaranteeing the safe 
transmission of data. Ultimately, the correct encrypted data can still get the correct decryption result. 
Scholars at home and abroad have successively studied the PHE scheme that satisfies the multiplication 
or the addition, and further proposed SHE scheme that can meet the finite number of arithmetic and 
acquisition at the same time (Damgard et al., 2001; Goldwasser et al., 2005; Goldwasser et al., 2019; 
Kawachi et al., 2007; Naccache et al., 1998).

In 2009, IBM researcher Gentry (2009) proposed a new homomorphic encryption scheme based 
on the ideal lattice, which can perform an unlimited number of operations on encrypted data that can 
be performed on the plaintext without decryption, enabling in-depth and infinite analysis of encrypted 
information without affecting its confidentiality, which is called Fully Homomorphic Encryption 
(FHE). In 2010, Dijk et al (2010) came up with an integer-based FHE scheme DGHV based on 
Gentry’s research. Although DGHV is more concise than Gentry et al.’s scheme, its practicality is 
still not high. In the same year, Smart et al (2010) and Gentry (2011) respectively further simplified 
the FHE scheme proposed by Gentry in 2009, reducing the length of the ciphertext and key, making 
the realization of the FHE scheme possible. In 2005, Regev et al (2005) proposed the FHE scheme 
based on the Learning with Error (LWE) problem, which is the most concise fully homomorphic 
encryption scheme by far. Intending to improve the efficiency of fully homomorphic encryption, 
cryptographers have successively proposed many FHE schemes (Brakerski et al., 2014; Gentry et 
al., 2011), which makes fully homomorphic encryption more practical.

PHE has the widest range of applications because of its simple design and relatively mature 
scheme. However, because its function is relatively single and can only perform one operation, it is 
not suitable for scenarios that deal with complex query services. FHE is the most ideal encryption 
scheme, which can handle complex query requests and can theoretically be applied in all scenarios. 

Figure 2. Database privacy protection model
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But because of its high requirements for computing resources, so far there has not been a solution 
that can actually be deployed and run. SHE can be regarded as the product of the coordination of 
PHE and FHE, which can perform a limited number of different operations on the basis of reasonable 
requirements for computing resources.

The continuous development of homomorphic encryption technology has provided opportunities 
for researchers to apply partial homomorphic encryption technology and the latest fully homomorphic 
encryption technology to database privacy protection. It will also boost the continuous progress and 
development of this field. This article summarized and categorized the application methods and 
techniques of homomorphic encryption in databases. It also generalized the challenges faced by 
homomorphic encryption in database security, to provide a reference or help for future researchers 
better to solve the problem of database privacy data security. The Main-Related terminologies used 
in this article are shown in Table 1.

2.3 Review of Related Literature
Literature (Kogos et al., 2017; Li et al., 2015; Li et al., 2018; Shundong et al., 2015; Mingjie et 
al., 2014) mainly introduces the research progress of homomorphic encryption technology and its 
application in various scenarios, which is targeting a summary of the research status, deficiencies, and 
core key issues that deserve further study. Moreover, this literature also illustrates the application of 
homomorphic encryption technology in cloud computing, electronic voting, and digital watermarking. 
Next, literature (Wang et al., 2002; Wu et al., 2006; Hui et al., 2014; Tian et al., 2017; Zhou et al., 
2009) mainly summarizes the current research results in database privacy protection, expounds the 
basic principles and characteristics of various privacy protection technologies, and also introduces 
the typical applications of multiple technologies in detail. The literature mentioned above has made 
a relatively comprehensive overview of homomorphic encryption technology and database privacy 
protection technology. However, the major drawback is that they have not made a systematic summary 
of the application of homomorphic encryption technology in database privacy protection. Literature 
(Morampudi, M. et al., 2020; Devi, P. et al., 2020; Lamba, J. et al., 2020; Pang, H. et al., 2020; 
Wu, W. et al., 2020), the primary concentrate is on open key cryptographic algorithms in view of 
homomorphic encryption conspire for protecting security. The contextual investigation on different 
standards and properties of homomorphic encryption is given as the analyzing proof.

On the whole, Domestic and foreign research on the application of homomorphic encryption 
technology in database privacy protection is still in its infancy, and there is room for development 
in the future.

Table 1. Main-Related terminologies

Terminology Meaning

PHE Partial Homomorphic Encryption

SHE Somewhat Homomorphic Encryption

FHE Fully Homomorphic Encryption

Key Input parameters in plaintext and ciphertext conversion algorithms

Symmetric encryption The encryption key is the same as the decryption key

Asymmetric encryption Also known as public key encryption, the encryption key is different from the decryption 
key
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3. PHE-BASED DATABASE PRIVACy PRoTECTIoN TECHNoLoGy

Since the concept of homomorphic encryption was first proposed by Rivest et al. in 1978, various 
encryption schemes have been continuously put forward. We call homomorphic operations that only 
support a single type (addition or multiplication) in the ciphertext domain as partial homomorphic 
encryption (PHE). PHE has top security and a relatively simple structure, where the RSA system, 
Paillier system, and ElGamal system are the most widely used. Unfortunately, they have considerable 
limitations in practical applications because of limited types of operations supported. The following 
is an introduction to the implementation of partially homomorphic encryption algorithms based on 
three encryption systems in database privacy protection.

3.1 Database Privacy Protection Scheme Based on Rsa
RSA cryptosystem proposed by Rivest et al (1978) in 1978 is the first practical public-key encryption 
scheme whose security is based on the difficulty of integer factorization. Besides, this system satisfies 
the multiplicative homomorphism.

Wang, L. et al (2020) established a safe and usable database system in a multi-cloud environment, 
whose security is guaranteed by RSA-based homomorphic encryption technology. In this system, 
data owners create a new table T , which has a list of N  rows named A , where the row number of 
each row is � �(� )r r

i i
> 0 , and it is stored as a single column named row id_ . Column key ck x y

A
= ,  

is generated for column A , x , and y  are random numbers ( , )x y n> , so table T  has two columns 
row id A_ ,( ) . Before storing the data in the database, row key  v

key
 is created by  ck

A
 and row id_ , 

and then use the row key to encrypt each row of data to generatev
e

. The generating formula is 
v E v v vv modn
e key key
= ( ) = −, 1 , where �v

key
−1  is the inverse of   v

key
, v v modn
key key

− =1 1� . v
e

 will be stored 
in the cloud database. At this time, when the data owner adds a private data v  to column A, v  will 
be owned by the data owner and the database in two forms: v

key
 and v

e
. When you need to decrypt 

the ciphertext, you only need to know v
e

 and v
key

: v D v v v v modn
e key e key

= ( ) =, .
In the solution of literature (Wang et al., 2020), whenever private data is added, a corresponding 

key will be stored locally, which will cause a storage burden for local users. Meanwhile, when the 
amount of information is large, a large number of local generations will be created. Consequently, 
decryption operations will consume a large number of local computing resources and impose a 
computational burden on local users. To solve this problem, Wei, z. z. et al (2013) reduced the 
pivotal acquisition time based on ensuring the security of the key by constructing a homomorphic 
fundamental agreement model, thereby improving the computational efficiency.

According to the solution in literature (Wei et al., 2013), it supposed that the RSA public-private 
key pair of the data owner is PK SKO O,� � , and the user is PK SKD D,� � , and RSA public-private 

of database S is PK SKS S,� � . When the user finds the required data, he/she sends a request to the 
data owner and the database respectively, and they respectively return the random number encrypted 
with the user’s public key, namely RO

PKD and RS
PKD . Afterward, Data acquirer D  conducts the 

following calculation by using the same multiplication of the RSA encryption system: 

R R R RO
PKD

S
PKD

O S
PKD� � �  to get K R RO S= , and ultimately, the computer uses the critical K to 

decrypt the plaintext data. In this scheme, the user only needs one multiplication operation and one 
decryption operation to get core key K.
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3.2 Database Privacy Protection Scheme Based on Paillier
The Paillier system proposed by scholar Paillier in 1999 (Paillier, 1999) is the first additive 
homomorphic encryption cryptosystem based on the problem of judging composite residues, whose 
security is based on the issue of deciding composite residues. Moreover, this system supports arbitrary 
multiple additions of homomorphic operation.

Marwan, M. et al (2016) used Paillier’s homomorphic cryptographic system to establish a secure 
cloud database. First, the data owner encrypts the data before transmitting it to the cloud database; 
in this process, the data owner has public-private key pair information. Next, it sends encrypted data 
to the cloud database. After that, the user uses the private key to obtain the final result during the 
decryption process. At the same time, the model uses a key management server (KMS) to ensure the 
security of the key exchange. This model is the most basic application of the Paillier system in the 
database field. Thanks to the homomorphism of the Paillier system, this model can improve the security 
of cloud data to a certain extent. Still, this model is not suitable for multi-user, high-concurrency, etc. 
Typical usage scenarios in the database field.

YU, Z. B. et al (2015) proposed the hPIRMR protocol. They used Paillier-based hash tools 
to construct a keyword-based retrieval scheme for cloud-encrypted files, which guarantees users 
access privacy and outsourced data security during query interaction. This solution requires two 
implementations of the PIR (Private Information Retrieval) protocol, resulting in more communication 
volume and query response time for both parties. Wang, S. et al (2014) proposed an actual private 
processing solution that implements homomorphic encryption to query public data databases. Paillier 
is used to provide complete query privacy, homomorphic encryption, and open data conversion. 
Compared with traditional PIR solutions, this method only involves one round of client-server 
interaction for processing one query, thereby saving bandwidth for the server.

Hingwe, K. K. et al (2016) proposed a homomorphic encryption access control scheme for 
database services based on hierarchical roles. By establishing a multi-level database access control 
model, queries are granted with the least access rights and session keys that are used for session 
management. If the query is to perform any operation on sensitive data, additional permissions are 
required to access sensitive data. Kim, K. I. et al (2019) proposed a KNN query model based on 
homomorphic encryption, which can hide data access patterns while ensuring data and query privacy, 
improving security significantly. Since data owners and users do not participate in query processing, 
this model also supports operations on outsourced databases. However, the query processing cost of 
this solution is high since it performs the required calculations on all encrypted data to achieve the 
purpose of hiding data access patterns.

Li. S. D. et al (2018) designed a new encoding method for the ciphertext sorting problem in 
the database, which combined Paillier additive homomorphic encryption algorithm, elliptic curve 
encryption system, secret segmentation, and threshold decryption algorithm. The secure multi-party 
computing protocol can resist collusion attacks of varying degrees. Yuan, X. P. et al (2011) tried 
to solve the problem that the string approximate matching query in the database cannot adequately 
protect the private information of the querying parties. In this sense, he established an approximate 
matching query protocol for the string data in the database. Using security technologies such as 
secure computing editorial distance protocol, homomorphic encryption, dazed transmission, the 
query for approximate matching of strings is realized in the case of effectively protecting the private 
information of the querying parties.

3.3 Database Privacy Protection Scheme Based on Elgamal
The ElGamal system is the first public-key encryption system based on discrete logarithms. Proposed 
by Egyptian cryptographer ElGamal in 1984 (ElGamal, 1985). The security of the ElGamal system 
is by the difficulty of discrete logarithms. And the ElGamal algorithm is based on operations on a 
finite field, whose feature is that the ciphertext is composed of two parts and meets the multiplicative 
homomorphic functions, suitable for secure storage of cloud database (Kalyani, P. et al., 2021).
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Jia, Z. et al (2012) created privacy protection that can access control model based on secret 
sharing and ElGamal homomorphic attributes. In this model, the user’s query is combined with the 
proxy server’s access control strategy, and the user can get the query result with sufficient authority. 
Moreover, each proxy server has an independent access control matrix. First, a public-private key 
pair is generated in line with the ElGamal system, and the data owner sends the key to each proxy 
server and then encrypts the access control matrix. When the user submits a query request, and the 
query is completed, the access control matrix is rebuilt. Li, S. D. et al (2018) suggested an efficient 
string secret sorting scheme based on the ElGamal algorithm, which pre-processing the data before 
it was encrypted. It first calculatesR g modp h modpi

r ri i� � �, ,  encryption is to perform several 

simple modular multiplication operations on Ri , trying to avoid the complex modular exponential 
operation in the encryption process of the original ElGamal algorithm.

Cominetti, E. et al (2020) presents two efficient partially homomorphic encryption schemes built 
upon the approximate common divisor problem, believed to be resistant to quantum computer attacks. 
Both proposals, named FAHE1 and FAHE2, are additively homomorphic and have a symmetric 
nature, meaning that they are useful in scenarios where encryption and decryption are performed 
by the same entity. This is the case, for example, of encrypted databases stored in a public cloud. 
experimental results show that both solutions provide considerable speed-ups when compared to 
Paillier. Namely, encryption and decryption with FAHE1 are, respectively, 120 and 25 times faster 
than Paillier’s, while for FAHE2 both operations run more than 1000 times faster.

3.4 other Phe Database Privacy Protection Schemes
Li, Z. C. et al (2018) argued a secure data query scheme based on homomorphic ciphers. It uses an 
adjustable onion encryption strategy (CryptDB), Paillier addition homomorphism, and ElGamal 
multiplication homomorphism to manipulate ciphertext directly. It avoids Frequent client interaction 
with the server and encryption and decryption processing to resist selected plaintext attacks effectively. 
Tu, S. L. et al (2013) built the Monomi algorithm and improved CryptDB to handle more complex 
queries. Both MrCrypt (Tetali et al., 2013) and Crypsis (Stephen et al., 2014) put forward based 
on CryptDB, both of which can implement addition and multiplication homomorphic operations 
of ciphertext data. To support multiple types of query services, each piece of data and variable in 
CryptDB needs to be encrypted by using a different homomorphic encryption scheme, which leads 
to additional storage consumption. Furthermore, when outsourcing data is frequently transmitted, it 
will also increase communication overhead with third-party cloud service providers.

Combined with the characteristics of tree structure directory services, Zheng, Y. et al (2013) put 
forward a directory service data change capture method based on homomorphic hashing after looking 
at the research of commonly used data change capture strategies and technologies. Besides, this 
method combines the special shadow table method of the homomorphic hash function and memory 
database technology. Based on the homomorphism of the homomorphic hash algorithm, the change 
data of the directory service can be quickly obtained when the data change rate is low.

Jiang, Y. J. et al (2011) proposed a data set outsourcing scheme that is targeting Mignotte secret 
sharing for the privacy matching problem in the outsourcing database system. In this system, the 
user interacts with the third-party service provider, constructs the discriminant through additive 
homomorphic encryption and secret reconstruction, and judges, whether the element of the user’s 
data set belongs to the data set of the data owner by judging the value of the discriminant, is zero, 
and finally realizes privacy match. Yang, Y. B. et al (2007) do not encrypt the primary and foreign 
keys on the table. To begin with, for encrypted numeric fields, if constant arithmetic operations are 
required, the secret homomorphic encryption technology is used. Moreover, if the retrieval function 
is also required, then the entry address index table is established for the ciphertext, and the binary 
search method is used to realize the retrieval. When it comes to numeric fields with a large retrieval 
volume and few arithmetic operations, the ciphertext entry address index or ciphertext index is used. 
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For encrypted date-type areas, ciphertext entry address index or ciphertext index technology can be 
used to achieve. As for other types of encrypted fields, we need to convert different types into one of 
the previous three classes and then perform encryption processing. Combined with the advantages of 
RSA public-key encryption and homomorphic encryption, Gui, Q. et al (2009) adopted a cryptographic 
hierarchical management mechanism based on the ARBSM algorithm. They proposed a simple 
and effective privacy protection distributed association rule mining algorithm (PPDM-ARBSM). 
Introducing a password management server (CMS) and data mining server (DMS) into the algorithm 
not only effectively protects the security of sensitive data but also uses the transaction similarity 
matrix to quickly and centrally generate a global K-item frequent set.

Cao, N. et al (2013) proposed a multi-keyword sorting search technology. The idea of the scheme 
is to add false keywords when encrypting a vector with a key to perform division or multiplication 
(the key is composed of a vector and two matrices), accordingly, the client will also apply the same 
operation (with a few changes) to encrypt the query vector with the same key and send it to the cloud. 
After the cloud receives it, the encrypted vector (query and index) will be processed to generate a 
similar vector. Li, J. et al (2010) invented technology for fuzzy keyword retrieval of encrypted data. 
By employing it, the data owner constructs an index by building a set of fuzzy keywords and then 
shares it between the data owner and authorized users. The key calculates the trap set of the key, and 
the data owner sends this index to the cloud. When retrieving the data set, the authorized user uses the 
shared key with the data owner to calculate the trap set of the query key, and then sends it to the cloud, 
after receiving the query, the cloud compares with the index table. It returns all possible encrypted 
file identifiers based on fuzzy keywords. Jain, R.et al (2020) propose a registration authentication 
storage data assess (RASD) structure and homomorphic-private-practical uniformity testing-based 
plan structured for giving security to authoritative information put away on cloud catalogs utilizing 
a novel security plot. The essential favorable position of the proposed structure is its simple usage, 
high security, and overall less computational expense. Findings–Experimentation-based outcomes 
demonstrated that the RASD structure not only gives a high-security layer for delicate information but 
also enables a decrease in computational expense and performs better when compared with existing 
conventions for distributed computing.The performance analysis of each PHE-based database privacy 
protection technology is shown in Table 2.

4. SHE-BASED DATABASE PRIVACy PRoTECTIoN TECHNoLoGy

A homomorphic encryption scheme can support the homomorphic operations of addition and 
multiplication in the ciphertext domain at the same time. Still, considering the reduction of the noise 
when the ciphertext is generated, the number of operations of a certain type of operation has to be 
limited to complete the decryption process. In other words, homomorphic encryption schemes can 
only perform ciphertext calculations on specific data sets, and they are only suitable for particular 
application scenarios in reality. To ensure that SHE can serve the calculation of custom data sets, 
such as databases, many studies have begun to promote existing homomorphic encryption schemes.

4.1 Database Privacy Protection Scheme Based on Bgn
The BGN system is the first scheme that can simultaneously support arbitrary multiple additions 
and one-time multiplication homomorphic operations, that is, it can calculate the quadratic function 
of the ciphertext. What’s more, the encryption process has no ciphertext length expansion and has 
semantic security. The BGN system is only suitable for quadratic expressions, but this system is the 
closest to the fully homomorphic encryption scheme.

Kerschbaum, F. et al (2012) put forward an outsourced private data query model based on 
homomorphic encryption, which introduces the service provider P into the system. Both the data 
owner and the server send their data encrypted by the BGN algorithm to the service provider. Still, 
the latter does not know any information about the input or output. This model has linear complexity, 
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and it is safe in the malicious model. Moreover, it has nothing to do with the size of the client set, 
but it cannot achieve common functions such as secure session management, role-level maintenance, 
and multi-level access control.

4.2 other She Database Privacy Protection Schemes
Palamakumbura, S. et al (2015) created a private database query scheme based on homomorphic 
encryption, which uses secondary homomorphic encryption and batches homomorphic encryption 
to improve the security and query speed of private data. Compared with the traditional method, this 
scheme uses SHE technology to improve the security and query speed of private data greatly, but its 
secondary homomorphism and batch homomorphism is based on the inverted index pre-predicted 
by the model, which cannot support the dynamic update of data in the database very well. Yihua, 
Z. et al (2019) proposed an f-mOPE database ciphertext retrieval scheme. To improve the overall 
security of the scheme, the subtree number generation adopts an improved SHE technology, and the 
ciphertext index of the data is determined by comparing the binary tree number.

Table 2. Performance evaluation of database privacy protection technology based on PHE

Partial Homomorphic 
Encryption

Safety 
Degree

Computational 
overhead

Communication 
overhead

Data 
Integrity

Data 
Dependency

RSA 
Scheme

Wang, L. et al. high high medium high high

Wei, Z. Z. et al. high medium medium medium high

Paillier 
Scheme

Marwan, M. et al. medium high high high low

YU, Z. B. et al. high high high medium high

Wang, S. et al. medium medium medium high low

Hingwe, K. et al. high high high high high

Kim, H. I. et al. high high medium medium low

Li, S. D. et al. high high medium medium high

Yuan, X. P. et al. high medium high low high

ElGamal 
Scheme

Jia, Z. et al. high high high medium high

Li, S. D. et al. high low medium high low

Cominetti, E. 
et al. high medium high low medium

Other 
Scheme

Li, Z. C. et al. high high high high medium

Tu, S. L. et al. high medium medium high medium

Tetali, S. D. et al. high high high high medium

Stephen, J. J. 
et al. high high high high medium

Yu, Z. et al. medium medium low medium high

Jiang, Y. J. et al. medium medium high medium low

Yang, Y. B. et al. high medium medium medium high

Gui, Q. et al. high high medium high high

Cao, N. et al. high high medium low low

Li, J. et al. high high high low low

Jain, R.et al medium high high medium high



International Journal of Cognitive Informatics and Natural Intelligence
Volume 15 • Issue 4

11

Bai, J. et al (2018) designed a new type of private database secret homomorphic retrieval protocol. 
By using an encryption algorithm based on the Learning With Errors over Ring (LWER) problem, 
it solves the privacy leakage problem involved in the threat model after performing a limited number 
of homomorphic operations. Boneh, D. et al (2013) constructed a private database query system that 
supports a rich query set. The basic idea is to encode the database into one or more polynomials and 
use the user’s query to process these polynomials to obtain a new polynomial whose root is the index 
of the matching record. In this system, the user holds the key, and the server has the corresponding 
public key, and ultimately the server encodes the database as a binary polynomial D x y,� � . The 

user constructs a univariate query polynomial Q y� �  and sends the encryption coefficient of the 

polynomial Q  to the server. Once the database polynomial D x y,� � and the encrypted query 

polynomial Q y� �  is given, the server uses the additive homomorphism of the cryptographic system 

to calculate the encrypted polynomial A x y D x y Q y, ,� � � � � � � � . Then the server uses the 

plaintext value Ai  to calculate the encrypted polynomial A x A x A i ti i� � � � � �, , , ,...,1 2 .We can 
say that the root of the polynomial Ai is the query of the index of the matching record. The performance 
analysis of each SHE-based database privacy protection technology is shown in Table 3.

5. FHE-BASED DATABASE PRIVACy PRoTECTIoN TECHNoLoGy

Fully homomorphic encryption is an encryption scheme proposed by Rivest et al. in 1978, shortly after 
the RSA algorithm was proposed. Since the cryptography community proposed the fully homomorphic 
encryption scheme, it has been hailed as the holy grail of cryptography. From 2009 to the present, a 
series of fully homomorphic encryption schemes have been implemented and optimized. The first 
generation of fully homomorphic encryption schemes is all based on the construction method of 
Gentry (Smart et al., 2010; Stehlé et al., 2010; Brakerski et al., 2011; Coron et al., 2011; Coron et al., 
2012; Brakerski et al., 2014), and the second generation of fully homomorphic encryption schemes 
is based on LWE’s (Brakerski, 2012; López-Alt et al., 2012; Gentry et al., 2013). The significance 
of the fully homomorphic algorithm is to fundamentally solve the confidentiality problem when the 
data information operation is entrusted to a third party so that it can play a huge role in database 
privacy protection.

5.1 Database Privacy Protection Scheme Based on Dghv
Dijk et al. proposed the DGHV scheme in 2009, which is a fully homomorphic encryption scheme 
based on integers. The encryption scheme only uses addition and multiplication on the integer range, 

Table 3.Performance evaluation of database privacy protection technology based on SHE

Somewhat Homomorphic 
Encryption

Safety 
Degree

Computational 
overhead

Communication 
overhead

Data 
Integrity

Data 
Dependency

BGN 
Scheme

Kerschbaum, F. 
et al. medium high medium high low

Other 
Scheme

Palamakumbura. 
et al. high high high high high

Yihua, Z. et al. low medium medium high high

Bai, J. et al. high medium high medium low

Boneh, D. et al. medium medium low medium high
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and it also employs basic modular arithmetic while ignoring the concept of the ideal lattice. Moreover, 
its safety is based on the difficulty of approximating the greatest common factor problem. All in all, 
the scheme still has the operation and efficiency of SHE.

Yi, X. et al (2012) constructed a universal single-database PIR protocol based on FHE and then 
extended it to a comprehensive single-database PBR protocol. First, the user generates a public key 
and private key pair pk sk,� � for the fully homomorphic encryption scheme; after that, the user sends 
pk  to the database server but remains sk  secret. Then, the user selects an index i  where i  is one 

and uses the public key pk  to encrypt i . Finally, the ciphertext is sent as a query to the database 
server. According to the response generation circuit and homomorphic characteristics, the server 
calculates the third-digit encryption with the database, query, and pk  as the response, and returns 
the answer to the server. Finally, the user decrypts the reaction to obtain the i th−  bit.

Xiong, T. et al (2016) put forward a new parallel homomorphic encryption scheme that aims at 
the long time-consuming disadvantage of big data encryption in cloud computing network databases. 
In the cloud computing network environment, DGHV homomorphic encryption algorithm is used 
for preliminary data encryption, and the noise generated during the encryption process is denoised. 
Introducing the parallel characteristics of the MapReduce computing framework, DGHV uses the 
block algorithm to segment the big data in the cloud environment, and the homomorphic algorithm 
is employed to encrypt the data. Finally, the ciphertext in the entire database is obtained.

5.2 other Fhe Database Privacy Protection Schemes
Zhao, F. et al (2014) proposed a cloud computing security solution based on fully homomorphic 
encryption of Craig Gentry’s ideal lattice. However, this scheme is not optimized for proprietary 
scenarios, but directly applies Craig Gentry’s fully homomorphic encryption algorithm. Meanwhile, 
it fails to optimize the problem of high resource consumption, which leads to the low portability of 
the solution and cannot be promoted and widely used. Gupta, C. P. et al (2013) proposed a completely 
homomorphic encryption scheme based on matrix operations, which uses a small size symmetric 
key, so it is suitable for many data-centric applications. In this scheme, if two entities possessing 
the decryption key and encrypted data decide to collude, this arrangement is vulnerable to collusion 
attacks. But as seen here, these keys are different in this scheme, so it is collusion-resistant. Besides, 
the role of the delegator can be borne by the data owner itself, thereby increasing the security of the 
key generator.

For the first time, Liu, J. Q. et al (2019) proposed an anonymization scheme based on fully 
homomorphic encryption and global generalization. The advantage of this scheme is that it can 
support multiple applications, multiple protection principles, and technical parameters, and guarantee 
the availability of the proposed model in terms of efficiency. Gopal, G. N. et al (2012) designed a 
scheme that is based on Gentry’s FHE scheme, which uses the key to encrypt each keyword in the 
file for the query, so that the cloud can only operate on the ciphertext data and return the ciphertext 
without knowing the key. As a result, this method is highly dependent on the huge resources of 
cloud computing to overcome the performance problems of fully homomorphic encryption. Gahi, 
Y. et al (2015) proposed a fully homomorphic encryption scheme that is based on a relational 
database to protect the integrity and confidentiality of data. Still, its performance hindered the actual 
implementation of the system.

Mani, M. et al (2013) proposed a fully homomorphic encryption scheme that can perform 
algebraic processing. Among them, Murali Mani et al. divided the decryption step into two parts. 
First, the service provider calculates the sum of the p  column values in the encrypted result table 
and sends it to the client. Then, the client decrypts the sum into value, such as n . After that, the client 
requests ′n  lines from the service provider (where � �n n , the service provider, can see ′n ). The 
service provider sorts the rows in the result table according to the encrypted p  value, while 
maintaining any other sorting (specified in the query) and sending the top ′n  rows. In the end, the 
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client can verify that the sum of the p  column values is equal to n  (the service provider never 
knows n ). In this way, the two-step process provides compact and accurate results returned to the 
client.

Chechulina, D. et al (2015) designed a completely homomorphic encryption scheme that is not 
available with practically acceptable keys and output data. This scheme uses congruence relations to 
avoid the increase in data size. Akavia, A. et al (2018) proposed a new secure, searchable encryption 
scheme. It not only allows the client to provide a search token to the server but also permits the server 
to search for the token to cover all documents encrypted with different keys that he/she can access. 
What’s more, this scheme uses multikey, fully homomorphic encryption (MFHE), which is capable 
of operating multiple unrelated keys for input encryption.

Ying-Hua, L. et al (2014) put forward and implemented a distributed privacy protection FHE-
DBIRCH model that is also based on fully homomorphic encryption. The basic idea of the algorithm 
is to calculate the CFi  value from the data set, and then encrypt it and transmit it to the main data 
set. After the data set performs certain calculations on the ciphertext, it is decrypted to construct a 
joint data set CF (Clustering Feature) tree. Then, the PAM (Partitioning Around Medoid) algorithm 
is used to cluster the leaf nodes of the main CF tree, remove outliers (i.e., sparse clusters), and merge 
dense clusters. Finally, broadcast the set of K  groups calculated by the master site to each slave site 
Si .

Tan, B. et al. (2020) design an efficient private database query (PDQ) protocol which supports 
compound conditions with equality and order comparisons. To this end, they first present a private 
comparison algorithm on encrypted integers using FHE, which scales efficiently for the length of 
input integers, by applying techniques from finite field theory. Then, they consider a scenario for 
PDQ protocols, querying for values based on a conjunction of one order and four equality conditions 
on key columns. The proposed algorithm and protocol are implemented and tested to determine their 
performance in practice. The proposed comparison algorithm takes about 25:259 seconds to compare 
697 pairs of 64-bit integers using Brakerski-Gentry- Vaikuntanathan’s leveled FHE scheme with 
single instruction multiple data (SIMD) techniques at more than 138 bits of security. This yields an 
amortized rate of just 36 milliseconds per comparison.

The performance analysis of each FHE-based database privacy protection technology is shown 
in Table 4.

6. SUMMARy AND oUTLooK

In recent years, with the continuous development of homomorphic encryption technology, its 
application in database privacy protection has gradually become a hot research topic in the information 
security industry. This article focused on database applications and reviewed the current research 
status of privacy protection technology based on homomorphic encryption. At present, although there 
are still new homomorphic encryption schemes being proposed, the construction method has not 
made a breakthrough in essence. The reason is that this encryption scheme solving difficult problems 
based on traditional mathematics has relatively low computational efficiency. Besides, its ciphertext 
expansion rate and the amount of calculation are very high.

Existing database privacy protection schemes based on homomorphic encryption technology 
often require data owners to do a lot of preparation work in the process of data security storage, such 
as establishing and maintaining corresponding index tables, or implementing ciphertext operations 
through third-party agents, etc. The former will consume a lot of storage space and have a great impact 
on the user’s experience, while the latter increasing the risk of data leakage due to the increase of 
third-party participants.

Database technology has become one of the most widely used computer technologies. Ensuring the 
security of data in the database is an eternal goal pursued by data owners and users. The introduction 
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of homomorphic encryption methods has made people one step closer to this goal. However, since 
database privacy protection technologies such as homomorphic encryption have developed for a short 
time, there are still many problems. This paper introduces the latest research results of homomorphic 
encryption technology in database privacy protection, focusing on the advantages and disadvantages 
of related technologies, and provides a certain reference for subsequent research. Through the analysis 
of relevant theories and techniques, this paper believes that in future research, researchers should 
focus on specific usage scenarios and combine with artificial intelligence technologies that have 
been widely used in various fields to provide users with more secure and intelligent data services.

(1)  Research on database privacy protection based on artificial intelligence

With the advent of the third wave of artificial intelligence, artificial intelligence technology 
has gradually been widely used in various fields, and the field of database privacy protection is 
no exception. In 2016, Microsoft introduced artificial intelligence technology to homomorphic 
encryption. It demonstrated CryptoNets where database providers can use artificial pre-feedback 
neural networks to perform predictive analysis based on ciphertext data, which proves that database 
privacy protection based on artificial intelligence technology is indeed feasible. It is nothing but the 
first attempt of artificial intelligence technology in database privacy protection. How other artificial 
intelligence techniques can be applied to the field of database privacy protection to improve the 
security and computing efficiency of private data is a topic worthy of study.

(2)  Research on privacy protection of heterogeneous distributed databases

With the rapid development of network technology today, it often happens for large enterprises 
that branches in different regions use different database systems, which makes heterogeneous 
distributed databases more and more popular. However, because of the relatively independent and 
heterogeneous characteristics of each site in a distributed environment, other operations such as 
communication and data collaboration will become more frequent. These operations, no matter 
intentionally or unintentionally, pose a threat to sensitive data and private information. Therefore, the 

Table 4. Performance evaluation of database privacy protection technology based on FHE

Fully Homomorphic Encryption Safety 
Degree

Computational 
overhead

Communication 
overhead

Data 
Integrity

Data 
Dependency

DGHV 
Scheme

Yi, X. et al. high high high high medium

Xiong, T. et al. medium low medium low high

Other 
Scheme

Zhao, F. et al. high high medium medium high

Gupta, C. P. et al. medium low medium high low

Liu, J. Q. et al. medium medium low low high

Gopal, G. N. et al. medium low low medium medium

Gahi, Y. et al. high high medium high low

Mani, M. et al. high low low high high

Chechulina. et al. medium medium medium high medium

Akavia, A. et al. medium high high high medium

Ying-Hua. et al. high high medium medium high

Tan, B. et al. medium high high medium high
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privacy protection problem of heterogeneous distributed databases is unavoidable. In 2019, Huawei 
released the native database GaussDB, and the distributed storage FusionStorage 8.0, both of which 
are mainly optimized for computing efficiency. The heterogeneous computing innovation framework 
makes full use of the advantages of X86, ARM, GPU, and NPU. However, it has failed to optimize 
its privacy protection. Therefore, the research of database privacy protection based on heterogeneous 
distributed systems is also a potential topic.

(3)  Research on database privacy protection based on specific application scenarios

Although databases are widely used in all fields, the specific application scenarios in each area 
are very different. Not only are the manifestations, storage methods, quantities, and update frequencies 
of data separate, but also the manifestations and amounts of private information are often different. 
Take the application in the location serves as an example. When the user moves frequently, the 
location application must regularly update the data in the database to ensure data consistency. In this 
process, how to provide users with fast, accurate, and transparent services based on ensuring that 
users’ private data is not leaked is a very important research topic.
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