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ABSTRACT

For a security system built on symmetric-key cryptography algorithms, the substitution box (S-box)
plays a crucial role to resist cryptanalysis. This article incorporates quantum chaos and PWLCM
chaotic map into a new method of S-box design. The secret key is transformed to generate a sextuple
system parameter, which is involved in the generation process of chaotic sequences of two chaotic
systems. The output of one chaotic system will disturb the parameters of another chaotic system in
order to improve the complexity of encryption sequence. S-box is obtained by XOR operation of the
output of two chaotic systems. Over the obtained 500 key-dependent S-boxes, the authors test the
S-box cryptographical properties on bijection, nonlinearity, SAC, BIC, differential approximation
probability, respectively. Performance comparison of proposed S-box with those chaos-based one
in the literature has been made. The results show that the cryptographic characteristics of proposed
S-box has met the design objectives and can be applied to data encryption, user authentication and
system access control.
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INTRODUCTION

In the context of world digitalization, massive data are being generated every day from mobile
computing and IoT devices. For data management, the security requirements have become increasingly
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important to all kinds of data. For a modern cryptosystem with symmetric-key cryptographic algorithm,
Substitution-box (S-box) is a non-linear component that performs permutation calculation, and its
performance directly determines the quality of the cryptographic algorithm.

As we know, chaos has good cryptographic characteristics and has been widely used in the design
of information security systems. The literature of the field contains numerous studies with chaos
based cryptosystem. Wang et al (Wang, Wong, & Liao et al., 2011), Kadir et al (Kadir, Hamdulla, &
Guo, 2014), Yavuz et al (Yavuz, Yazici, & Kasapbasi et al., 2016), Murillo-Escobar et al (Murillo-
Escobar, Cruz-Hernandez, & Cardoza-Avendaiio et al., 2017), and Wang et al (Wang, Cavusoglu,
& Kacar et al., 2019) proposed a new chaotic encryption system or PRNG (pseudorandom number
generator) in their studies.

Tang and Liao et al proposed a new approach to obtain cryptographically strong dynamic S-boxes
based on iterating discretized chaotic map (Tang, Liao, & Chen, 2005). Fatih and Ahmet proposed a
methodology to design cryptographically S-Boxes based on continuous-time chaotic Lorenz system
(Fatih, & Ahmet, 2010), the results show that proposed cryptosystem using the designed S-Boxes
is very suitable for secure communication. Subsequently, Fatih et al also studied an S-box design
algorithm based on time-delay chaotic systems. Compared with other algorithms in literature, the
proposed algorithm is considered to be more useful according to the criteria such as simple and
efficient implementation (Ozkaynak, & Yavuz, 2013). Wang and Wong et al represented a method to
design S-box based on chaos and genetic algorithm by making full use of the traits of chaotic map and
evolution process (Wang, Wong, & Li et al., 2012), and the one of highlights is that the problem of
constructing S-box is transformed to a Traveling Salesman Problem. Khan et al studied a construction
method for designing S-box by using chaotic boolean functions and applied the obtained S-box to
encrypt image (Khan, Shah, & Batool, 2016). The measurable analyses performed on the proposed
framework show improvement in encryption quality and safety against numerous brute-force and
statistical attacks, as well as the differential and linear cryptanalysis. Furthermore, Cavusoglu et al
represented a novel approach for strong S-box generation algorithm design by utilizing a random
number generator (RNG) produced by a chaotic scaled Zhongyang system (Cavusoglu, Zengin, &
Pehlivan, 2017). Performance tests show the proposed S-box is stronger and more effective. In addition,
by using a new three dimensionl chaotic systems without equilibrium to construct S-boxes (Wang,
Cavusoglu, & Kacar et al., 2019), and the experiment results indicate that S-box based encryption
algorithm can be used safely in image encryption operations.

Recently, quantum chaos has attracted much attention for cryptosystem design due to its excellent
cryptographic properties (Ahmed, Abd El-Latifab, & Li et al., 2013; Akhshani, Akhavan, & Mobaraki
etal., 2014; Seyedzadeh, Norouzi, & Mosavi et al., 2018; Singh, Kumar, & Shaw et al., 2018; Lambic,
2018; Arshad, Batool, & Amin, 2019; Dhall, Sharma, & Gupta, 2019). In this paper, we presented a
novel construction method for designing cryptographically strong S-box based on the combination
of quantum chaos and PWLCM chaotic mapping. One of the main motivations is that we want to
achieve a more sophisticated random sequence to generate strong S-box, which is expected to has
better security performance and can be applied to data encryption, user authentication and system
access control et al.

The rest of the paper is organized as follows. In Section II, the method for designing S-boxes
is presented in detail including the introduction of the quantum chaotic system employed. Then in
Section III, the experiments and several cryptographic properties including bijection, nonlinearity,
strict avalanche criterion, output bit independence criterion, differential approximation probability
are analyed, followed by performance comparison of proposed S-box with those chaos-based one in
the literatures. Finally, conclusion is drawn in Section IV.
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THE PROPOSED S-BOX DESIGN

Quantum Chaotic System

By coupling a kicked quantum system to a bath of harmonic oscillators, dissipative quantum
logistic map was constructed by Goggin et al (Goggin, Sundaram, & Milonni, 1990). In order to

study the effects of quantum correlations the authors write a = <a> + 6a , where da represents a
quantum fluctuation about <a> (Goggin, Sundaram, & Milonni, 1990). This quantum chaotic map
is given as follows.

xll+l =r (SL'”— | l'" ‘2) - ’f'y”

—2[ -0 * * *
y71+1 = 7y"6 23 + 6 }{,q [(2 - :CTL - :C"')y" - xnzn - xnzn} (l)
Zn,+1 = 727167%3 + eidr [2(1 - I:z )Zn, - 2$nyn, - xn,]

where z = <a> , Y= <6af6a> , 2= <6a6a> , 7 is adjustable parameter, [ is dissipation parameter,
and T, Yy, , 2, represent the state value, and in general, they are complex numbers. x: and z: are

the complex conjugation of T, and z respectively. In what follows this map is iterated with T, ,
Yy » and z, real, so that T,y and z, are real for all n. When r € (3.74,4), § > 3.5,

z €(0,1), y €(0,0.2461), z € (0,0.2461), this quantum system is chaotic (Goggin, Sundaram, &
Milonni, 1990). Equation (1) reduce to the classical one-dimentional Logistic map when the
quantum corrections y and z — 0. The Figure 1 is the Quantum chaotic sequence of z with the

following parameters: z, = 0.5, y, = 0.02, 2z, =0.02, r=3.9, 8 =4.0.

PWLCM Chaotic System

The Studies by Li and Chen et al show that PWLCM has many excellent dynamic properties (Li,
Chen, & Mou, 2005), including ergodicity, random-like behavior, large positive Lyapunov exponent,
uniform invariant density function and exponential decay autocorrelation function. These properties
are very useful for encryption applications using PWLCM. The PWLCM is described as follows:

z, =, ifz, €[0,p)
:C”+1 = f;(l’n) = :En - M) ’ 0.51—;1 ’ lf :Cn, € [.u’a 05] (2)
f;t (1 - xn)7 if xn € (057 1)

where # € (0,1), p is a control parameter. When 1 € (0,0.5) this map is in chaotic state. The
Figure 2 is the PWLCM chaotic sequence of z when z, = 0.1and p = 0.352.

8 x 8 S-Boxes Construction Algorithm

In this section, we study the construction algorithm of S-boxes with 8 X 8 size in detail. The schema
of constructing algorithm is shown in Figure 3, where C, and C, represent quantum chaotic system and
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Figure 1. Quantum Chaotic Sequence.
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PWLCM chaotic system, respectively. The input is the secret key and the output is the corresponding
S-Box generated by this algorithm. The process of generating 8 X 8 S-Box is described below.
Let S represents the output S-Box of the algorithm. Randomly select a 64-bits key K = KK, . . .

K., then calculate the following six parameters i, (1<i<6),andletn=1,S =g.

out

t, = (K, + K,) mod 8 3)
t,= (K, + K;) mod 8 “)
t, = (K, + K,) mod 8 )
t, = (K, + K,) mod 8 (6)
t. = (K, xK, + K, xK,) mod 8 (7
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Figure 2. PWLCM Chaotic Sequence.

091

o o
~N ™

o
)

o
IS

PWLCM chaotic sequence x(n)

o
w

©
)

0.1

o
&)

100 200 300 400 500
Iteration time (n)

Figure 3. Schema of Constructing Algorithm
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Step 2:  Calculate the output of the first stage chaotic system C|. In order to obtain the output, first
we need to set the following initial value and parameters of C,
(@)Ifn=1,let

K1<<t1 @Kftz +K3<<t3 @Kft"

"EO:

512

()]
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<t <t
K" @K,

y, = 0.02x =2 256 (10)
z, = o.om% (11)
B = 3.540.5 x KT oK “;;Kf L, (12)
N, =50+[(K, + K,)*" ® (K, + K,)*"] mod 128 (13)

where W' means cyclic left-shift by # bits of W.

(b) If n > 1, use the output S, | of the second stage chaotic system C, to disturb the parameters
as follows.

x, 3, X(5,, , /256) (14)

Yo < Yo X (5, /256) (15)

2z, — 2, X (Sln*1 / 256) (16)

N, — 50+ (N, xS, ) mod 128 (17)

Remark 1: If Sz, .. = 0, 1in this case, we let X, = 0.5, Vo= 0.01, and Zy= 0.01.
Step 3: Calculate the output of the second stage chaotic system C,. In order to obtain the output,
first we need to set the following initial value and parameters of C,.

(@Ifn=1,let

B Kl<<t.1 EB[(3<<t4 +K2<<13 @Kft,

18
0 512 (18)

X
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N, =50+[(K, + K,)™" @ (K. + K,)*"] mod 128 (19)

5

KoK oK oK ok oK oK ok,
512

I (20)

(b) If n > 1, use the output S, of the first stage chaotic system C, to disturb the parameters
as follows.

z, — z, % (S, /256) (2D

N, <50+ (N, xS, ) mod 128 (22)

Remark 2: If §,
Obtain the S-Box.

=0, in this case, we let X, = 0.5.

(a) Let Soutyn = SL” (&) 82>" 5

) If #5 < 256 and Soun & S

out out ? out

then Sm” — S U Sout,n

(c) If #S =256 then stop the algorithm. The desinged S-Box, i.e. S, is obtained. Otherwise,
let n =n + 1, goto Step 2 to continue the algorithm.

S-BOX TESTING AND CRYPTOGRAPHIC PROPERTIES ANALYSIS

In this section, we obtained 500 key-dependent S-boxes with 500 different keys. Table 1 gives an
example 8x8 S-box with the dependent key as “8dwU9VCS”. Consider a “good” S-box must comply
with some cryptographic properties (Adams, & Tavares, 1990), we use the below properties as the
evaluation criteria for our S-box testing.

Bijection Property

For an S-box, the following method is presented to check the bijective property (Jakimoski, &
Kocarev, 2001). The boolean function f(z) = (f,, f,,..., f,) is bijective if it satisfies the following
condition:

wt(a, f @ a,f, @...@anfn):TH (23)

where the a, € {0,1}, (a,,qa,,...,a ) = (0,0,...,0) and wi(-)is the Hamming weight. The above
condition for the boolean function f(7) to be bijective guarantees that any linear combination of f

has Hamming weight 2" ' (i = 1,2,...,n). Bijection property ensures that all possible 2" n-bit
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input vectors map to distinct output vectors. According to the Step 4 of the constrcution method in
Section II, we found that all the obtained S-boxes satisfy bijection property.

Remark 3: The usage of S-box is explained as follows: if we assume that the input of S-box is a byte
u, which can be expressed as xy in hexadecimal, we use x to select rows and y to select columns to
find the output of S-box. For example, an input integer (138), or (8A) , from Table 1 we can see
the corresponding output would be (131),.

16>
Nonlinearity Property

Nonlinearity criteria for boolean functions are classified in view of their suitability for
cryptographic design (Meier, & Staffelbach, 1990). In general, nonlinearity of the boolean
function f(z) can be represented by the Walsh spectrum:

N, =2""'(1-2" max |S<f)(w)|) (24)

weGF(2")

The Walsh spectrum of f(z) is defined by

Sylw)= 3 " 5)

zeGF(2")

where w € GF(2") and z - w denotes the dot-product of z and w over GF(2), and where the sum
is evaluated over the reals. Nonlinearity property ensures that S-box is not a linear mapping from
input vectors to output vectors.

For the S-box in Table 1, the nonlinearity value is 108. Futhermore, the maximum, minimum and
average nonlinearity of 500 S-boxes are 108, 90 and 103.4560, respectively (see Figure 4). Especially,
92.20% of the S-boxes whose nonlinearity are among [100, 108], and only 0.80% are among [90, 95],
showing that most of the S-boxes have a high nonlinearity property.

Strict Avalanche Criterion (SAC)

An S-box is said to satisfy the SAC if, whenever a single input bit is complemented, each of the
output bits should change with a probability of one half. The dependence matrix is constructed to
ascertain whether a given S-box satisfies the strict avalanche criterion (Webster, & Tavares, 1986).
If the S-box satisfies SAC, then the average value of the dependent matrix is close to 0.5, that is to
say, the value of each element in the dependent matrix must be close to half.

The dependence matrix of the S-box in Table 1 is listed in Table 2 by using the method in (Webster,
& Tavares, 1986), and minimum, maximum and mean value is 0.3906, 0.6094, and 0.5037, respectively.

Futhermore, we found that all the mean values of the dependence matrix of 500 S-boxes are
located within [0.4890, 0.5239] (see Figure 5), which are close to 0.5, and the average of standard
deviation is 0.0113 (see Figure 6), showing that all S-boxes have excellent SAC performance.

Output Bit Independence Criterion (BIC)

Another ideal feature of S-boxes is that they should satisfy the output bit independence criterion
(BIC). This means that all pairs of avalanche variables must be independent of the avalanche
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Table 1. 8x8 S-box generated by proposed algorithm

- 00 (0 |02 |03 |04 |05 |06 |07 |08 |09 [OA |[OB |[0OC |OD |OE |OF
00 178 | 245 | 85 | 248 | 137 [ 148 |49 |25 | 171 |26 |4 211 | 240 | 160 | 133 | 170
01 224 | 116 [ 98 | 216 | 204 [ 73 | 200 [ 42 |48 |65 |0 62 |35 25399 |20
02 38 | 134 | 144 | 34 [ 236 | 250 | 184 | 15 | 233 | 54 | 181 | 237 | 104 | 254 | 136 | 203
03 212 {228 |70 | 146 [ 63 |44 | 177 | 112 |52 [ 169 | 6 174 | 87 |37 | 17 | 143
04 95 | 167 | 156 | 159 | 32 | 162 | 76 | 33 19 |60 |14 |22 |239| 109 | 100 | 66
05 5 246 | 18 | 50 | 101 | 128 | 229 | 8 202 | 196 | 223 | 88 | 182 | 153 | 115 | 47
06 221 | 255|190 | 118 [ 231 |9 127 | 220 | 195 | 64 | 111 | 97 | 117 | 206 | 232 | 59
07 145 | 198 | 67 | 121 [ 93 |3 230 | 71 192 | 179 | 210 | 84 |83 |89 |61 |39
08 123 | 214 | 242 | 86 [ 225|205 |78 |30 |58 |21 131 | 106 | 193 | 140 | 215 | 149
09 138 | 154 | 235 | 163 | 113 | 119 | 226 | 151 | 24 | 218 | 27 | 94 | 185|209 | 187 | 114
0A 36 | 152 |53 | 126 | 75 142 [ 135 | 79 | 227 | 10 | 249 | 219 | 244 | 81 150 | 190
0B 194 | 207 | 164 | 45 175 | 172 | 186 | 91 125 {217 | 1 12 [ 168 | 199 | 82 | 13
oc 238 | 72 | 51 | 41 122 | 166 | 208 | 105 | 68 | 129 | 107 | 213 | 252 | 183 | 158 | 80
0D 92 | 157 | 222|169 |40 | 120 | 55 124 | 31 130 | 108 | 173 | 43 |7 189 | 176
0E 188 | 110 | 74 | 139 | 2 56 | 141 | 132 | 16 | 234 | 155 | 180 | 197 | 201 | 165 | 161
OF 191 {28 | 96 |29 |251 | 147 |77 | 103 | 102 | 243 | 247 | 241 | 57 |46 | 11 | 23

Figure 4. The nonlinearity of 500 S-boxes.
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Table 2. The dependence matrix of the S-box in Table 1

0.5469 0.4531 0.5625 0.4688 0.4688 0.4844 0.3906 0.5313
0.5000 0.5156 0.4531 0.4219 0.4375 0.5625 0.5781 0.5313
0.4844 0.6094 0.4844 0.4531 0.5469 0.5469 0.4531 0.4688
0.4688 0.5313 0.4688 0.4063 0.5156 0.5625 0.5469 0.6094
0.4688 0.5156 0.4375 0.5156 0.5000 0.5000 0.5313 0.4688
0.5000 0.5625 0.5313 0.5000 0.5000 0.5000 0.4063 0.5000
0.4688 0.5000 0.5156 0.5000 0.5469 0.5313 0.4844 0.5000
0.5625 0.5313 0.5000 0.5000 0.4844 0.5313 0.5156 0.5625

vector set generated by the inverse of a single plaintext bit (Fatih, & Ahmet, 2010). Assume the
boolean functions in the 8 x8 S-box are f, f,,..., f, . If F = f] @ f, is highly non-linear and very
close to the SAC-fulfilling function. It can ensure that each pair of output bits has a correlation as
close to zero as possible when any input bit is inverted. If f7 and f, satisfy BIC, F, = f7 o f,

(j = k,1 < 4,k < 8) should also satisfy nonlinearity and SAC.

Figure 5. The mean values of dependence matrix of 500 S-boxes.

0.53 T T T T T T T T T

0.525 h

0.52 1

0.515 _

o
0
Py
T
|

0.505

Mean Values of Dependence Matrixs
o
o0
T
1

0.495 - 1

0.49 - b

0485 1 1 1 1 1 1 1 1 1
0 50 100 150 200 250 300 350 400 450 500

S-boxes

10



International Journal of Cognitive Informatics and Natural Intelligence
Volume 15 ¢ Issue 4 + October-December 2021

Figure 6. The standard deviation of dependence matrix of 500 S-boxes.
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The computational nonlinearities of S-boxes are shown in Figure 4. The nonlinearities average
value of f] ® fk is more than 100, and the mean value of f] ® fk dependence matrix is close to 0.5,
which indicates that all S-boxes basically meet the BIC performance requirements.

Differential Approximation Probability

For an S-box, it should ideally have differential uniformity to resist the differential cryptanalysis,
which means that an input differential Ax should uniquely map to an output differential Ay, thereby
ensuring a uniform mapping probability for each x. The differential approximation probability is a
measure for differential uniformity and is defined as (Biham, & Shamir, 1991):

PP, = may (HEEX LI /2 ® Ar) = A, 6

Az=0,Ay 2"

where X is the set of all possible input values, and 2" is the number of its elements. In fact, DP,
means the maximum probability of output differential Ay corresponding to the input differential Ax.
The smaller the value of DP, the better the performance against differential cryptanalysis.

For the S-box in Table 1, the frequency of the most probable output differential Ay corresponding
to the input differential Ax is shown in Table 3 and Figure 7. The maximum frequency is only 10,
ie. DP = 0.03906.

1"



International Journal of Cognitive Informatics and Natural Intelligence
Volume 15 « Issue 4 + October-December 2021

Table 3. Differantial approximation probability (DP) matrix

-- 4 8 10 |6 6 8 6 6 6 6 6 10 10 |6 8
8 6 6 6 8 6 10 10 6 6 6 8 10 8 8 8
6 8 6 6 6 6 8 6 8 8 8 6 6 8 8 6
6 8 8 6 6 6 8 6 6 6 6 6 6 6 6 6
8 6 6 8 6 8 6 8 6 6 6 6 6 6 6 6
8 6 8 6 8 6 6 8 6 6 8 6 8 6 8 8
8 6 6 8 6 4 6 6 6 6 6 8 6 6 8 8
6 8 6 6 8 10 10 8 6 8 6 6 10 10 8 6
8 6 8 8 6 8 8 6 6 6 6 10 6 8 6 4
8 6 6 6 8 8 4 8 6 6 6 8 6 6 8 6
8 6 6 8 6 6 6 6 6 6 6 8 6 8 8 6
6 8 8 6 8 6 8 6 6 6 6 6 6 8 8 6
8 8 8 8 8 6 6 6 8 8 6 8 8 6 10 6
6 6 8 8 4 8 8 6 6 8 6 8 6 6 6 6
8 10 6 6 6 6 6 6 6 6 8 8 6 10 6 8
8 6 10 |6 8 6 8 6 8 6 6 8 10 8 6 6

We randomly selected 100 out of 500 S-boxes and calculated the DP, value corresponding to
each S-box. The results are shown in Table 4. From result we found that 93% of the DP, have a

Figure 7. The frequency of the most probable output differential Ay corresponding to the input differential Ax.
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Table 4. The differential approximation probability

Frequency 10 12 14 16
DP, 0.03906 0.04688 0.05469 0.06250
Numbers 43 50 6 1

Table 5. Correlation coefficient between S-boxes when using small different secret keys

No. of S-box 1 2 3 4 5 6 7 8
Correlation coefficient -0.0579 | -0.0689 | 0.0961 0.0115 -0.0646 | -0.0138 | -0.0433 | -0.0681

value less than 0.05, implying that most of these S-boxes have good ability of resisting differential
cryptanalysis to some extent.

Correlation Coeffificients

The correlation coefficients between S-boxes are calculated using two different keys and can be
used to investigate the sensitivity of S-boxes to keys. Suppose we let keyl is “8dwU9VCS” and only
one character in the secret key is changed at a time. For example, add one to the character value to
be changed, and then we get eight new keys slightly different from the secret key keyl. These eight
keys will generate eight different S-boxes. The correlation coefficient between each new S-box and
the original S-box generated by keyl is calculated, and the results are shown in Table 5. The smaller
correlation coefficient indicates that the proposed algorithm is sensitive to the secret key.

The Performance Comparison

In this part, we compare the performance of the S-box generated by the proposed algorithm with
those chaos-based S-boxes in the literatures. The comparison mainly focuses on three properties,
i.e., nonlinearity, dependence matrix, and differential approximation probability (DP). The results
are listed in Table 6.

From results we found that the proposed S-box has the largest nonlinearity, which is equivalent to
that in (Wang, Wong, & Li et al., 2012). From the perspective of dependence matrix, the average value
of our S-box is closer to 0.5, slightly inferior to the one investigated in (Tang, Liao, & Chen, 2005).

Table 6. The performance comparison of chaos-based S-box

Dependence matrix
S-box Nonlinearity DP
Average Min Max
Tang 2005 103 0.4966 0.3984 0.5703 10 (3.906%)
Fatih 2010 104 0.5049 0.4219 0.5938 10 (3.906%)
Wang 2012 108 0.5068 0.4063 0.5781 10 (3.906%)
Ozkaynak 2013 107 0.5061 0.4141 0.6094 10 (3.906%)
Khan 2016 102 0.4812 0.1250 0.6250 16 (6.250%)
Cavusgoglu 2017 104 0.5039 0.4219 0.5938 10 (3.906%)
Wang 2019 (S-box3) 106 0.4917 0.3594 0.5781 10 (3.906%)
Proposed S-box 108 0.5037 0.3906 0.6094 10 (3.906%)

13
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In the aspect of differential approximation probability, except for S-box generated in (Khan, Shah, &
Batool, 2016), all of them have the same performance. Based on the above comparison results, the
S-box proposed in this paper has better security performance. It should be noted that the algorithm in
this paper can generate a large number of S-boxes by using different secret keys. In practice, we’d better
select those S-boxes with excellent performance in order to meet the requirements of high security.

CONCLUSION

In designing S-boxes with good cryptographical properties, this paper presents a constructive
method that applies quantum chaos and PWLCM chaotic mapping. The numerical analysis results
of the obtained S-boxes show that the cryptographic properties of “good” S-boxes, such as bijection,
nonlinearity, SAC, BIC and differential approximation probability, are approximately satisfied. Finally,
the sensitivity of S-box to key is studied. By changing the key slightly, we can generate completely
different S-boxes, which shows that the sensitivity of S-boxes to the key is well satisfied. By comparing
the performance of proposed S-box with those chaos-based S-boxes in the literatures, it shows that
the proposed S-box has better security performance. The S-box studied in this paper can be generated
quickly, and is very suitable for constructing a cryptosystem with good performance, which satisfies
the security requirements of mobile computing and other application scenarios.
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