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ABSTRACT

Distributeddenial-of-service(DDoS)attacksareseriousthreatstotheavailabilityofasmartgrid
infrastructureservicesbecausetheycancausemassiveblackouts.Thisstudydescribesananomaly
detectionmethodforimprovingthedetectionrateofaDDoSattackinasmartgrid.Thisimprovement
wasachievedbyincreasingtheclassificationofthetrainingandtestingphasesinaconvolutional
neuralnetwork(CNN).Afullversionofthevariancefractaldimensiontrajectory(VFDTv2)was
usedtoextractinherentfeaturesfromthestochasticfractalinputdata.Adiscretewavelettransform
(DWT)wasappliedtotheinputdataandtheVFDTv2toextractsignificantdistinguishingfeatures
duringdatapre-processing.Asupportvectormachine(SVM)wasusedfordatapost-processing.The
implementationdetectedtheDDoSattackwith87.35%accuracy.
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INTRoDUCTIoN

Asmartgridisaninnovativeelectricitydeliverysystemthatusesabidirectionalcommunication
networktoconnectthepowerproviders’controlsystemsandtheconsumers’smartmeters(Yan,Qian,
Sharif,&Tipper,2013),(BeigiMohammadi,Mišić,Mišić,&Khazaei,2014).Thepurposesofthe
smartgridare(i)toincreasetheavailabilityandthereliabilityofelectricity,(ii)tocontrolthesystem
inreal-time,(iii)todeliverpowertousersinasafeandsecureinfrastructure,(iv)tosaveenergy,and
(v)toreducecosts.However,hackerscanattackthesmartgrid’scyberlayer,whichconsequentlycan
affectitsphysicaldomain.Theseattackscandisruptthesmartgrid’sbenefits.Adistributed denial of 
service(DDoS)attackisacommontypeofcyber-attack,whichdelaysorblocksthecommunication
inthesmartgrid,thuscausingpoweroutages(Asri&Pranggono,2015).Cyberspaceinfectionscan
haveseriousimpactsontherealworld.Asmartgridinfrastructureandthesupervisory control and 
data acquisition(SCADA)systems,usedinpowergeneration,watermanagementandoilpipelines
areexamplesofphysicalsystemsthataredisruptedbycyberspaceinfections(Nazir,Patel&Patel,
2017),(Asri&Pranggono,2015).Whentheoperationofphysicaldevicesisalteredbytheattack,the
standardcybersecurityproblembecomesacyber-physicalsecurityproblem.Sincetheimpactofthe
alterationmayalsoaffectthesocietyinacity,oraregion,orevenacountry,theproblemescalatesto
acyber-physical-socialsecurity.Suchsecuritysystemsshouldbetreatedusingcognitiveinformatics
andcognitivecomputing(Wang,2002),(Kinsner,2012).

Identifyingnormalburst-databehaviorsofanetworkandtheabnormalburst-databehaviors
causedbyDDoSattacksisverychallenging.Bothclassesofnetworktraffichavesimilarintrinsic
characteristics.Theyarebothstochastictime-seriessignals,non-periodic,broadband,self-affine,and
multi-fractal.Therefore,todifferentiatethetwoclassesoftraffic,distinguishingfeaturesmustbe
extracted.Furthermore,theattackpatternsarealmostalwayschangingandthenewattackpatterns
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andbehaviorsmustbedetectedinthesmartgrid,whichisalsoafrequently-changingenvironment.
Therefore,alearningmethodthatcandetectnewattackpatternsandbehaviorsinfrequentlychanging
environmentsmustbeused(Beqiri,2009).Adeeplearningalgorithmisagoodcandidatetolearnand
classifynormalbehaviorsfromanomalousbehaviorsinsuchanenvironment(Goodfellow,Bengio
&Courville,2016).

Thispaper reportson the improvementofananomalydetectionmethod thatwasdeveloped
previouslybyGhanbari,Kinsner,&Ferens(2017).Theoriginaldetectionmethodhadtwosteps:(i)
thepre-processingstepthatusedadiscrete wavelet transform(DWT)and(ii)theprocessingstepthat
usedaconvolutional neural network(CNN).Toimprovethedetectionrateoftheoriginalmethod,in
thisstudyweaddedafullversionofthe variance fractal dimension trajectory(VFDTv2)toextract
featuresfromthenon-purefractaldatathatrelyonlong-rangedependenceasproposedoriginallyby
Kinsner(2007,2012,2015).TheVFDTv2wasadjustedtoconsiderallpointsincludingtheboundary
pointsofadatasetnotjustthemarginalpoints.Moreover,thevarianceequationofthedataseries
wasadjustedtoconsiderallpoints.Inaddition,thepre-processingstepwasusedtoextractmore
distinguishingfeatures.Also,weaddedasupportvectormachine(SVM)asapost-processingstep.

Somealgorithmshavebeenproposedtodetectanomalousbehaviorincomputernetworksand
smartgridinfrastructures.Barford,Kline,Plonka,andRon(2002)proposedananomalydetection
algorithm based on signal processing. The algorithm derived and summed high frequency, mid
frequency and low frequency part of signals. DDoS attacks were detected based on 1.5 and 2
thresholds.However,thelengthofwindowandweightedsumfordetectionattackwasstatic.Hu,Pota,
andGuo(2014)offeredananomalydetectionbasedonphaseangle,currentandvoltageinaframe.
ThealgorithmdetectedDDoSattacksbasedonunavailabilityordelayingphaseangle.Duetotheir
architecture,theremightbeinstanceswheretheattackersattacktherootnode,andtakeadvantages
ofthebottleneckproblem.Mohammadietal.(2014)proposedahierarchicalIDSbyconsidering
severalrulestodetectknownandunknownattacks.Khan,Ferens,andKinsner(2015)offeredan
anomalydetectionmethodtoextractfeaturesoftheInternettraffictimeseriesbyanautonomous
slidingwindowedthevariance fractal dimension trajectory (VFDT)toextract theburstsofdata
sample,accurately.However,thecurrentstudyappliedthemachinelearningtoolstodistinguishDDoS
attackfromnormalburstdatabehaviorswithahigherdetectionrate.Thepaperthatwasdeveloped
previouslyreportsonanomalydetectionmethod(Ghanbarietal.,2017).Thefundamentalideaof
thismethodwastoenhancethesensitivityofdetectionbyusingdistinguishingfeaturesbytheDWT
toincreasethesensitivityoftheCNN.However,thedetectionrateof80.77%wasnothighenough
inasmart-gridinfrastructure.

Theorganizationofthispaperisasfollows.Section2presentsthedataset.Section3presents
theproposedananomalydetectionmethodalgorithm.Section4presentsthesimulation.Section5
presentstheresultsanddiscussion,andsection6offerssomeconcludingremarks.

DATASeT

ThedatasetthatwasusedfortrainingandtestinginthisresearchwasdownloadedfromtheCenter 
for Applied Internet Data Analysis(CAIDA).CAIDAobtainsdifferenttypesofrealtimenetwork
trafficfromaroundtheworld,andithasbecomeoneofthemostreliablenetworksfordownloading
datasets.Commercialorganizations,researchsectors,andgovernmentsdonateandcollaboratewith
CAIDAwhiletheirprivacyisprotected(CenterforAppliedInternetDataAnalysis,CAIDA,(2018).
Thiscentersupportslarge-scaledatacollectionforthescientificresearchcommunity.

ThedatasetusedinthisresearchwaschosenfromCAIDA’s2007DDoS-attacktraffic,andit
containedUDPFlood,TCP,ICMP(Ping)Flood,andSYNFloodpackets.Eachpacketinthedataset
containsasourceIPaddress,adestinationIPaddress,lengthofpacket,protocolandpacket-arrival
time.Thenumberofpacketswith0.1msdurationwithinthestationaryframesizeisshowninFigure1.
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The Proposed Anomaly Detection Algorithm
Theproposedanomalydetectionalgorithmconsistsoffoursteps:(i)preparingdata,(ii)datapre-
processing,(ii)dataprocessing,and(iv)datapost-processing.ThesefourstepsareshowninFigure2.

TheDDoSdetectionalgorithmusedinthisstudyisdescribedbelow.

Preparing Data for Processing

1. TherawdatathatcontainsasourceIPaddress,adestinationIPaddress,lengthofpacket,protocol
andpacket-arrivaltimeforeachpacketisfetchedandtaggedasnormaloranomalous;

2. Anewattributecalledapacketarrivaltime-seriessignal(ATS)iscalculatedbyusingthedifference
betweenapacket-arrivaltimeattandthepacket-arrivaltimeatt-1.

Pre-Processing
TheATSdataispassedtothepre-processingstepforfeatureextraction.Thefeaturesareextracted
intwodifferentways.Firstly,theATSdataispassedtotheimprovedversionofthevariancefractal
dimension(VFDv2)algorithmdescribedinPartAbelow.

Secondly,theATSdataandtheresultoftheVFDv2algorithmarepassedtothediscretewavelet
transform(DWT).ThewaveletcoefficientsoftheATSdataandtheoutputofthepreviousstepare
calculatedbyusingtheDaubechieswavelettransform.Thewaveletcoefficientscanbeobtainedby
convolutionoftheinputsignalandtheDaubechiesbasisfunctionwithinanadjustablewindowsize.
ThiscanbeachievedusingEquation(1)(Gao&Yan,2011),wheresisthescalingparameter,τ is
shiftingparameter,ψ(.) isadiscretebasisfunctionandthesymbol*denotesthecomplexconjugate:
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1  (1)

Figure 1. The number of packets within a stationary frame size
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Inaddition, the sizeof thewindow isdefined inwhich thedataare stationary.Thez-score
normalizationwithinthewindowsizeisusedtonormalizetheoutputcoefficientsoftheDWT.

Processing
TheprocessingstepinvolvestheCNNthatwasdevelopedanddescribedindetailinGhanbarietal.
(2017).ThisCNNconsistsofthefollowingsixlayers:(i)theinputlayer,(ii)theconvolutionlayer,
(iii)therectifiedlinearunit(ReLU)layer,(iv)thenormalizationlayer,(v)thepoolinglayer,and(vi)
thefully-connectedlayer,asshowninFigure3.

Theprocessingstepisasfollows:

1. Therawdata,theATSdataandthepre-processeddataaresentsimultaneouslytotheinputlayer
oftheCNNasone-dimensionaltime-seriessignals;

2. TheCNNisthentrained.Thelogisticregressionfunctionisusedasaconvexcostfunction.
Furthermore,thestochasticgradientdescentalgorithmisusedtotraintheCNNtoupdateits
weightsandbiasesthroughabackwardpropagationalgorithm;

3. Basedonthelearnedparametersofthetrainingphase,theoutputofthetestingphaseclassifies
thedataintotwoclasses:normalandanomalousbehaviors.

Thissingle-stageCNNcomprisestheprocessingstep.

Post-Processing
Thepost-processingstepisusedtoovercomethedurationoftrainingtheCNN.Ingeneral,aCNN
involvesalargenumberofparameters,whichdecreasesthetrainingspeed,sothisstudyusesanSVM
asthepost-processingstep.

TheSVMalgorithmobtainsanoptimalhyperplanetoclassifythedatabasedonalargemargin
separationandakernelfunction.TheSVMtriestofindthemaximumdistancebetweenthathyperplane
andtheclosestdatapointoneithersideofthehyperplane.Theoptimalhyperplaneorthedecision
boundaryisshowninFigure4.

TheSVMformulationistheequivalentofmaximizingthemarginwhileminimizingerror.Thecost
functioncanbeobtainedusingEquation(2)withtheconstraintshownbyEquation(3)(Ferens,2016):

Figure 2. The algorithm of DDoS attack detection
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ThegradientdescentalgorithminEquation(4)isusedtominimizethecostfunctionC:
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TheinputoftheSVMisthecombinationoftherawdata,theATSdata,thepre-processeddata,
andtheoutputoftheprocessingstep.Thepost-processingstepincreasesthedetectionratewhile
reducingthedetectionprocessingtime.

A FULL VeRSIoN oF THe VARIANCe FRACTAL DIMeNSIoN ALGoRITHM

Afractalsignalisasignalwhosescaled-downversionissimilartoapartofitself(Kinsner,2015).
Also,afractalsignalisself-affinewhendifferentscalesalongdifferentcoordinatesareusedfora
scale-downversionofasignal.Ifthescalesarethesame,thesignaliscalledself-similar.Anetwork
trafficsignal isanonstationaryandastochastic fractalsignal.Toanalyzeandmeasurea fractal

Figure 3. A single-stage convolutional neural network architecture
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signalcomplexity,afractaldimensioncanbecalculated.Afractaldimensioninterpretsdegreeof
meanderingofafractalsignal(Kinsner,2015).Inthisstudy,apolyscaleanalysisalgorithmisused
tomeasurethefractaldimensionofthenetworktrafficsignalandextractdistinguishingfeaturesof
intrinsiccharacteristicsof thesignal(Kinsner,2015).Incontrastwithmultiscaleanalysis,where
thereisnocorrelationbetweenoutcomes,apolyscaleanalysismeasuresasignalwithvariousscales,
anditsoutcomerequiresallthescalesbeusedsimultaneously(Kinsner,2015).Inaddition,thisfull
versionofthevariance fractal dimension(VFD)isintroducedbecausetheinputdataisastochastic
fractal.Fordeterministicfractals,thesimplifiedversioncanbeused.

ToanalyzeandmeasurethecomplexityofthesignalusingtheVFDalgorithm,thevarianceof
itsamplitudeincrementsoveratimeincrementhasapowerlawrelationwiththattimeincrement
(Kinsner,2015):

var[ ( ) ( )] ~| |A t A t t t H
2 1 2 1

2− −  (5)

wherevarisavariancefunction(thesecondmoment),Aisthesignal,HistheHurstexponent,and
tisusedtorepresenttimeinacontinuoussignal.Aftersamplingthedataandobtainingthediscrete
signal,theHurstexponentcanbecalculatedfromalog-logplotthroughthefollowingequation:
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whilenshowsdiscretetimeinadiscretesignal.

Figure 4. Optimal hyperplane to classify the positive and negative data with the support vector machine algorithm (After Ferens 
(2016))
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TheoutputoftheVFD,whichisameasureofsignalcomplexityandshownbyDσ ,canbe
obtainedusingEquation(7):

D E Hσ = + −1  (7)

whereEistheEuclideandimension,anditisequaltooneforthetimeseriesdata.Theresultofthe
VFDisaparameter,Dσ ,whichitsvalueislimitedbetweenoneandtwothatisshownbythefollowing
condition:

1 2≤ ≤Dσ  (8)

The real-timeVFDv2algorithm ischaracterizedbyachange in step6of theoriginalVFD
(Kinsner,2015),asdescribedbelow:

1. Findaframesize,T,inwhichtheinputdataseriesisstationary,otherwise,thealgorithm’sresult
isinvalid;

2. Segmentthedataseriesaccordingtothelengthoftheframesize;
Findthenumberofsamplesineachframe,NT ,inthecurrentframebyEquation(9):

N
T

T
n

=














δ
 (9)

whereδn isanintervalbetweentwosuccessivesampleddata.

Findthemaximumvolume element(vel)size,∆tkmax
,inthecurrentframeusingEquation(10):

∆ =tk
k

max
max2  (10)

where2
kmax isthemaximumnumberofsamplesineachinterval,andkmax canbeobtainedfrom

Equation(11).ArelationshipbetweenparametersisshowninFigure5.Asanexample,itisindicated
thatthenumberofvelswithintheframesize8192isequalto2048,whenthevelsizeisequaltofour.
Ifthevelsizeisequaltoeight,thenthenumberofvelswithintheframeisequalto1024,etc.

5. TofindtheoutputoftheVFDv2forthedataseries(signalA)ineachframe(NT ),parameters
fromEquations(11)to(14)arerequired.Inthecalculationprogram,aloopisdesignedtoobtain
theVFDv2outputwithinthelowerbound,klow ,andtheupperbound,khi valuesasshownby
Equation(11)toEquation(14):
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Klow ≥ 0  (14)

6. Tofindthevarianceofthedataseriesinthecurrentframe,anothernestedloopisrequired.The
parameterswheredescribedinEquations(15)and(16)arerequiredtofindtheboundariesof
thesecondloop:

nk
k= 2  (15)

N N nK T k= 

/  (16)

Figure 5. Relationship between parameters ni, δn , NT
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TheloopisrepeatedNKtimes,whereNKrepresentsthenumberofvelsintheframe.Also,NK
variesbasedonthevaluesofnk ineachstep,wherenk representsthesizeofvelsintheframe.
Therefore,bychangingthevelsizeineachstep,theconceptofpolyscaleanalysisisachievedusing
theVFDv2algorithm.Equation(17)(Kinsner,2015):

var( ) [( ) ( ) ]∆ ∆A N A N Ak K
jk

j

Nk

K jkj

Nk
=

= =− ∑ − ∆∑1
1

1
1

2
1

2  (17)

wasadjusted toobtain thevarianceof thedata series for stagek.Equation (18) isderived from
Equation(17)forthisstudy:
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wheretheamplitudeincrement∆A canbeobtainedfromEquation(19):

∆ = − − =A A j n A j n j Njk k k k( . ) (( ). ) ,...,1 1 for  (19)

AnimportantissueregardingEquation(18)isthatallpointsotherthanboundarypointsofthe
dataset,withinthecurrentframe,shouldbeconsidered.Therefore,basedonthisconcept,thevariance
isintroducedthroughEquation(18).Figure6showsanexampleregardingaslidingvelwithsize
of16thatcoversallpointsofthedatasetwithinthecurrentframeofdatatocalculatetheVFDv2.

Figure7showsanexampleofarangeofvelsizesfrom1to4,andthenumberofvelsinaframe
sizewith8192datapoints.

7. Findthelog-logplotvaluesforeachcoordinateaxesfromEquation(20)andEquation(21):

X nk k= log[ ]  (20)

Y Ak k= ∆log[var( ) ] (21)

8. Computetheslope,S,fromthelog-logplotbasedontheleastsquaresfitbylinearregression
accordingtoEquation(22):

Figure 6. A graphic illustration describing the concept of covering all points of data to calculate the VFDv2



International Journal of Cognitive Informatics and Natural Intelligence
Volume 14 • Issue 1 • January-March 2020

26

S
K XY X Y

K X X

i ii

K
ii

K
ii

K

ii

K
ii

K
=

∑ − ∑ ∑

∑ − ∑

= = =

= =

1 1 1

2
1 1

2( )
 (22)

9. ComputetheHurstexponentaccordingtoEquation(23)fromtheslopeofEquation(22),which
isextractedfromEquation(6):

H S= ( )
1
2

 (23)

10.ComputetheVFDv2basedonEquation(7);
11.Obtainthedimensionforthenextframe,untiltheendofthetimeseriesisreached.Byachain

oftheVFDv2outputs,aVFDTv2iscalculated.

SIMULATIoN

Inthissection,thesimulationoftheproposedDDoSattackdetectionalgorithmisdescribed.The
codewaswrittenwithMATLABR2017a,andtheCCComputeClusterattheUniversityofManitoba
distributedthecomputationallyintensivework.Thesimulationoftheproposedalgorithmfollowed
fivesteps,whicharedescribedbelow.

First Step: Thedataoutputwastaggedbasedonthenumberofpacketswithin0.1millisecond(ms).If
therewerefewerthan40packetswithin0.1ms,thedatawasconsiderednormal,soitwastagged

Figure 7. Relationship between a vel size and the number of vels in each frame to calculate the VFDv2 output
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aszero.Ifthereweremorethan40packetswithin0.1ms,thedatawasconsideredanomalous,
soitwastaggedasone.

Second Step:TheVFDTv2wasusedtomeasurethecomplexityoftheATSdata.Toovercomethe
nonstationaryproblem,thestationary-framesizewasselectedbycalculatingthefirstandthe
secondmomentoftheATSdata.Ingeneral,aframesizecanbeselectedwhenthemeanand
varianceofeachframearewithintworanges,withabouta95%confidencelevel(Kinsner,2015).
Inthissimulation,aframesizeof8192sampleswaschosen,andthelowerboundineachframe,
klow ,wasassignedazerovalue.Atthispoint,theVFDv2algorithmwasperformedtofinda

Dσ foreachframe.Inaddition,anoverlappingschemeoftheVFDv2algorithmwasusedto
extractunderlyingfeaturesinrealtime,sothesamplesfromeachframeanditsadjacentframe
wereoverlapped.Inthissimulation,anoverlappingsizeof8191sampleswaschosentoachieve
a99.98%overlap.Therefore,sensitivitytoanomalousbehaviorswasincreasedinrealtimeand
anydeviationfromnormalbehaviorswasdeclared.Finally,aVFDTv2,whichwasobtainedby
achainofVFDv2sineachframe,wascalculatedastheoutputatthisstep.Theoutputofthis
stepwasconcatenatedwiththedata.

Third Step: TheDaubechies wavelet transform 4(db4)andtheinverseDaubechieswavelettransform
werecalculatedateachlevel.DifferentDaubechiesdb4wavelettransformlevels,rangingfrom
level1tolevel13,wereappliedtoanalyzetheATSdataandtheoutputoftheVFDTv2timeseries
tofindpatterns.DifferentDaubechiesdb4waveletlevelshaddifferentresultsanddifferentsizes
ofoutput.Therefore,theoutputlengthofthedb4ateachlevelwasnotthesameastheinput,
soitwasnotpossibletoaddtheseextractedfeaturestotheinput,theATSdataandtheoutput
oftheVFDTv2.Toovercomethisproblem,thetimeserieswerereconstructedbytheinverse
Daubechieswavelettransform4ateachofthe13levels.Asaresult,theATSdata,theoutput
oftheVFDTv2,andthedecomposed13distinctsignalswereconcatenatedwiththerawdata.

Fourth Step:TheCNNparametersweretrained.Basedonthecalculationdescribedinsteptwo,the
stationary-framesizewascalculated.Next,outputsofpreviousstepswerenormalizedwithin
thestationary-framesize.Accordingly,specificparametersandmetadatatotraintheCNNwere
developedandweredescribedindetailin(Ghanbarietal.,2017).Morespecifically,thelearning
rate(α)amongasetofcandidates:α={0,…0.1,…,0.5,…,1}wasfound.Inordertomeetthe
convergenceoferrorto0atearlyiterations,andtoachievethebestdetectionrate,thelearning
rate,α,wassetto0.6.Usingapartofthedataset,theCNNwastrainedtoextractthefeatures
automatically,andobtaincoefficientsfromthedataset.Next,usingtheremainingdataset,the
CNNwastestedwiththeobtainedcoefficientsoftheCNNtrainingstep.

Fifth Step: Thedata,thepre-processeddataandtheoutputofthetrainingstepwerepassedtothe
SVMfortrainingtheSVMparameters.Theparameterswereavectoroftheweightcoefficients,
w,andaconstant,b.Table1showstheparameterstotraintheSVM.Theremainingrawdataset,
theremainingpre-processeddataset,andtheoutputoftheCNNtestingphasewerepassedtothe
SVMtestingstep,toclassifynormalandanomalousbehaviors.

ReSULTS AND DISCUSSIoN

In this section, the justification for each step and the results of theproposed anomalydetection
algorithmareexplained.

TheVFDTwaschosenforthepre-processingstepbecauseitisimmunetonoise,anditcanbe
utilizedinrealtime(Kinsner,2015).TheVFDv2algorithmwasintroducedbecausetheATSdata
wasnotapurefractal.Therefore, theaveragemeasureregardingallpointsoftheATSdatawith
variousscalesshouldbeconsidered.TheresultoftheVFDv2algorithmwasbetween1.1329and
1.1828forklow = 0 ,andtheresultoftheVFDv2wasbetween2.0069and2.0163forklow = 1 ,
whichareshowninFigure8andFigure9respectively.Inaddition,theslidingwindowVFDTv2was
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usedtoincreasesensitivityoftheVFDv2algorithmtoextractfeaturesfromashortdurationofDDoS
attack.

TheDWTwaschoseninpre-processingstepbecauseitissensitivetoirregularitiesinsignals.
Firstly, theDWTcoefficientswith anomalouseventshave largermagnitudeswhencompared to
theDWTcoefficientswithoutanomalousevents.Secondly, theDWTreacts tothechangeinthe
firstderivative(slope)ofasignal,nottothechangeintheamplitudeofasignal.Thedb4asabasis
functionfortheDWTisusedbecauseitissuitabletodetectananomalywithalowamplitude,short
duration,fastcalculationofDWTcoefficients,fastrateofdecay,andrapidoscillationinasignal
(Safavian,2006).

TrainingofaCNNhasalongduration.Inaddition,theclassificationaccuracyofaCNNis
improved by increasing the number of its stages, which decreases the speed of the training. To
overcomethisproblem,theSVMwasconsideredtoincreasethedetectionrate.

Table 1. Specific parameters to train the SVM with one dimensional input

Figure 8. The trajectory regarding VFDv2 algorithm of the ATS data within the stationary frame and klow = 0
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Ineachproposedalgorithmstep,detectionratesofDDoSattacksareevaluatedusing50%ofthe
datasetfortrainingand50%ofthedatasetfortestingasshownintables2-7.Whenasingle-stage
CNNwas considered, thedetection ratewas56.1% (Ghanbari et al., 2017).However,when the
db4pre-processingsteptogetherwithasingle-stageCNNwereconsidered,thedetectionratewas
80.77%,whichwasanincreaseof24.6%fromthepreviousresult.Thedetectionratewasfurther
improved to81.73%when thedb4, theVFDTv2andasingle-stageCNNwereconsidered.Asa
result,thedistinguishingfeaturesinthepre-processingstepweresensitivetoanomalousbehaviorsin
comparisonwithnormalbehaviors.Whenweconsideredthedb4andtheVFDTv2aspre-processing
step,asingle-stageCNN,andtheSVMaspost-processing,thedetectionratewas87.35%.Comparing
theproposedalgorithmresultinTable7withourpreviouswork(Ghanbarietal.,2017),theresults
inTable3showthatanincreaseof6.58%truepositivedetectionratewasachieved.Consequently,
usingtheSVMasapost-processingstepincreasedthesensitivitytodetectanomalousbehaviors.We
cannowobservethatthepre-processingstepcontributedsignificantlytothedetectionratecompared
tothepost-processingstepintheproposedalgorithm.

Finally,usingthedb4andtheVFDTv2inthepre-processingstage, theone-stageCNNasa
processingstepwithα=0.6using80%ofthedatasetfortrainingand20%ofthedatasetfortesting,
andtheSVMaspost-processing,thedetectionratewas68.19%asshowninTable8.

DISCUSSIoN

SincetheproposeddetectionDDoSattacksmethodisbasedonsupervisedlearning,itneedstagged
dataasitsinput.Todetectuntaggeddata,anextensionofthemethodisrequiredsuchasoneofthenon-
supervisedlearningmethods.Inaddition,sincethisresearchwasconductedtodetectvulnerabilities
andattacksinasmartgridinfrastructure,wehaveextendedthemethodtoassistinpreventingthe
attacks,ormitigatingtheeffectoftheattacks.Therefore,aseverityscore,whichisameasureofthe
riskregardingavulnerabilitycanbeassignedtomakeaprioritytoresponseathreatformitigating
theeffectofthethreat(Suh-Lee&Jo,2015).

Moreover,onecommonmethodtogeneratedataartificiallytoexpanddatasetsfortrainingdeep
learningalgorithms,andincreasingclassificationrateisdataaugmentation.Oneimportantcondition

Figure 9. The trajectory regarding VFDv2 algorithm of the ATS data within the stationary frame and klow = 1
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is that thedataaugmentationshouldnotaffectconstraintof thedata.Forexample, flippingand
stretchinganimagearedataaugmentationmethods,sobyapplyingthemethodsonacatimage,the
resultisstillacat.Therefore,dataaugmentationpreservesconstraintofdata.However,thecurrent
studyconsiderstime-seriessignalsthatcontainDDoSattacks.Dataaugmentationaffectsconstraint
of thisdata.Forexample, consider anElectrocardiography (ECG) signal.Ahealthyheartbeats
between60to100beatsperminute(Hart,2015),butwithstretching,anECGsignalthatshowsone
beatperminutedoesnotbelongtoahealthyheart.Asaresult,theconstraintofthesignalisnot
preservedanymore.Likewise,dataaugmentationcannotapplyfortime-seriessignalsthatcontain
DDoSattacks.(Thetime-seriessignalsthatcontainDDoSattacksrelyonlong-rangedependence

Table 2. Simulation result of the one-stage CNN as a processing step (Ghanbari et al., 2017)

Table 3. Simulation result of the pre-processed data by the db4 and one stage CNN (Ghanbari et al., 2017)

Table 4. Simulation result of the preprocessed data using the db4, the VFDv2 and the one-stage CNN

Table 5. Simulation result of using the SVM
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Table 6. Simulation result of the pre-processed data using the db4 and the VFDv2, the one-stage CNN as a processing step 
with a set of candidate α and the SVM as a post-processing step

Table 7. Simulation result of the pre-processed data using the db4 and the VFDv2, the one-stage CNN as a processing step 
with α = 0.6 using 50% of the dataset for training and 50% of the dataset for testing and the SVM as a post-processing step

Table 8. Simulation result of the pre-processed data, a single-stage CNN using 80% of the dataset for training and 20% of the 
dataset for testing and the post-processing step
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thatcanbemeasuredbytheHurstexponent.TheclosertoonethevalueoftheHurstexponentthe
greaterthedegreeoflongmemoryorlong-rangedependence(Zhou,Han,&Tang,2011).Inthe
currentstudy,thetime-seriessignalshavethedimensionbetween2.0069and2.0163.Accordingto
Equation(23),theHurstexponenthasvaluesbetween1.00345and1.00815,whichareclosetoone,
sothedatahasaheavytail.InternettrafficwiththischaracteristicfollowsthePoissondistribution
(Zhouetal.,2011))andtheLévydistribution.(TheATSdata,whichiscalculatedasanewattribute
inthecurrentstudy,isbasedonthedifferencebetweenpacket-arrivaltimes.Also,thedataoutputwas
taggedasnormaloranomalousbasedonthenumberofpacketswithin0.1ms.Therefore,stretching,
squeezing,cuttingachunkofdataandothermethodsofdataaugmentationchangetheATSdata
andthetaggedoutput,sotheconstraintsarenotpreserved.Forexample,onesituationinwhichthe
constraintsarenotpreservediswhendatafailstofollowthePoissondistribution.)Therefore,data
augmentationdoesnotapplytoECGandInternettrafficdata.Toincreaseanomalydetection,another
CNNarchitectureshouldbeapplied.

eXTeNSIoN oF THe woRK: MULTIFRACTAL DATA AUGMeNTATIoN

Smalldatasetscanleadtooverfittingandpoorgeneralization.Severaltechniquescanbeusedto
copewiththeproblemsuchasregularization,dropouts,andbatchnormalization(Xiang&Li,2017).
Thiscanbeappliedeventogenerativeadversarialnetworks(Goodfellowatal.,2014),suchasthe
CycleGAN(Zhu,etal.,2017).

Asmalldatasetcanbeexpandedbysimpleorcomplextransformationsoftheoriginalset.Thisis
oftendonein2Dsignalsbysimpletechniquessuchastranslation,flipping,rotation,scaling,zooming,
cropping,interpolation,extrapolation,addingGaussiannoise.Dataaugmentationcanalsobedoneby
transferringstyles(e.g.,texture/ambiance/appearance)fromimagesinthedatasetusingneuralnetworks
(Pan&Yang,2010).Generativeadversarialnetworks(GANs)andconditionalGANs(cGANs)can
generatecontentfromtheexistingdata.TheobjectiveofaGANistotrainaparameterizedfunction
tomapasourceofnoisetotheinputspaceofsyntheticsignals.

Whilemostoftheworkhasbeendoneonimages,one-dimensionalsignals(e.g.,stockpriceindex)
arebeingnowconsideredtoo(e.g.,Lou,Qi,&Li,J.,2018).Weareconsideringsuchtransformations
astheyrelatetotimeseries.Themajorchallengeofthisdataaugmentationwillbetopreservethe
multifractalnatureoftheInternettrafficandthelong-rangedependence.Someofthechallenges
mayrequireadaptivemulti-objectivememeticoptimizationtechniquessuchasreportedinDang&
Kinsner(2016).

CoNCLUSIoN

Inthispaper,ananomalydetectionmethodwasproposedtodetectDDoSattacks.Theaimofthis
paperwastoachieveahigheraccuracydetectionrate.Therefore,byusingdistinguishingfeaturesofthe
datacarryinganomalousbehaviorthatcausestoincreasesensitivityoftheCNNtoclassifytheinput
data,enhancedsensitivityofdetectionwasachieved.Ahigheraccuracydetectionratewasachievedby
addingthefullversionofthevariancefractaldimensiontrajectory,VFDTv2,aspre-processingstep
ofthestochasticfractalinputdataandtheSVMaspost-processingstep,andtheproposedanomaly
detectionmethoddetectedtheDDoSattackwith87.35%accuracy.ThismethodofdetectingDDoS
attacksallowsdetectionofanomalousbehaviorinrealtime,andadaptstovariousenvironments.
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