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ABSTRACT

Inrecentyears,contactlesstransactionshaverisenrapidly.ItincludesNFC,MST,contactlesscards,
andmanyotherpaymentmethods.Thesepaymentmethodshavecertainsecurityissues,andattackers
are ina regularsearchfor theexploits tobreak itssecurity.Thesesecurity issues requireproper
analysistosecureuserdatafromattackers.Thisarticlewilldiscussthecontactlesssmartcardsand
paymentsystemsindetailincludingthetechniquesusedforsecuringuserdataanddifferentpossible
attacksonthetechnologyusedforcommunication.Thearticlealsopresentssomecountermeasures
topreventtheattackandissueswiththosecountermeasures.Inaddition,thearticleincludessome
futureresearchissuesandsuggestionstoovercomethesecurityissuesincontactlesspaymentsystem.
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1. INTRodUCTIoN

Withtheexpeditiousgrowthinsmartcardsandpaymenttechnologyintoday’stime,humanlifehas
becomemucheasierandsmartdriven.Smartcardsarethesmallplasticcardswithchipembeddedto
themalongwithCPU,RAMandROMforprocessingandstorage(Rankl&Effing,2004).According
toareport,thesmartcardmarketwillgrowat8.7%CompoundAnnualGrowthRate(CAGR)by2023
(ReportBuyer,2018).Therearemanyentitiesinvolvedinsmartcards,suchascardholder,terminal,
dataowner,cardmanufacturer,cardissuerandsoftwaremanufacturer(Schneier&Shostack,1999).
Smartcardshavebeenusedtoidentifyusersandcanalsobeusedforlogicalandphysicalaccess
astheyarethecosteffectivemulti-functioncards(Taherdoostetal.,2011).Withtheeaseprovided
bysmartcards,theyarenowbroadlyusedfromsecurepaymentapplicationslikecreditanddebit
cards,publictransportsystem(Markantonakisetal.,2008)touseridentificationandauthentication
applicationslikesmarthealthcards(Aubert&Hamel,2001;Hsuetal.,2011),employeecards(Chen,
2016),membershipcards(Conlon&Whitacre,2005),IoT(Vanderhoof,2017;Gupta&Quamara,
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2018);mobilebasedapplicationsasSubscriberIdentityModule(SIM)cardformakingpaidtelevision
connections, purchasinggoods, etc.For the smart card-based applications, to control the access
dynamicsecuritypolicieswereproposed(Gupta&Quamara,2018b).

Smartcardsarefrequentlyusedinapplicationsthatrequirestrongauthenticationandsecurity
protection incomparison toothermachine-readabledatastorage techniques likebar-codeand
magnetic-stripe.Theself-containmentpropertymakes themimpervious toattackas theydon’t
rely upon the potentially vulnerable external resources. Smart card offers vital system safety
modulesthatareneededfornearlyanyformofnetworkinformationexchange(SmartCardBasics,
2018).Smart cardsprotect against security threats fromnegligent storageofuserpassword to
sophisticatedsystemhacks.Therehavealsobeensomesuggestedschemesthatuseuserbiometrics
suchasfacerecognition(Parmar&Mehta,2014),irismatching(Nedjahetal.,2017),fingerprint
matching(Nedjahetal.,2017b)foruserdatasecurity.Themaindrivingfactorinthesuccessof
smartcardisitsabilitytoperformsecuritysensitiveoperationsandmaintaintheintegrityofthe
datastoredinthecard.Forexample,thecosttocontrolpasswordresetinanorganizationisvery
high,butinsuchanenvironmentsmartcardsareacost-effectivesolution.However,intermsof
storageandcomputingcapacity,theirresourcesareobligatory.Also,forpowersupplyandclock
mechanismcarddependonthecardreaders(Mooreetal.,2002).Withtheincreaseinthenumber
ofitsapplication,severalopportunitieshavebeengeneratedfortheattackerstoextricatethesecret
information(Messergesetal.,2002).

Themajorcontributionofsmartcardsisinthebankingsector.Aroundtheworld,bank-controlled
co-ops(Americanexpress,MasterCard,Discover,VISA)havegeneratedmillionsofsmartcardsunder
theEuropay,MasterCard,VISAstandards(EMV).Thechipandpincardlikecreditcard,debitcard
iscommonlyusedforbankissuanceinmanycountries.Thesecurityofdataisinsuredbythetwo-
factorauthenticationwhichalsoeliminatestheManinthemiddleandTrojanhorsewhichreplaya
usernameandpasswords.Usingsmartcardshasalsodecreasedcosts,astransactionsaremanaged
bytheclientanddonotinvolveabankemployeesandpaperworktime.

Whiledevelopingasmartcardsecurityconcernsarespecifictocardmicroprocessor,operating
system,andsoftwareplatform,whichcanbeachievedbyamulti-levelsecuritymodel(Gupta&
Quamara,n.d.).Multi-levelsecuritymodelasdescribed inFigure1, includeshardwaresecurity,
softwaresecurity,datasecurityandtheremoteuserauthentication.Thehardwaresecuritymainly
includessecurityofsmartcards,readers,communicationlinks,serversandthestoragedeviceslike
database.Softwaresecuritywhichismainlyconcernedwiththesecurityoftheapplets,cryptographic
keys,andthesystemsoftware.Datasecurityfocusesonthesecurityoftheuserandsystemspecific
datastoredinthecardtocarryouttheuseroperation.Remoteuserauthenticationsecurityinvolves
preventionagainsttheattackssuchassessionkeydisclosureattack,stolensmartcardattack,andbrute
forceattack(Gupta,2018;Almomanietal.,2013;Jiangetal.,2018;Lietal.,2019).Authentication
systemswerecreatedintheinitialphasesofcommunicationforremoteuserandserverauthentication.

Contact and contactless smartcards are frequently smartcards in different application areas.
Contactsmartcardbeingpronetoskimming(Bondetal.,2014)andsidechannelattack(Kasperet
al.,2009),werereplacedbythecontactlesssmartcards.Thecardallowsausertopaythroughasafe
radiointerface.Beingquickandsimple,thesecardsarealsosusceptibletocloningasidechannel
attack(Roland&Langer,2013).Theseattacksoccuratinterfacelevelandatdatareader.Safesystems
shouldbedevelopedtoprotectcardsanduserinformationfromattackanddatatheft.

Restofthepaperisorganizedasfollows.Section2willcoverthehistoryofsmartcardsandsome
ofthemajorglobalachievementsthatareassociatedwiththegrowthofsmartcards,globalindustrial
statisticsandfraudstatistics,andmotivation.Section3coversthetypeofsmartcardsbasedonvarious
parameters. Section 4 will give the overview of contactless payment system which will include
workingofcontactlesssmartcardsandpaymentterminal.Inaddition,itwillalsocovertokenization
includingcryptogramandkeymanagementtechniques.Section5coversthecontactlesspayment
technologyincludingpossibleattacksandtheircountermeasures.Section6coverstheopensource
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toolsthatareavailablefordevelopmentandmanagementofsmartcards-basedapplications.Section
7discussessomeofthepracticalapplicationsacceptedworld-wideforcontactlesspaymentsystem.
Section8discussesthefutureresearchissuesandSection9outlinesthefuturescopeandconclusion.

2. eVALUATIoN oF SMARTCARdS, STATISTICS ANd MoTIVATIoN

2.1. Global Study of Smart Cards
Withtheincreaseintheapplicationsofsmartcardglobally,weneedtofocusmoreonresearchto
identifynewchallengesbyincreasingthenumberofnewsecurityattacksanddevelopingsecure
models.Thedevelopmentofsmartcardswasinitiatedinearly70’sinJapan,FranceandGermany
(Shelfer&Procaccino,2002).Conceptofsmartcardwasgivenin1968and1969whentwoGerman
engineersfileda jointpatentfor thechipcard,whichconsistofaplasticbodywithamicrochip
embeddedintoit.Andinthenextfewyears,numbersofideaswerepresentedrelatedtoitsuseand
applicationsacrosstheglobeandmanycommercialmanufacturersstartedworkingonitcollaboratively
foritsdevelopment.PrimeeventsrelatedtotheevaluationofsmartcardsareoutlinedinTable1.

2.2. Global Information and Industrial Statistics
Based on a study on “Smart card market by Communication, Components, Applications, and
Geography–Globalforecastto2023”by2023themarketissupposedtoreachUSD21.57billionfrom
USD14.22in2018withCAGRof8.7%between2018and2023.TheuseofsmartcardsinBanking
FinancialservicesandInsurance(BFSI)hasrisen,withtheshiftfrommagneticcardtoEMVcards.
63.7%oftransactionsaroundtheglobeareEMVand54.6%ofcardsissuedareEMVcards(EMVCo,
2018).AsperReserveBankofIndia’sannualreport,digitalpaymentswere1.2timeshigherthanthe

Figure 1. Multi-layer security for smart card-based applications
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numberofdebitcardtransactionin2018-2019.Table2representthelateststatisticsfromAmerican
Express,Discover, JCB,Mastercard,UnionPay,andVisa,as reportedby theirmember financial
institutionsglobally(EMVCo,2018b).Thegrowthinsmartcardmarketisduetotheincreaseinthe
onlinepaymentmethodwhichallowsusertomakesecureandreliablepayments.AspertheNilson
report(2018),inthenextfiveyearstheglobalbrandcardswillincreaseby3.86billion.

Withresearchinthepathofgoingcontactless,thenextachievementwasthesecureelement.
Asecureelementisamicroprocessorchipthatenablessensitiveinformationtobestoredandsafe

Table 1. Evaluation of Smart Cards

Year Description

1968 TwoGermanengineersandinventorsfiledajointpatentfortheautomatedcards.

1970 Dr.KunitakaArimuraofJapanfiledthefirstandonlypatentonthesmartcardconcept.

1974 RolandMorenoofFrancefiledtheoriginalpatentforICcards,whichwaslaterlabelledassmartcards.

1977 CommercialmanufacturersBullCP8,SGSThomson,andSchlumbergerbegandevelopingICcards.

1979 MotoroladevelopedthefirstsecuresinglechipmicrocontrollerforuseinFrenchbanking.

1982 Theworld’sfirstmajorICcardtestinginFrance.

1984 FieldtrialsforATMbankcardswithchipweresuccessfullyconducted.

1987 Firstlarge-scalesmartcardapplicationimplementedintheUnitedStateswiththeU.S.Departmentof
Agriculture’snationwidePeanutMarketingCard.Smartcard-baseddriverswerelicenseinTurkey.

1991 FirstElectronicBenefitsTransfer(EBT)smartcardprojectlaunchedfortheWyomingSpecialSupplemental
NutritionProgramforWomen,Infants,andChildren(WIC).

1992 Anationwideprepaid(electronicpurse)cardproject(DANMONT)wasstartedinDenmark.

1993 Fieldtestofmulti-functionsmartcardapplicationsinRennes,France,wheretheTelecartefunction(for
publicphones)wasenabledinaSmartBankCard.

1994 EMVpublishedjointspecificationsforglobalmicrochip-basedbankcards(smartcards).Germanybegan
issuanceof80millionserialmemorychipcardsascitizenhealthcards.

1995 Over3milliondigitalmobilephonesubscribersworldwidebegininitiatingandbillingcallswithsmartcards.

1996 Over1.5millionVISACashstoredvaluecardswereissuedattheAtlantaOlympics.

1999 GlobalPlatform,anon-profitorganizationthatcreatesandpublishesspecificationsforsecurechiptechnology,
wasfounded.

2001 GlobalPlatformCardSpecificationv2.1waspublished.

2005 EMVcompliantcardsintroducedinMalaysia

2006 ContactlesspaymentsysteminfrastructureintheUSwasintroduced.

2007 firstcontactlesscardsintheUKwereissuedbyBarclaycard

2009 Firstlarge-scalePublicKeyInfrastructure(PKI)–basedsmartcardmanagementsystemsweredeployed.

2014
MastercardbecamefirstcompanytoacceptEMVcardsinUnitedStates.Also,AppleintroducedApplePay
(Burge,2015),amobilepaymentanddigitalwalletservicewhichworksonNearFieldCommunicationthat
allowsuserstomakepaymentsinperson,iniOSapps,andontheweb

2015 SamsungintroducedSamsungPay,amobilepaymentserviceworkingonNearFieldCommunication(NFC)
andMagneticSecureTransmission(MST).

2016 ErsteGrouplaunchedanNFConlydebitcardimplementedasastickerinAustria

2017 Servedusanexcitingpreludeforthebiometricsmartcardsmarket.

2018 Financialservicesgiantaimedforacommercialrolloutofbiometricpaymentcards
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applicationslikepaymentappstoberun.Eurosmartmembersmanufactureandpersonalizesecure
elementsalongwithsoftwareandinfrastructurearoundit.Thesecureelementshippedin2016was
2.9billionwhilethatin2017was3billion.Thecontactlesssecureelementmarketwasincreased
by1.9billionin2017while2.1billioncontactlesssecureelementswerepredictedtobeshipped
in2018.Thefiguresbelowaredividedintofollowingmainareas–Telecom,devicemanufacturer,
government and healthcare, payment and banking, transport, pay television and others. Table 3
describestheworldwidesecureelementforecastwhileTable4describestheworldwideforecastof
contactlesssecureelements.Table5describestheforecastofNearFieldCommunicationSIMalong
withembeddedsecureelement.

2.3. Global Contactless Payment Card Fraud Statistics
Accordingtoaportal,latestfiguresformUSindicatesthatthecontactlesscardfraudovertookcheque
fraudinthefirsthalfof2017,hitting5.6millionPounds.AspertheUKFinance2017annualreport
(UKFinance,2018),cardfraudlossin2017amountsto24.2millionPounds,lowerthanin2016

Table 2. Worldwide EMV chip card deployment and adoption

2015 2016 2017

Region EMV card Adoption 
Rate EMV card Adoption 

Rate EMV card Adoption 
Rate

Africa&MiddleEast 160M 61.2% 184M 68.7% 219M 74.8%

AsiaPacific 2459M 32.7% 3331M 38.8% 4147M 45.7%

Canada,LatinAmericaand
Caribbean 680M 71.7% 717M 75.7% 820M 85.7%

EuropeZone1 881M 84.3% 921M 84.9% 939M 84.4%

EuropeZone2 200M 52.3% 243M 63.7% 276M 71.4%

UnitedStates 394M 26.4% 675M 52.2% 785M 58.5%

Table 3. Worldwide secure element forecast-2016-2018(millions of units)

2016 2017 2018 forecast 2017 vs. 2016 
growth

2018 vs. 2017 
growth

Telecom* 5450 5600 5600 2.75% 0.00%

Financialservices 2900 3000 3150 3.45% 5%

Government–
Healthcare 460 485 510 5.43% 5.15%

Device
manufacturers** 330 400 470 21.21% 17.50%

Transport 260 280 300 7.69% 7.14%

PayTV 120 100 95 -16.67% -5%

Others*** 90 90 90 0% 0%

Total 9610 9955 10215 3.59% 2.61%

*Secure elements with a SIM application
**Device manufacturers represent embedded secure elements without SIM
***Others include logical and physical access
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whichwas36.9millionPoundsintheUK.Thefraudsterutilizedcompromisedmagneticstripecard
informationforsuchkindofattack.Mobilebankingfraudlostapproximately5.7millionPounds
in2016and6.3millionPoundsin2017.Figure2demonstratesthelossesduetofakecardfrauds.

Accordingtonationalreportingcentreforfraudandcybercrime, therewere2739reportsof
contactlessfraudin2018,whichtotalsto£1.18million—upfrom1,440casesworth£711,000inthe
sameperiodin2017(standard,2019).Accordingtoaresearch,thefraudswereduetocloningofcard
detailsthroughlowtechmethods,whichincludeddistractiontheftsandcashmachine“entrapment
devices”.Thecriminalscanuseroguecardreadersandsmartphonemerelybybrushingpasttheowner
toreadcards.AccordingtotheUKFfraudstatistics,inthefirsthalfof2018,therealpercentageofall

Table 4. Worldwide contactless element forecast-2016-2018(millions of units)

2016 2017 2018 forecast 2017vs2016 
growth

2018vs2017 
growth

Financial
services 1300 1400 1500 7.69% 7.14%

Government-
healthcare 270 285 300 5.56% 5.26%

Transport 260 280 300 7.69% 7.14%

Total 1830 1965 2100 3.42% 6.87%

NFC SIM along with embedded secure element includes NFC UICC secure element; embedded secure element and embedded UICC.

Table 5. Worldwide NFC SIM+ embedded secure element (millions of units)

2016 2017 2018 forecast 2017vs2016 
growth

2018vs2017 
growth

NFCSIM+
embeddedsecure
element

500 548 620 9.60% 13.14%

Figure 2. Counterfeit card fraud in UK (According to UK 2017 annual report)
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cardfraudlossesbyvalueresultingfromcontactlessfraudwas3%.Accordingtoresearchersatthe
securityfirmPositiveTechnologies,anewlydiscoveredvulnerabilityinVisa’scontactlesspayment
cardsmightallowfraudsterstobypassthepaymentlimitof£30($37)atseveralU.K.-basedbanks
(Bankinfosecurity,2019).Theresearchers,though,restrictedtheirstudiestoU.K.Banksseemtobe
exploitingthevulnerabilityinothernationsaswell,scientistsclarifyinablog.Theresearcherstold
Forbesthatbyusingtheproxydeviceandtheman-in-the-middleattacktheywereabletomake
paymentofupto£101.

2.4. Motivation
Digitalpaymenttechniqueshavehadanincrediblerateofacceptanceinconsumerdevicesaround
theglobeoverthepastfewyears.ManylargecompaniesareaddingsupportforNFC(NearField
Communication)andMST(MagneticSecureTransmission)toallkindsofdevicestoenableconsumers
tomakemonetarytransactions.Someofthesebusinessesprotectthemselvesaspartofthepayment
technologybyapplyingtokenization.Anditiswellknownthatsimplemechanismscanbeusedto
bypassthesetechniques.WithallthesechangesintheNFCecosystem,thefieldofinformationsecurity
isnotwellpreparedtoprotectagainstgrowingnewattacksinthisarea.Relayandreplayattacksin
thepaymentindustryaremoreprevalentthanever,becomingmorecomplexandsophisticatedbythe
day.Incontactlesspayment,toreducetheflaws,asimplifiedandeffectivemodelisneeded.Methods
andmodelsmustbedevelopedtoensurethecarddatasecurityfromcloningandfrauds.

3. TyPeS oF SMART CARd

Basedonthechipusedfortheoperationandoperationsthatcanbeperformedonthedatastoredinthe
card,smartcardscanbedividedintodifferentcategories.Usingacardinanapplicationdependson
variouscardfactors,suchas-natureofapplication,securitydemand,purposeofthecard,etc.Figure
3defineskindsofcardbasedonsetup,cardreaderinteractionandtheiruseindifferentapplications.

Figure 3. Types of smart cards
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3.1. Configuration Based
Configuration-basedcardscanbedistinguishedbasedonthepartsinthecardusedtoprocessthe
cardinformation.Basedonthesetup,therearetwokindsofcards–memory-basedcardsandmemory
andmicroprocessorcards.

Memory based cards are the cards that must conduct a fixed function and has a limited
functionality.Thesecardsdonothaveanyprocessingpoweranditisnotpossibletomanagethe
informationstoredinthecard.Theaddressesinthecardarefix,wheretheinformationinthecard
canbewrittenandinitializedonlyonce.Forexample-prepaidphonecard(Lorsch,1999).Such
cardshavenosecuritymechanismforthestoreddata,soencryptedinformationisstoredinthecard.
Ontheotherhand,therearealsorewritablememorycardsthatcanbemanipulatedbyacardreader
butcannotmanagetheirdata.Forexample,card-basedhotelroomkeys.

Memory and microprocessor cardsaretheonethatconsistsofamicroprocessortoprocess
andmanagethecard’sinformation.Ithasanoperatingsystem,formanaginghardwareandsoftware
resources andproviding the services required. It ismadeupofmemoryunit–RAM,ROMand
EEPRO.ROMisusedtostoretheoperatingsystem,RAMisneededtoperformquickcomputation
andprocessresults,andEEPROMistheareawherethecodeiswrittentoperformtheapplication-
relatedoperation.Thepowerandclockaresuppliedtothecardwhencardwavedatthecardreader.
Forexample,themetrocards(Barryetal.,2002).

3.2. Interaction with Card Reader
Basedonthesortofcontactwiththecardreader,thecardscanbesplit intofourkinds-contact,
contactless,hybridanddualinterface.Eachofthetypeisdiscussedbelow.

Contact based cardarethecardswherecard’sexteriorsurfaceconnectstothereaderwhen
insertingacard.Inmagneticstripecards,thecardisswipedonthereaderfordatatransfer(Infosino,
2004).Mostofthesecardsareusedinbankingsector,intheformofATMcard,creditcardordebit
card(Yang&Ching,2013).Withtheassistanceofcloningdevicethatisreadilyaccessibleonthe
market,magneticswipecardswerereadilyaccessibletoclone(Masters&Turner,2007).Thisleads
tochip-basedcontactcardsbeingdeveloped.Inchip-basedcards,thereaderpinscomeintotouch
withthechippresentonthecard,thepowerandclocksupplycausescommunication.Chipbased
cardsareconsideredsaferthanmagneticstripecards.

Contactless smart cardshaveanintegratedcircuit thatcanstoreinformationanduseradio
frequency to communicate with the terminal (Halope & Zupanek, 2004; Andersson, 2016). For
example,bankcards,transittickets,etc.Contactlesscardswerefirstusedin1955inelectronicticketing
inSouthKorea.TheRadioFrequencyIdentification(RFID)isprimarilyusedbythecontactlesssmart
cardreadertoread,writeorinteractwiththecard(Paret,2005).Tomakepaymentfastandeasy,
multiplebankssupportcontactlesscards(Alliance,2007).Theproximitycardshavealimitedmemory
andcaneitherbememorybasedormicroprocessorbased.TheRFIDcardtendstobeeffectively
clonedwiththecloningmachinesandneedalegitimatesecuritycomponentfromgettingcloned.

DualInterfacecardswhichsupportmorethanonetechniqueofreadingthedatafromthecards
(Lee&Kwan,2005).Properkeymanagementapproachesareneededtosecureuserdatafromkey
stolenattacks(Habraken,2014).Mostofthepaymentcardsutilizednowdaysarebuiltwithmagnetic
strip,embeddedchipandsometimeswithRFIDmode(Finnetal.,2015).Suchcardscanbeusedas
contactcardsorcontactlesscardsdependingupontheterminalinuse(Kreft,1998).

Hybrid Cardssupportsboththecontactandcontactlessinterfaceembeddedinonesinglecard.
Theyareinstalledwithseparatechipforeachoftheinterfacewhichisnotassociatedwitheachother
(Fidalgo,1997).Theprocessorofthesecardscannotbesimultaneouslyupdated.Hybridcardsare
themultifunctioncards,whereasinglecardcanbeusedinmultipletransactions(Jean&Lecomte,
2001).Forexample,forpupilandstudentIDcards,RFIDcardscanstoremoneyrelatedvaluesfor
canteenandcanprovideaccesstoareaslikelibrary.
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3.3. Based on Application
CryptographiccardsareusedforsecureidentificationandstoringdigitalsignatureandusesRSA
algorithmandDigitalSignaturealgorithmforsecuringtheinformation(Naccache&M’Raihi,1996;
Lietal.,2018).Creditanddebitcardsareissuedbythebankswhichprovideaneasywaytotheusers
topurchasetheitemswithoutcarryingthecash(Cuervo,2001).Travelmoneycards(Canstar,2018)
arethespeciallydesigneddebitcardstosecurelybuyforeigncurrenciesandtakeitoverseas.Loyalty
cards(Rowley,2000)aregivenbytheretailerstotheircustomers,whichcontaintheinformation
aboutrewardpointsorthediscountgiventocustomer.Smartcardsarealsousedassecuritytoken
incomputersystems(Clark,1995).Thewebbrowserusessmartcardtostorethecertificatesand
canlaterbeusedforasafewebbrowsing.MyKadisamulti-functioncardissuedbytheMalaysian
government tobeused for identification, traveldocuments, e-wallet, health informationofuser,
drivinglicense,ATMcardandmanyotherfeatures(Noorhuzaimietal.,2008).

4. CoNTACTLeSS PAyMeNT SySTeM ANd ITS MANAGeMeNT

Contactless cards can be used in other sectors replacing contact cards, for easy and fast use of
application.CommunicationwiththeterminalincontactlesscardsisviaNFCthroughacard-built
antenna (Abrial et al.,2001).Thecontactless smartcardand its reader follows the international
standard,ISO/IEC7816,ISO/IEC14443,andcanalsoimplementavarietyofcryptographicprotocols
likeRSA,AES,ECC,and3DES(Lacmanovicetal.,2010).ContactlesssmartcarddiffersfromRFID
tagsintermsofmemory,security,privacy,applicationareaandreadrange(Nathetal.,2006;Juels,
2006).Therangeisabout10cmforcontactlesscardswhiletherangeforRFIDtagsisonemeter,
whichismuchhigherthancontactlesscards.MultiplepaymentsystemcardssuchasMastercard,
Visa,Rupay,etc.,supportcontactlesspayment.Theusercanperformunlimitedtransactionsina
singledaywiththecontactlesscards.Somerangeoftransactionscanbeperformedwithoutpinand
doesnotprovideanymethodtoauthenticatetheuser.Itisadisadvantageofsuchcardswhichleadto
manylossesduetofraudtransactions.Toovercomesuchfraudtransactions,paymentprocessneeds
improvementintermsofuserauthenticationandconfidentiality.

Further,inthissectionwehavediscussedworkingofcontactlesssmartcards,mobileterminals
forcontactlessapplication,conceptoftokenization,NFCandMSTbasedtechnologyanddifferent
attackspossibleonthemandtheircountermeasures.

4.1. working of Contactless Smart Card
Thecontactlesscardcanbeinactiveorpassivestateatanytime(Pampattiwar,2012).Theactivestate
isthestatewhentheinformationistransferredtothecardreaderfromthecard,whereasthepassive
stateisthestatewhenthecardisnotinuse.Thereadertransmitsanelectromagneticradiofield
aroundittobuildcommunication.Thecardprimarilyincludesachipattachedtothecoiltoreceive
powerfromantenna.Whenapassivecardcontactswiththefield,theantennacapturesthesignal
togeneratepowerandsupplyittocoil(Coskun,etal.,2013).Thecardturnsactiveandperforms
terminalauthenticationtotransferdata(Coskunetal.,2015).Thepowersupplystopswhentheuser
removeshiscardfromtheterminalandcardshiftsfromactivestatetopassivestate.Figure4shows
theconnectionbetweenthechipandthecoilinasmartcard.

4.2. Contactless Payment Terminals
ContactlesspaymentterminalsaretheterminalswhereusercanuseNFCorMSTtomakeatransaction
throughsmartphoneorcontactlesscard.Accordingto(Wangetal.,2016),followingarethetypes
oftheterminalwherethemobilepaymentcanbeperformed.
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1. PaymentatthePOS:-ItenablesaclienttopayatthePOSwiththeirmobilephone.Thesmart
phonefunctionsasPOSterminalsmartcardthatcausespayment.Forexample:-ApplePayand
SamsungPay.Thebuilt-inpaymentmethodiseasytosetuponamobiledevice.Therearedifferent
phasesinvolved–registrationphase,validationphase,authenticationphase.TheNFCandMST
aretwotechnologiesusedforsuchpayment.

2. MobileasthePOS-ThispaymentschemeallowsthemerchanttousethemobilephoneasaPOS
terminaltoperformthetransactionofthecard.Forexample:Squarereaderthatisattachedto
amobiledevicetoperformtransactionfromcreditcardreaderandkeyed-intransaction.Three
typesofcardreadersupportedcurrently-squarereaderformagneticstripecards,squarereader
forEMVchips,andsquarecontactlessandchipreaderwhichacceptsNFCpayments.

3. MobilePaymentPlatform-Thismethodenablesonlinepaymentservicesonamobiledeviceby
downloadingandinstallingapplicationonamobiledevice.Thismethodcanalsoactaspayment
atPOSandrequiresbankaccountorthecardaccounttobelinkedtothemobilepaymentaccount.
Example-PayPal.

4. IndependentSystem-Itprovidesthesimilarpaymentservicesasthemobilepaymentplatform.
Independentmobilepaymentservicesaretheonewherethecompanycreatestheirownpayment
platformsfortheuserease.Forexample,AmazonPay.Mobilepaymentplatformdiffersfrom
independentmobilepaymentsysteminawaythatmobilepaymentplatformcanbeusedbyother
companiesandonlinesitesformakingpaymentswhiletheindependentmobilesystemisused
bythecompanyitself.

5. Directcarrierbilling–Thismethodallowsuserstobuyproductsthroughmobiledeviceswhere
paymentisnotmadebyanydebitorcreditcardbutischargedinthemobilesubscriberphone
bill.ItusuallyinvolveschargingthroughSMS.Forexample,Boku,popularinEurope.

4.3. Tokenization
Tokenizationistheprocesswherethecreditcardessentialslikecardnumber,CVVnumberetcare
replacedbyasubstitutevaluewhichiscalledasthetokenPrimaryAccountNumberordigitized(PAN)
(Ornceetal.,2012;SamsungPay,2018).Thetechniqueisusedbyanon-merchantorganisationto
generate,storeandprovide the token toamerchant,whichcanbeused toperforma transaction
(Gaspar,2015).Thetokenisusedtoprotecttherealcardnumbervaluesfrommisuseandtheft.To
maketheinformationmoresecure,cryptogramisalsoused(Brown&Chatelain,2008).Cryptogram
consistsof theuniqueauthenticationdatawhich isgeneratedby themobileanddemonstrates to
thecardnetworkthatthedeviceandthecardinusearegenuineandnotavehicleforinterceptedor

Figure 4. Connection of coil and chip in contactless card Source: edn.com (2019)
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clonedcredentials.ThetokencanbemappedbackbytheTokenServiceProviders(TSP)whichare
maintainedonhighlysecureservers(Royyuru,2013).Globalpaymentnetworkoffertokenization
facilities,whichareaccessibletoallmembersofthecardassociation.TSPcanbesupportedbya
thirdpartyandcanalsobeownedseparatelybycardissuersthemselves.Accountverificationand
authorizationofthecardholderduringthetokenrequestperiodsecurethecardholderdatafromattacks
andleakage(Stapleton&Poore,2011).

For token request and issuance, the mobile wallet provider-like SamsungPay and ApplePay
mustberegisteredwiththecardissuer’sTSP.Whentheuserenrollshiscard,theTokenRequester
(TR)sendsatokenrequestonbehalfofthecardholderandthedevice.TheTSPonreceivingthe
requestfollowstheidentificationandtheverificationprocesswiththecardissuerthroughpayment
network.ThetokenPANislinkedtotheFundingPrimaryAccountNumber(FPAN)andnotthecard
numberprintedontheplasticcard.Thetokenisactiveiftheaccountisactiveeveniftheaccountis
cancelledoriftheplasticcardexpires.Whenthecardislost,thenewissuedFPANislinkedtothe
existingDPAN(Figure5).

4.3.1. Cryptogram
CryptogramisencrypteddataderivedfromtheDPAN,ApplicationtransactionCounter(ATC),and
timestampwhichpreventreplayattackandensurestransactionintegrity.Cryptogramisproduced
usingcryptographickeybasedonthecardnetworkalgorithm.Thekeyisstoredinthetrustedzone
ofthedeviceandcanbestaticordynamicdependingonthecardnetwork.Staticcryptographickeys
areusedovera longperiodof timeandformultiplekeyexchanges,while thedynamickeysare
generatedforeachexchange.Multipledynamickeysalsoknownaslimitedusekeysareprovisioned
atcardenrolment.Thenumberofkeysprovisionedisregulatedbythepaymentnetwork.Eachtimea
transactionismadethekeyisconsumedandreplenishedaccordingtothecardnetworkreplenishment
logic.Thecardnetworkholdsthemasterkeytotheircardproductanduseittogenerateaunique
derivedkey(UDK)foreachcardholder.Oncethecryptogramisgeneratedusingthestatic/dynamickeys
inthedevice,itisthenverifiedbytheTSPonbehalfoftheissuer,transactionprocessingcontinues.
Whenthekeysareexpired,thedevicemustbeonlineforfreshtransactionkeys.

4.3.2. Key Management
TokensandkeysarestoredinanencryptedformintheTrustedExecutionenvironment(TEE)usinga
devicespecifichardware-basedkey.Therearetwokeymanagementmethodsfortokenreplenishment
–cloudbased(Chandramoulietal.,2014)andTEEbased(Jawale&Park,2018).

Incloudbasedkeymanagement, thedynamickeysarestoredindevice’sTEEandthereare
somefixeddynamicnumbersofkeysforanenrolledcard.Whenthekeysareconsumed,theyare
replenishedbytheTSPbasedon-thenumberofkeysremaining,alreadyused,andtimetolive.If
alltheavailablekeysareconsumed,thetransactionscannotbecarriedout.Whenthedevicecomes
backonline,connectivityisrestored,keysarereplenishedandnormaltransactionprocessingresumes.
TheTEEbasedkeymanagementmodelsthestatickeywhichareusedformultipletransaction.The

Figure 5. Tokenization Process
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statickeyisstoredintheTEEandcryptogramsaregeneratedondemand.Itallowstheusertomake
purchaseswhetherthedeviceisonlineorofflineanddoesnotrequirekeyreplenishment.

5. CoNTACTLeSS PAyMeNT TeCHNoLoGy

NFCandMSTaretwopopulartechnologiesthatareusedforcontactlesspayments.Itdoesnotrequire
themobiledevicetointeractphysicallywiththeterminalofamerchant.Thetechnologyworkson
physicalproximitywiththemerchantdevice.Discussedbelowisthesurveyoftwotechnologieswhich
includestheirdescription,possibleattacksandproposedsolutionstopreventtheattacks.

5.1. Near Field Communication
NFC is a short-range wireless communication technology which facilitates mobile phone to
communicateinashortrange.PhilipsandSonyjointlydevelopedNFCforcontactlesscommunication
in2002.Itisahalf-duplexcommunicationprotocolforprovidingcommunicationbetweenthedevices.
NFCandRFIDworksonsamemechanization,butNFCiscustomizedtomobiledevicesandworks
on13.56MHzwhileRFIDworksonalargerrangeandisknownfortaggingofcustomerproducts.
NFCisusedformanypurposeslikefiletransfer,conductingpayment,NFCtagsandmanymore.
NFCworksondifferentcommunicationmodeswhicharefurtherdescribedinthenextsection.

5.1.1. Modes of communication
TherearedifferentmodesofusingNFCwiththeotherdevice.Theselectionofthemodeisdone
basedonthepurposeforwhichNFCistakenintouse.ThedifferentmodesofNFCare-

1. Reader-Writermode
2. Cardemulation
3. Peer-to-peermode

Reader-Writer modeofNFCallowsamobiledevicewithenabledNFCtocommunicatewith
theNFCtags.ThismodeisbasedonthedigitalaspectsofISO/IEC18092andISO/IEC14443for
digitalprotocol.NFCmobileiscapableofreadingNFCforummandatedtagtypeswhichareType1,
Type2,Type3,Type4.WiththehelpofNFCtagsusercanfetchtherequiredinformationstoredin
thetagandtakethenecessaryactionlater.Forexample-NFCtagscanbeusedforstoringtheWi-Fi
passwords,orforstoringsomenecessaryURL.Tagscanbelockedbytheownersothatitscontent
cannotbemodifiedbysomebody.

Card Emulation ModeallowsanNFCenableddevicetofunctionlikeacontactlesssmartcardand
executetransactionswithjustasingletouch(Roland,2012;Alattar&Achemlal,2014).Itisbasedon
thedigitalaspectsofISO/IEC14443forthedigitalprotocol.TheNFCenableddevicecommunicates
withthecardreaderinthesamewayasthetraditionalcontactlesssmartcard.Biometricsandpinare
usedasauthenticationtechnique.Inthecommunicationprocess,NFCreadercommunicateswiththe
applicationwhichisstoredintheSecureElement(SE).SEisthemicroprocessorchipswhichare
usedtostoresensitivedataandtoruntheapplicationssecurely.ThecardemulationmodeusesSE
forfunctionsthatneedhighsecurity.TherearethreewaystoimplementtheSE:

• In the SIM:ThishastheadvantageofportabilityandisthepreferredapproachinGSMcountries.
UsingaspecialpurposeSIMisthedrawbackofthemethod.

• Embedded SE component:Itisaseparatechipsetinthehandset.Itisconvenientforhandset
manufacturersforquickimplementation.HandsetandOSmanufacturersruletheaccesstothe
SEwhichisadrawback.
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• A removal SE component:Thisapproachisusedtocreatearemovableseparatechipsetinthe
handsetandoftenimplementedasaSDcard.Thedrawbackisthatspecialhardwareneedsto
beusedbytheuser.

Peer-to-PeermodeofNFCallowsthetwoNFCenableddeviceforabidirectionalcommunication.
Thetwodevicescanexchangethefiles,data,etc.ItisstandardizedtoISO/IEC18092asNFCIP-1
andenablesthe“request-responsemodel”betweenthetwoactivedevices.Itprovidessegmentation
andreassemblycapability,ordereddataflow,dataflowcontrol,anderrorhandlingbyusingaccept
(ACK)andreject(NACK)frame.Thecommunicationisperformedinthelinklayerwhichmakesit
moreerrorfreeandreliable.

5.1.2. Possible Attacks in NFC
NFCisatechnologywhichhelpsinprovidingcontactlesscommunicationbetweentheuserdevice
andtheterminal.Communicationisrequiredtobesecureandpreventtheuserdatafromleakageand
misuse.TheattacksthataffectstheNFCcommunicationmostarelistedbelow:-
1. Eavesdropping
Eavesdropping isaprobleminNFCcommunicationbecause it iswireless. It isclaimedthat the
victim’sNFCcommunicationcanbescannedforupto10meters(Haselsteinr&Breitfuß).Thedevice
usedtoconducttheauditisatransmitterunitconsistingofapowerfulantennacapableofcapturing
thesignalsfromadistance(Kortvedt&Mjolsnes,2009).Itisdifficulttodetecttheeavesdropping
attackatthevictimside,soitisrequiredtotakethenecessarycountermeasures.Topreventtheattack,
communicationchannelbetweenthedevicesissecuredbyencryption.Also,tokenizationisusedto
securetheuserdatafromsuchattacks.
2. Relay Attack
Relay and replay attacks in the payment sector are more common than ever, becoming more
complicatedandsophisticatedbytheday.SinceNFCsignalscanbecapturedwhenproperequipment
isused,therelayattackcanbecarriedout(Hancke,2005;Francisetal.,2010).AccordingtoChothia
etal.,(2015),itispossibletorelaythesignalsfromMastercard,payWave,andPayPassbankcard
bymakinguseofNFCbasedsmartphones.Evenifthecardsareintheuserwallet,theattackcanbe
carriedout.NFCbasedsmartphonescanalsobeusedinrelayattacktocapturethesignals(Franciset
al.,2013).Loweringthetimeoutcouldbeacountertorelayattackalongwithproperauthentication.
Also,bindingthetokentoadevicecanalsolowertherelayattack.
3. Skimming attack
Incontactlesspaymentcards,skimmingattackispossibleevenwithouthavinganyphysicalaccesstothe
card.SkimmingcontactlesscardscanbedonewhentheNFC-basedcardscomesintocontactwithanactive
NFCdeviceandthesharedinformationclonedinanothercardbytheattacker(Heydt-Benjamin,2007).
Also,itispossibletoextractthestaticdatafromchip-basedcreditcardsandlaterencodetheinformation
inamagneticstripe-basedcard.Tocountertheskimmingattack,itisnecessarythattheinformationstored
inthecardcannotbeaccessedwithoutpermissions(Bond,2014).Thereareotherattacksthatarefeasible
withNFCcommunicationbesidestheseattacks.Example-datamanipulationwheretheattackerintercepts
andaltersthedataduringthetransmission(Haselsteiner&Breitfuß,2006).Datadestructionwherethe
attackerblocksthetransmitteddatasothattherecipientcan’tinterceptit(Fahriantoetal.,2016).Many
schemeshavebeenproposedtopreventtheattacksinNFCandarediscussedinthenextsection.

5.1.3. Schemes Proposed as Countermeasure
TopreventthevariousattacksinNFC,schemesandmethodswerebuiltbyusingdifferentparameters.
Forproperuserauthenticationandsecuringuserdata,theschemesandmethodswereproposed(Table6).
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Table 6. Schemes proposed to prevent attack on NFC payment system

Author Description Advantage Drawback

Chenetal.(2010a,2010b)

•UsesGSMprimitives
•Combinesexisting3G
cryptographicprimitive
andalgorithmswith
SIMidentificationand
authentication

•Providesecurityto
lowvaluepaymentand
customeranonymity

•Schemeworksonline
anddependsonthe
communicationchannel.
•Theschemeislimiteddue
totheuseoftheTMSIfor
originaluseridentification.

Leeetal.(2013)

•Usesmobiledevice
forauthenticationand
asanauthentication
mediumalongwithan
authenticationcenter.
•Usessymmetricand
asymmetriccryptography
alongwithhashfunction.

•Preventsreplayattackand
man-in-the-middleattack.

•Lacksmutual
authentication,message
authenticationandrecipient
authentication.

Ceipidoretal.(2012)

•Protocolprovidesmutual
authenticationbetween
theNFCphoneandthe
POSterminaltosharethe
sessionkey,achievedby
usingtrustedthird-party
authenticationserver.

•Protocolprovides
messageauthentication,
mutualauthenticationand
confidentiality.

•Protocollacksmessage
integrityandpronetobrute
forceattackduetostatic
keys.

Leon-Cocaetal(2013)

•Protocolfor
authenticatingSpanishID
cardsandwirelessNFC
devices.
•Protocolwasbasedonthe
RSAencryptionandDES
session.

•Theschemesatisfies
confidentiality,non-
repudiationandmessage
authentication.

•Lacksmutual
authenticationmessage
integration.
•Pronetobruteforce
attack.

Thammaratetal.(2015)

•Introducedtwonew
mutualauthentication
protocols.
•NFCAuthv1isusedto
provideauthentication
betweentheNFCdevice
andtheauthentication
server
•NFCAuthv2isusedto
provideauthentication
betweentheNFCdevice
andauthenticationserver
throughaPOSterminal.
•Protocolsarebased
onthesymmetrickey
cryptographyandlimited
useofsessionkeysandits
distribution.

•Protocolprovidespartial
mutualauthentication.

•Lacksinachieving
NFCmobileanonymity,
defeatingtrackingand
desynchronizationattack.
•Keyforwardand
backwardsecrecyisnot
satisfied

Nashwan(2017)

•Secureauthentication
protocoltoprovidestrong
securitytotheNFCbased
mobilepaymentsystems.

•Secureagainstreplay
attack,trackingattack,
impersonateattack,and
desynchronizationattack.

•Performanceisanalyzed
undercertainassumptions.
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5.2. Magnetic Secure Transmission
Magneticsecuretransmission(MST)isapaymenttechnologyformobiles,wherethemobilelikethe
smartphonesemitsmagneticsignalsandbehavesasaconventionalmagneticstripeonastandard
paymentcard(MST,2018).ItwasoriginallyevolvedbyLoopPayandlaterin2015wasacquiredby
Samsung(BusinessInsider,2018).SamsungPay,whichisapaymentmethodprovidedbySamsung,
usesMSTtocarryouttransaction.TheinformationinMSTistransmittedbythemagneticsignals
whichareproducedby theuserdevice.Being fastandeasy, theuseof technology is increasing
aroundtheworld.

Thetechnologydoesnotinvolveupgradingofanyhardware,softwareoradvancedtechnology.
IncomparisonwithNFC,MSTiscompatiblewithalmostalltheterminalsthatsupportthemagnetic
stripereader.Tokeeptheusercardinformationsecureitusestokenizationandisclaimedtobeas
secureasNFC.Withtheincreaseinnumberofpeoplemovingtowardsthecontactlesspayment,
securityanalysisofthetechnologyusedisnecessary.

5.2.1. Attacks Possible
Contactless payment mode is going to be widely used in the coming future and it is necessary
checkitssecurityintermsofdataprivacyoftheuser.SinceMSTisclaimedtobeassafeasNFC,
theresearchersdiscoveredsomesafetyproblemsthatcouldleadtosomeattacksonuserdata.The
possibleattacksarediscussedbelow.
1. Eavesdropping
MSTgeneratesmagneticsignalsforcommunicationbutbeingawirelesscommunication,itisprone
eavesdropping.Researchershaveclaimedthatmagneticsignalcontainingtheencodedtokencanbe
collectedthroughalow-costreceiverbyabout2m.Dependingonthedirection,thedistancemayalso
bereduced.TheauthorgatheredthetokenbyusingMagspoof(Mendoza,2016;Magspoof,2018).
Magspoofisadevicethatcanemulatethemagneticstripecardandworkwirelesslyonthemagnetic
stripecardreaderbyproducingtheelectromagneticfield.In(Choi,2016),theauthorcreatedtheir
ownmagneticsignalcollectorandthedistanceofcaptureisatleast2m.Butthetokencanbecaptured
upto2.7maccordingto(Choi&Lee,2016).

Cloningthetraditionalmagneticstripecardwaseasy,however,cloningwithMSTisnotfeasible,
buttheusertokeneavesdropcouldleadtosecurityissues.Thetokenisusedbytheusertoperform
anytransactionanditseavesdropmightharmthetransactionoftheuser.Propermeasuresarerequired
tosecurethetokenfromeavesdropping.
2. Wormhole Attack
Wormholeattackisanattachwhentheattackercapturesthepacketfromonelocationofthenetwork
andtunnelsthemtoanyotherlocationinthenetworkandretransmitsthepacketinanothernetwork
toperformtheoperation.Mendoza(2016)andChoiandLee(2018)showshowwormholeattackcan
becarriedoutinMST.Usingproperjammeratthereaderpreventthevictimfromusingthetoken,
andthecapturedtokencouldbeusedbytheattackertoperformthetransactiononthevictimbehalf
insomeothernetwork.

AccordingtoMendoza(2016),theattackercouldperformthewormholeattackbythehelpof
Magspoof.Thedevicecanbeusedtocapturetokenandcanalsoactasajammertotheterminal.The
capturedtokencanbetransferredthroughemailtobereusedinsomeotherenvironment.According
toChoiandLee(2018),thecapturedtokenisintheformofelectronicsignalswhichthenpassed
throughasoftwareinamobiletogettheinformationofthetokenandcarryoutpayment.

Wormholeattack indicates that there isnovalidationprocedureforconsistencybetween the
positionoftheissuanceoftheone-timetokenandtheplacewherepaymenthappens.Propervalidation
ofdeviceisrequiredtopreventthewormholeattack.Preventingwormholeattackrequirestocontrol
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thesignaleavesdroppinganddevelopingauthorizationschemes.Schemeshavebeenproposedto
preventthewormholeattackinMSTwhicharediscussedinthenextsection.

5.2.2. Schemes Proposed as Countermeasure
SomesystemshavebeensuggestedtoavoidwormholeattackinMST,whicharediscussedinTable7.

Otherthantheschemestoavoidwormholeattack,certainschemeswerealsoproposedtosecure
optimizedtestpaths.Ratheeetal.(2018),proposedahybridgenetictabusearchandoptimization
algorithmtosecuretheoptimizedtestpathswhichwasachievedbySamsungpayapplicationactivity
diagram.TheimplementationoftheproposedschemewasdoneinC++onthecasestudyofonline
airlinereservationsystemandSamsungpay.

6. TooLS FoR SMARTCARd deVeLoPMeNT

Fordevelopingthesmartcard-basedapplicationandperformingvarioustestandverificationofthat
applicationsomeopensourcetoolsareavailable.Otherthanfordevelopingapplications,toolsare
alsoavailablefortestingandverifyingtheprotocolsdeveloped.Theopensourcetoolsaredivided
intodifferentcategoryandarediscussedinTable8.

Table 7. Schemes proposed to prevent attack on MST payment system

Author Description Advantages Disadvantages

Cortieretal.(2017)

•Designedaprotocol
compatiblewithEMVstatic
dataauthenticationfor
payment,alongwithlightuse
ofsecureelement.
•Thesecurityofthetoolwas
provedbyTamarin.

•Preventswormholeattack.
•Securefromstolenkey
attack.

•Interactionwithrogue
terminalispossible.
•Tokencanbeuseduntil
newtokenwithgreater
valueisnotgenerated.

Ryuetal.(2017)

•Alocationauthentication
systemwhosemainfeatureis
tocomparetheWIprovided
bycurrentuserwiththeWM
thatwasgeneratedbytheWI
providedbyprevioususer.
•Thesystemdoesnot
requireanychangestothe
POSsoftwareoradditional
hardware.

•Preventswormholeattack
•Securefromkeyattack.
•Modelisidentitybased
andnotkeybased.

•Entryofrogueterminal
ontheserverdatabase.

Baietal.(2017)

•Demonstratedthatanactive
attackersniffsthetoken
generatedforpaymentand
haltstheongoingtransaction
bydifferentwaysand
performedthewormhole
attack.
•Proposedasolution
POSAUTHthataddsthe
terminaluniqueidentitytothe
paymenttoken.
•POSAUTHbindsthe
transactiontoaparticular
terminal.

•Preventswormholeattack.
•Useonewayhashing
topreventsniffingand
replacement.

•Statickeysusedin
hashingandencoding.
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7. woRLd-wIde PRACTICAL APPLICATIoNS

Therearenumberofthecontactlessbasedpaymentapplicationswhichareinusebypeopleworld-
wide.Thesesystemseliminatetheneedofusertocarrythecardsregularlywiththemforpayments.
Carryingthecardsregularlyincreasesitsriskoftheftwhichmakestheusertodependlessonthe
cards.Someofthepracticalapplicationsarediscussedbelow.

7.1. Apple Pay
ApplePayisamobilepaymentanddigitalwalletservicebyApplein2014thatallowstheuserto
makepaymentthroughsmartphone.ItworksonthecardemulationtechniqueofNFCandsupported
byiPhone,iPad,AppleWatchandMac.ItisavailableintheUnitedKingdom,Canada,Australia,
Croatia,Brazil,theUnitedArabEmirates,SaudiArabia,Russia,Kazakhstan,China,NewZealand,

Table 8. Open source tools for smart card development

Tool Name Category Description

OpenSmartCard
Development
Platform(2018a;
2018b)

Development
tool

•TheOpenSmartCardDevelopmentPlatform(OpenSCDP)isacollectionof
toolsfordeveloping,testing,anddeployingapplicationsforsmartcardsand
keypublicinfrastructure.
•FormostISO78164smartcards,PC/SCandCT-APIcardreaders,drivers
areincluded.
•Alsoprovidescryptographicsupporttoalgorithmswhicharecommonly
usedbysmartcards.
•OpenSCDPisthetoolboxusedinconsultingservicesbyCardContact.Ithas
beenusedeffectivelyinsignificantcardprojectsandisusedbymultiplethird-
partycompaniesfortheirproducts.

pyResMan(2018a;
2018b)

Management
tool

•Opensourcesmartcardmanagementtoolwhichisuseforjavacardsand
othersmartcards.
•CanbeusedtosendApplicationProtocolDataUnit(APDU)andexecute
APDUscript.
•R502SPYreaderdebugISO14443protocolcommandsandMifare
commands.
•Helpsinmanagingsmartcardresources.

EclipseKeyple
(2018)

Opensource
APIfor
contactless
ticketing

•Providesgenericlibrariesfordevelopingcontactlessapplicationbasedon
Calypsostandard.
•Calypsoisasetofspecificationthathelpsinprovidingfastandsecureoff-
linecontactlesstransactionbetweenterminalandportableobject.
•Allowsdevelopertoimplementfastandsecureoff-linecontactless
transactionsusingNFCphonesandcard.
•Alsoprovidesintegrationwiththesecureelementwhichareinvolvedina
securecontactlesssolution.
•KeypleisavailableinJavaandC++.

OpenSC(2018a;
2018b) Securitylibrary

•Itisasetofsoftwaretoolandlibrarythatworkswithsmartcardsand
providescryptographiccapability.
•Providestheuseofsmartcardsinsecuritydomainlikedigitalsignature,
authenticationandencryption.

SecunetGlobal
Tester(2018a;
2018b)

TestingTool

•Usedfortestingofsmartcards,reader,andassociatedprotocolandofferstest
suitebasedoncurrentspecificationinuse.
•Havecapabilitytointerpretsmartcardrequirementsandspecificationsfor
testing.

TamarinProver
(2018a;2018b)

Verification
Tool

•Itisaverificationtoolforsecurityprotocol.
•Supportsfalsificationandunboundedverificationinsymbolicmodel.
•Softwareprotocolisspecifiedasmultisetrewritingsystemandareanalysed
withrespecttofirstorderpropertiesandmessagetheory.
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Singapore,Japan,Taiwan,HongKong,Macau,GeorgiaandallcountriesintheEuropeanEconomic
Area(EEA).Themaindrawbackisthatanattackercanaddastolencardtotheapplication.

7.2. Samsung Pay
SamsungPayisamobilepaymentandadigitalwalletserviceprovidedbySamsungin2015,inSouth
Korea.Italsoworksonthecardemulationtechnique,butotherthanNFCitalsomakesuseofMST
forthetransaction,whichmakeitmoreacceptabletousersthantheApplePaywhichonlyworks
onNFC.SamsungPayhasgrownsignificantlygloballyandisnowaccessibleonsixcontinents–
Africa,Asia,SouthAmerica,NorthAmerica,EuropeandOceania.SamsungPayisaccessiblein
24countries,includingtheUnitedKingdom,Vietnam,Mexico,Italy,Canada,SouthAfrica,Brazil,
PuertoRico,Russia,Thailand,Malaysia,SouthKorea,theUnitedStates,China,Spain,Singapore,
Australia,India,Sweden,UAEandSwitzerland.PreliminaryaccessisalsoaccessibleinFrancenow.

7.3. Google Pay
GooglePayisaserviceprovidedbyGoogletoboostthein-appandtaptopaypaymentsonmobile
devicesthatareworkingonandroidplatform.ItisanewversionofGoogle’sTezincompliancewith
AndroidPaythatwasreleasedbyGooglein2018.GooglePayisavailablein28countriesincluding
–U.S,U.K,UAE,Ukraine,Taiwan,Sweden,Spain,Slovakia,Singapore,Russia,Poland,Norway,
NewZealand,Japan,Italy,Ireland,HongKong,Germany,France,Finland,Denmark,CzechRepublic,
Croatia,Chile,Canada,Brazil,Belgium,andAustralia.

7.4. Pockets
PocketsisanapplicationthatwasproposedbyICICIbank,thatworksontap&pay(Pockets,2018).
ItallowstheusertoaddICICIbankcardstotheapplicationandperformthecashlesstransaction.It
alsoworksonthecardemulationtechniqueofNFC.Theusercanaddmoneytothewalletusingany
bank’scardandcurrentlythisserviceisavailableinIndia.

8. FUTURe ReSeARCH ISSUeS

8.1 Hybrid card emulation
Cardemulationisanewandtrendingwaytousethesmartcards.Itismainlyimplementedinthe
paymentfieldbutiftriedcanbeusedinothersmartcardsapplications.Modelsandsystemscould
bedesignedwherebyusingthesinglesystemwecanoperatemanyapplications.Hybridsmartcards
existandthesamecanbeappliedinthecardemulationformwithpropersecuritymeasures,where
asingleapplicationcanholddifferentsmartcardsfordifferentapplications.Also,systemcanbe
proposedforusinghybridsmartcardsincardemulationform.Itmaygiverisetotechnicalchallenges
likethesecurityparametersshouldbefollowed.

8.2. Access Control and Authentication Issues
Thecontactlesssmartcardsfacetheaccesscontrolissuebecauseofitskimmingattacksarepossible.
Methodsarerequiredtoprotecttheuseraccesstothecard.Incardemulation,withonepintheuser
getsaccesstoallthecardswhichneedimprovement.Manyschemesproposedandlacksinproviding
completemutualauthenticationandothernecessaryproperties.Improvementinthoseschemescan
leadtoabettermethodalongwithnecessarysecuritymeasures.

8.3. Malware Attacks
Withtheincreasingmalwareattackstothesmartphonesandvariousmaliciousapplications,itis
requiredtofocusmoreonthesecurityofthemobilecontactlesspaymentsystemandcheckingits
security.Newversionsofmalwarelikevirus,Trojans,spyware,etc,areusedtoperformatargetedattack
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againstthesmartcardsandthatgivesthemthecapabilitytogetfullcontrolontheapplicationbased
onsmartcards.Bystealingthelogincredentialsattackercangetaccesstouserprivateinformation.
Withtheincreaseinthesmartcardapplicationoccurrencesofsuchattackwillalsoincreaseanditis
thereforerequiredtofocusonthesecurityofsmartcardsandmobilecontactlesssystem.

9. FUTURe SCoPe ANd CoNCLUSIoN

Over theprevious fewyears,digitalpaymentmethodshavehadan incredibleacceptancerate in
consumersystemsaroundtheglobe.ManylargecompaniesaddsupporttoalltypesofdevicesforNFC
(NearFieldCommunication)andMST(MagneticSecureTransmission)toenableconsumerstomake
moneytransactions.Somecompaniesusetokenizationtosafeguardthepaymenttechnology.These
methodscanbebypassedthrougheasymechanism.Withallthesechangesinthepaymentsystemand
thegrowinguseinthefuture,thefieldofinformationsecurityisnotwellpreparedtoprotectagainst
growingnewattacksinthisarea.Thispaperhasdiscussedthecontactlesssmartcardsandpayment
systemindetail.Theaimofthepaperwastohighlightthesecurityissuesinthetechnologyusedfor
contactlesspaymentsystemalongwithcountermeasuresproposedsofar.Thecountermeasureslack
datasecurityatvariouslevels,whichrequiresimprovement.Thepaperhasalsoincludedsuggestions
toimprovethesecurityofthecontactlesspaymentsystem.Thearticleconcludedwithfocusingon
somefutureresearchissues.
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