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ABSTRACT

Virtual power plant (VPP) plays an important role in improving the balance and regulation abilities of 
new power system. The safe and reliable operation is support by the VPP end-to-end communication 
network with differentiated multi-service bearing capability. For the requirement of unified and 
standard VPP end-to-end networking scheme, the VPP service communication metrics, as well 
as the communication network architecture of VPP aggregation and control are analyzed. Then, a 
multi-dimension hierarchical VPP end-to-end network evaluation index system is put forward. In 
addition, an end-to-end VPP network evaluation method considering differentiated time-sensitive 
and granular requirements of multiple services is proposed. Finally, the suitability analysis results 
of various end-to-end networking schemes and multiple services with differentiated time-sensitive 
and granular requirements are given, which plays a guiding role in establishing a unified standard 
VPP end-to-end networking scheme.

KEywoRDS
Differentiated Multi-Service Bearing, End-to-End Network, Granularity Requirements, Network Evaluation 
Method, Virtual Power Plant

Virtual power plant (VPP) integrates advanced information communication and intelligent metering 
technology to efficiently aggregate decentralized new energy power generation facilities, energy 
storage, and adjustable load, and it connects to the power grid to participate in peak regulation, 
frequency regulation and demand response to enhance the balance adjustment ability of the new power 
system (Bao et al., 2021; Y. Zhang et al., 2021). Since the interaction between distributed resources 
and grid through VPP aggregation involves distributed resource terminals (Liao et al., 2023), resource 



International Journal of Mobile Computing and Multimedia Communications
Volume 15 • Issue 1

2

aggregators, and the information and multi-level coordination of the grid, the guaranteed ability of 
end-to-end quality of service (QoS) for VPP aggregation and regulation network is crucial for the 
safe and reliable operation of VPP.

In view of the differentiated time-sensitive and bandwidth granularity requirements of VPP service 
(Chen et al., 2021; Liao et al., 2022), VPP aggregation communication networks usually adopt high 
speed power line communication (HPLC), high speed radio frequency communication (HRF), 4G/5G, 
WiFi, optical fiber, and other communication modes to achieve heterogeneous networking. At present, 
most of the studies on VPP end-to-end networking schemes focus on heterogeneous network bearing 
schemes designed for specific engineering cases, and there is no unified standard scheme, which is 
not conducive to large-scale VPP development and subsequent promotion. Therefore, it is necessary 
to carry out the research on VPP end-to-end network evaluation technology to provide evaluation 
indices and performance analysis for the design of a VPP end-to-end network bearing scheme.

VPP end-to-end network evaluation includes the establishment of network evaluation indices, 
the appropriate comprehensive evaluation, and the sort of service carrying capacity for the end-to-
end network. At present, there are few network evaluation studies considering the time sensitivity 
and granularity characteristics of VPP service differentiation. In one study by Jara et al. (2017), a 
blocking evaluation method of dynamic wavelength division multiplexing networks was studied, 
which considered different loads at each network connection. In a study by Yong et al. (2022), a novel 
analytical availability index calculation framework for adequacy evaluation was proposed based on 
the stochastic modeling to achieve the availability evaluation of the distribution network. In a study by 
Urgun et al. (2020), a new state classification approach to calculate power system reliability indices 
within the framework of the Monte Carlo simulation process is proposed to increase the scope and 
computational efficiency to evaluate reliability indices. The above documents consider indices such 
as real-time performance and reliability of the network; this helps to improve the rationality of the 
VPP end-to-end network index system but ignores the scalability of distributed resource aggregation 
regulation. In this, the comprehensiveness, objectivity, practicability, typicality, and standardization 
of the evaluation system still need to be further improved.

Research on evaluation methods of network bearing capacity mainly focuses on the analytic 
hierarchy process (Ge & Liu, 2019; Xiu et al., 2018; S. Zhang et al., 2016), the fuzzy analytic hierarchy 
process (Hao et al., 2019; Jiang et al., 2016; T. Wang et al., 2018), the Latin hypercube sampling 
method (Pan et al., 2018; Taghavi et al., 2022), etc. In a study by S. Wang et al. (2017), an electricity 
user evaluation method in smart electricity utilization was proposed. In another study by Bernardon 
et al. (2017), an AHP-based evaluation method for a device configuration scheme was proposed to 
effectively support operation planning of a low-voltage distribution station area. However, AHP can 
hardly reflect the ambiguity of subjective judgment. It is difficult to guarantee the consistency of 
the judgment matrix of AHP under a large number of evaluation indices. In a study by Dehghanian 
et al. (2017), a FAHP-based performance evaluation method was proposed to assess various types 
of components of monitoring devices in a low-voltage distribution station area. However, there still 
exist the following shortcomings: 1) the delay and granularity requirements of VPP multi-service 
differentiation are not considered; and 2) VPP end-to-end network includes remote communication and 
local communication, which involve a mixed networking of various communication modes. However, 
the existing evaluation methods evaluate only the service bearing capacity of local communication 
or remote communication, which cannot be applied to the bearing capacity evaluation of the VPP 
end-to-end network.

To solve the above problems, first, the multi-dimensional hierarchical VPP end-to-end network 
indices evaluation system for the differentiated multi-service bearing requirements is constructed in 
this paper. Secondly, the comprehensive weight is solved by the improved analytic hierarchy process 
(IAHP) and CRITIC, considering the demands of multi-service differentiation time sensitive. Then, 
the technique for order preference by similarity to an ideal solution (TOPSIS) is used to analyze the 
adaptability between different services and end-to-end network communication schemes, and this 



International Journal of Mobile Computing and Multimedia Communications
Volume 15 • Issue 1

3

provides cases analysis to verify the feasibility of the proposed method. Meanwhile, the adaptability 
analysis results are provided for the design of end-to-end network bearing schemes for time-sensitive 
small-granularity, time-insensitive small-granularity, and time-insensitive large-granularity services.

VPP SERVICE CoMMUNICATIoN REQUIREMENTS ANALySIS AND 
AGGREGATIoN CoNTRoL CoMMUNICATIoN NETwoRK ARCHITECTURE

Analysis of VPP Service Communication Requirements
VPP services have the following characteristics: a large number of short-term services, a high 
concurrency rate, cross region services, and a large load fluctuation (Bian et al., 2020; Z. Liu et al., 
2020). According to the different requirements of delay and bandwidth, VPP services can be divided 
into three types: time-sensitive small particles, time-insensitive small particles, and time-insensitive 
large particles. Their communication requirements are shown in Table 1 and are analyzed specifically 
through three typical applications.

They are analyzed through:

1.  Frequency regulation: According to the automatic power generation control signal uploaded by 
the terminal in real time, VPP calculates the overall real-time power deficit of VPP and converts 
it into frequency regulation signal increment to realize frequency regulation response. Frequency 
regulation requires a communication bandwidth greater than 2Mbps and a communication delay 
of less than 50ms.

2.  Peak regulation: VPP can integrate and dispatch the peak regulation resources on the demand 
side and participate in a form similar to traditional power plants in the peak regulation market. 
Its information source is mainly provided through energy storage charging, load increase, electric 
vehicle charging, and other ways. Peak regulating requires a communication delay of less than 
10s and a communication bandwidth of less than 2Mbps.

3.  Normal demand response: Normal demand response refers to the dynamic adjustment of the 
demand side’s consumption pattern in the power market and its participation in the frequency 
regulation of the power grid, which is based on the electricity price and incentive policies. The 
delay requires less than 200ms, and the required communication bandwidth is from 0.01Mbps 
to 2Mbps.

Communication Network Architecture of VPP Aggregation and Control
As shown in Figure 1, this section proposes the communication network architecture of VPP 
aggregation regulation based on the communication requirements of distributed source (Gu et al., 
2018; Zhou et al., 2019; Zhu et al., 2019), load, and storage resources participating in power grid 
regulation through VPP aggregation. Communication network architecture of VPP adopts hierarchical 
architecture, which consists of a terminal controller layer, local communication network layer, edge 
gateway layer, remote communication network layer, and master station layer from bottom to top.

Table 1. Typical Service Communication Metrics of VPP

VPP Services Services Type Bandwidth Delay

Frequency regulation time-sensitive small particles >2Mbps <50ms

Peak regulation time-insensitive small particles <2Mbps <10s

Normal demand response time-insensitive large particles 0.01~2Mbps <200ms
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1.  Terminal controller layer: It covers demand-side energy terminals such as photovoltaic 
panels, electric vehicles, energy storage equipment, and on/off-grid equipment such as 
inverters. It also involves VPP data acquisition terminals such as temperature, light, voltage, 
and current sensors.

2.  Local communication network layer: It contains HPLC, RS485, HRF, and other access modes. 
The terminal controller layer uploads service data to the edge gateway layer through the multi-
medium communication modes of the local communication layer.

3.  Edge gateway layer: By deploying VPP Internet of Things aggregation control gateway, the 
distributed resources are aggregated to participate in the collaborative regulation of the power 
grid and are responsible for the aggregation, cleaning, and uploading of service data within 
the jurisdiction.

4.  Remote communication network layer: It mainly adopts optical fiber, 4G/5G public network, 
power wireless private network, and other communication technologies to realize interconnection 
among multiple platforms, providing a data path for reliable aggregation and uploading of 
wide-area service data to the power grid. The communication layer and the platform layer are 
based on hierarchical encryption authentication of service data to protect the confidentiality and 
integrity of data transmission. Optical fiber communication networks in different security zones 
and 4G/5G public networks are physically isolated based on lateral isolation devices.

5.  Master station layer: It contains integrated power grid dispatching cloud platform, VPP 
platform, and power trading market operation platform, bringing together power grid operation 
and maintenance, security, and distributed resource operation data and realizing the mining 
of distributed resource regulation potential based on big data, artificial intelligence, and other 
advanced technologies; this also conducts dynamic aggregation management and collaborative 
scheduling of distributed resources through cloud-edge collaboration.

Communication network architecture of VPP aggregation and control contains a variety of 
communication media. VPP services have great differences in time delay and bandwidth particle 
requirements. There exists no unified standard scheme on which an end-to-end network bearing 
mode should be adopted. Therefore, in order to meet the requirements of constructing the VPP 
end-to-end network bearing scheme with differentiated multi-service bearing, the article first 

Figure 1. Communication Network Architecture of VPP Aggregation and Control
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carries out the evaluation index system with comprehensiveness, objectivity, practicability, 
representativeness, and standardization. The method of VPP end-to-end network evaluation 
considering the time-sensitivity and granularity requirements of multi-service differentiation 
is proposed based on this index system to support the construction of a unified standard VPP 
end-to-end bearer scheme.

MULTI-DIMENSIoNAL HIERARCHICAL VPP END-To-
END NETwoRK EVALUATIoN INDEX SySTEM

In this section, the authors propose an evaluation index system for a VPP end-to-end network. First, 
the authors introduce the evaluation indices framework. Secondly, they describe the individual indices 
respectively.

Evaluation Index Framework
Based on VPP aggregation control communication network architecture and the principle of 
comprehensiveness, objectivity, practicality, typicality, and standardization, a multi-dimension 
hierarchical VPP end-to-end network evaluation index system is constructed, as shown in Figure 2, 
that fully takes the differentiated requirements of various communication media and VPP services in 
terms of delay and bandwidth into account. The traditional network evaluation index system mainly 
focuses on the aspects of network timeliness, reliability, cost-effectiveness, etc., which ignores the 
scalability of the network. However, distributed resources participate in power grid regulation through 
VPP aggregation, resulting in a significant increase of network dynamics, which therefore makes 
scalability an important indicator to measure the performance of VPP communication networks (Don 
et al., 2020; Jun et al., 2021). To this end, the authors add several scalability indices such as multi-
service access adaptability, technology maturity, and networking flexibility to describe communication 
performance of the VPP end-to-end network.

Individual Index Introduction
Real-Time Index
The real-time index mainly evaluates the end-to-end network communication performance of 
VPP, which specifically describes end-to-end delay, end-to-end jitter, communication bandwidth, 
transmission distance, transmission rate, and end-to-end throughput. Moreover, end-to-end delay 
contains three segments (i.e., local communication delay, remote communication delay, and bridge 
partial delay) between the two ends of communication networks.

Reliability Index
The reliability index demotes the basic communication performance of the VPP end-to-end network, 
which specifically describes packet loss rate, electromagnetic compatibility, network fault rate, fault 
time, and fault repair time. The authors evaluate the reliability index by the sequential Monte Carlo 
method. Moreover, network fault rate refers to the comprehensive fault rate of the entire VPP end-
to-end network, including the master station layer, edge gateway layer, and terminal controller layer.

Security Index
The security index mainly evaluates the ability of the end-to-end VPP network to resist external 
interference and ensure the secure transmission of VPP-related service data. The security index 
includes network isolation performance, terminal access security, and data security. To be specific, 
network isolation performance depends on local communication, remote communication, and the 
least isolated part of the two-segment communication network bridging process.
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AN END-To-END VPP NETwoRK EVALUATIoN METHoD 
CoNSIDERING DIFFERENTIATED TIME-SENSITIVE AND 
GRANULAR REQUIREMENTS oF MULTIPLE SERVICES

Based on the VPP end-to-end network evaluation index system, this section first introduces the 
comprehensive weight solution of the VPP end-to-end network suitability analysis index. Then, the 
suitability analysis of VPP end-to-end network bearing solutions is performed using TOPSIS.

Suitability Analysis of Comprehensive weight Solution of the Indices
The rationality of the VPP end-to-end network suitability analysis index weights has a crucial impact 
on the credibility of the suitability analysis results. The unilateral adoption of subjective or objective 

Figure 2. Multi-Dimension Hierarchical VPP End-to-End Network Evaluation Index System



International Journal of Mobile Computing and Multimedia Communications
Volume 15 • Issue 1

7

weighting models is one-sided and affects the credibility of evaluation results. Therefore, this paper 
adopts the IAHP and CRITIC methods to derive the subjective and objective weights respectively.

Solution of Subjective Weight
Traditional AHP methods often fail to make decisions when performing weight analysis due to 
the non-satisfaction of consistency of the judgment matrix, which leads to difficulties in the actual 
evaluation process. In this paper, the authors adopt the IAHP method to solve the above problem 
and use the scalar construction method to directly construct the judgment matrix that satisfies the 
consistency, which greatly improves the evaluation efficiency.

The consistency judgment matrix S=( )si j n n, ´  of the VPP end-to-end network suitability analysis 
satisfies the following conditions: 1) si j, > 0 ; 2) si i, = 1 ; 3) s si j j i, ,

=1 ; and 4) s s si j i k k j, , ,
= , where 

element si j,  reflects the importance of index i  versus index j . All indices are subjectively ranked 
according to the principle of non-decreasing importance, and this is used to determine the relative 
importance of the i -th index and the i +( )1 -th index. The elements of the consistency judgment 
matrix S  can be given according to the transferability of index importance by:
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Solution of Objective Weight
The objective weights of the indices not only consider the amount of the information it contains, but 
also fully take into account the comparison between different VPP end-to-end network solutions and 
the conflict between evaluation indices, thus making the weights more objective.

The network property matrix can be constructed as X = ( )
×

xi j n m,
 based on the performance of 

n  indices of VPP services under m  different communication schemes. At the same time, considering 
that the solution of objective weights needs indices data support, the indices in the text should be 
transformed into dimensionless data, and the indices data should be normalized to the range of [0,1] 
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in order to obtain the dimensionless network property matrix G = ( )
×

gi j n m,
, whose elemental 

expressions can be given by:
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where, for the cost-type index, a larger value indicates better performance; while for the benefit-
type index, a smaller value indicates better performance.

Finally, the amount of information yi  contained in each index is calculated based on the 
dimensionless network property matrix G , which is given by:
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The greater the amount of information yi  contained in the index, the greater the weight of the 
index. Therefore, the objective weight wi

obj  of the indicators is given by:
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Solution of Comprehensive Weight of the Indices

The subjective and objective weight vectors ωω sub  and ωω obj  are obtained from the IAHP and CRITIC 
methods, respectively. In order to make the comprehensive weights w j  as close as possible to w j

sub  
andw j

obj  without favoring any of them, the comprehensive weight of the index based on the principle 
of minimum information discrimination is given by:
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By solving the above problem, the authors can obtain the comprehensive weight of index as:
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In this case, the comprehensive weight vector of indices is ωω=[ , , ]w w w
1 2

, n .

TOPSIS-Based Suitability Analysis
After calculating the comprehensive weights of indices, the evaluation results obtained by direct linear 
solution ignore the functional relationship between the comprehensive index values and each index, 
which makes it difficult to ensure the accuracy and rationality of the evaluation results. Therefore, 
this paper adopts the improved TOPSIS method to evaluate each solution, which solves the solution 
ranking problem based on the relative approximation of each solution to the ideal solution.

The weighted adaptability analysis matrix H  is calculated based on the comprehensive weight 
ωω  of the index and the dimensionless network property matrix G as:

H Gi i i= ω ,  (9)

where H i  represents the row vector of matrix H .
Based on the weighted suitability analysis matrix H , the maximum value of each index is taken 

to form the positive ideal solution H + =[ , , , , ]h h hj n1
+ + +
  , and the minimum value of each index is 

taken to form the negative ideal solution H− − − −= [ , , , , ]h h hj n1
  .

The projection of each solution on the reference standard (i.e., the relative approximation) is 
used as the basis for judging the superiority of the solutions by taking the positive and negative ideal 
solutions as the reference standards, respectively. The relative approximation Cj  between each solution 
and the positive and negative ideal solutions are given by:
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The greater the relative approximation, the closer the solution is to the ideal solution, indicating 
that the solution is optimal.

Cost-Effectiveness Index
The cost-effectiveness index refers to the capability that under the guarantee of certain network 
communication performance, end-to-end VPP network resources are fully utilized and cost as well 
as loss are effectively controlled. It mainly includes network construction cost, network operation and 
maintenance cost, and service expansion cost. Considering the uncertainty of technical and economic 
variables, this paper carries out economic evaluation based on the full life cycle of the network to 
obtain sufficient decision information. Specifically, the service expansion cost refers not only to the 
terminal service expanding cost but also to the service expansion cost of all sides, including terminal, 
network management, and primary station.
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Scalability Index
The scalability index refers to the potential of whether the VPP end-to-end network can adapt to 
the development of future services according to current economic and environmental conditions as 
well as future uncertainties. In the maturity of communication technology applied in the VPP end-
to-end network lies an important emphasis on network scalability. On the other hand, the flexibility 
of networking and adaptability of service access also reflect the scalability of the VPP end-to-end 
network in terms of hardware and software. Technology maturity, adaptability to multi-service access, 
and networking flexibility are also important guidelines for future development and become three 
main segments of the scalability index. Moreover, the technology maturity spans the whole network, 
which includes the data acquisition, transmission, and processing technology on the sides of terminal 
controller, edge network management, and primary station.

In the proposed multidimensional hierarchical evaluation index system of the VPP end-to-end 
network, some indices (e.g., end-to-end delay, communication bandwidth, and packet loss rate) can 
be obtained by laboratory simulation. For the indices that are difficult to acquire by simulation, this 
paper constructs an evaluation system to obtain corresponding data by expert evaluation.

CASE STUDy

Based on the proposed method, the subjective weights of each index are solved by constructing the 
consistency judgment matrix according to the scalar construction method. Then the objective weights 
of the indices are calculated by the CRITIC method, and the comprehensive weights are obtained 
by the principle of minimum information fusion. Finally, on the basis of the weighted adaptability 
analysis matrix, the comprehensive evaluation value of the scheme is solved by the improved TOPSIS 
method. The following six schemes are considered in this paper.

1.  Scheme 1: HPLC is used for local communication, and 5G is used for remote communication.
2.  Scheme 2: HPLC is used for local communication, and a private power fiber optic network is 

used for remote communication.
3.  Scheme 3: HPLC + micropower wireless/WiFi are used for local communication, and 5G is used 

for remote communication.
4.  Scheme 4: HPLC + micropower wireless are used for local communication, and xPON is used 

for remote communication.
5.  Scheme 5: Micro power wireless is used for the local communication mode, and xPON is used 

for remote communication.
6.  Scheme 6: Micro power wireless is used for local communication, and 5G is used for remote 

communication.

The authors constructed a VPP end-to-end simulation platform to simulate the six schemes 
mentioned above. Based on the simulation results, real-time, reliability, and security metrics for 
each scheme were obtained. Simultaneously, the authors invited relevant experts to evaluate the 
cost-effectiveness and scalability of each proposed scheme.

Taking peak shaving, frequency regulation, and normal demand response services as examples, 
according to Equations (1) through (8), their real-time evaluation index weights are presented in 
Table 2. Among them, objective metrics such as end-to-end delay, delay jitter, and packet loss rate 
are obtained based on the VPP end-to-end simulation platform. Problem: 1-6: Taking Scenario 1 
as an example, the VPP end-to-end simulation platform is built based on the INET component in 
OMNET++ (Inzillo et al., 2019), and the end-to-end delay of device accessing to the VPP master 
station is measured. Figure 3 shows the end-to-end delay composition of device accessing to the VPP 
master station obtained based on the built VPP end-to-end simulation platform. The terminal data 
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is accessed by the VPP master station through the device, VPP IOT aggregation control gateway, 
operator router, and power transmission network channel formed by the power company router and 
security access zone. The end-to-end communication delay is 150~350ms. Among them, the local 
communication delay is 60~80ms, the operator 5G network slice delay is 13~19ms, and the power 
transmission network channel transmission delay is 10~14ms.

The performances of the six end-to-end communication schemes are scored in terms of real-time 
indices and reliability indices, as shown in Table 3. The performance analysis and applicable services 
of the end-to-end networking schemes are shown in Table 4.

Based on the index scores and weights, the results of the suitability analysis of the three 
services of peak shaving, frequency regulation, and normal demand response with various VPP 

Table 2. VPP End-to-End Network Evaluation Indicator Weight

Services First-Level Index Weight Second-Level Index Weight

Peak regulation Real-time index 0.327 End-to-end delay 0.204

End-to-end jitter 0.131

Communication bandwidth 0.109

Transmission distance 0.145

Transmission rate 0.156

End-to-end throughput 0.255

Frequency regulation Real-time index 0.278 End-to-end delay 0.195

End-to-end jitter 0.143

Communication bandwidth 0.136

Transmission distance 0.155

Transmission rate 0.154

End-to-end throughput 0.217

Normal demand response Real-time index 0.272 End-to-end delay 0.171

End-to-end jitter 0.104

Communication bandwidth 0.187

Transmission distance 0.124

Transmission rate 0.128

End-to-end throughput 0.286

Figure 3. The End-to-End Delay Composition of the Device Accessing to the VPP Control Platform
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end-to-end networking schemes are shown in Table 5. According to the results in the table, 
frequency regulation, peak shaving, and normal demand response services have the strongest 
adaptability with Scheme 2, Scheme 4, and Scheme 3, respectively, which is consistent with the 
results analyzed in Table 4.

Finally, the method proposed in this paper is compared with the existing methods mentioned 
in the introduction, such as the hierarchical analysis, fuzzy hierarchical analysis, and Latin 
hypercube sampling method, and the results of the comprehensive adaptability analysis by 
many experts are used as the benchmark; the specific comparison results are shown in Table 6. 
It can be seen that the proposed method can realize the high accuracy rate adaptability analysis 
of three types of services, namely, frequency regulation, peak shaving, and normal demand 
response services, and can provide guidance for the end-to-end network construction of VPP 
with differentiated multi-service.

CoNCLUSIoN

In this paper, the authors proposed a VPP architecture of the aggregation regulation communication 
network based on the design requirements of the end-to-end network for differentiated multi-service 
bearing in VPP. The differentiated time-sensitive and bandwidth granularity requirements of 
peak regulation, frequency regulation, and demand response were analyzed. Moreover, the multi-
dimensional hierarchical VPP end-to-end network evaluation index system was constructed, and the 
VPP end-to-end network evaluation method based on the requirements of multi-service differentiated 
time sensitivity and granularity was proposed. In the case study, peak regulation, frequency regulation, 
and demand response were selected to stand for the time-sensitive small-granularity, time-insensitive 
small-granularity, and time-insensitive large-granularity services. And the simulation results indicate 
that the proposed method achieves high accuracy in adaptability analysis for three types of services: 
frequency regulation, peak shaving, and normal demand response services, with accuracies of 95.4%, 
96.2%, and 95.8%, respectively. Besides, the adaptability of various VPP end-to-end networking 
schemes has been given; this plays a certain guiding role in establishing a unified standard VPP 
end-to-end networking scheme.

Table 3. End-to-End Communication Scheme Score

First-Level 
Index Weight

Second-Level Index 
Weight

Scheme 1 Scheme 2 Scheme 3 Scheme 4 Scheme 5 Scheme 6

Real-time 
index

End-to-end delay 91.500 93.600 95.580 88.640 83.500 90.350

End-to-end jitter 73.500 89.350 75.100 82.750 85.600 79.680

Communication 
bandwidth

91.100 92.650 93.500 83.850 80.750 90.950

Transmission distance 87.450 87.550 89.610 90.900 89.550 85.960

Transmission rate 91.950 83.450 92.360 86.150 80.960 89.880

End-to-end throughput 88.860 82.550 89.120 85.100 81.500 86.450

Reliability 
index

Packet loss rate 83.070 88.907 91.991 90.173 88.432 86.878

Electromagnetic 
compatibility

84.090 88.908 85.573 89.651 90.982 87.127

Network failure rate 86.901 82.373 89.093 84.884 85.251 87.045

Failure time 89.021 85.034 91.756 87.492 83.867 88.085

Fault repair time 87.683 83.174 91.231 84.531 86.731 89.423
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Table 4. Applicability Analysis of End-to-End Networking Scheme

Scheme Performance Analysis Application Scenario

HPLC+5G Advantages: Support large bandwidth, low delay and wide connection, 
strong anti-interference capability, good communication performance. 
Disadvantages: High cost, the security of 5G hard slice bearing 
regulatory services security needs to be verified.

1) The load and energy 
equipment send the 
collected data to the 
terminal equipment; 
2) Data transmission 
from centralized 
control device to 
VPP master station 
dispatching cloud

HPLC+Power 
optical fiber private 
network

Advantages: High bandwidth support, low delay, strong anti-
interference ability, wide coverage (more than 20km), mature 
technology, high security, and reliability. 
Disadvantages: High ratio of master to slave nodes in the current power 
grid leads to low transmission rate.

HPLC+Micropower 
wireless/WiFi+5G

Advantages: Moderate coverage, bandwidth, time delay, and reliability 
meet most local communication service scenarios. Disadvantages: 
Use shared common wireless frequency band, and security and anti-
interference capability need to be improved.

1) The terminal device 
will collect data; 
2) The load and energy 
equipment send the 
collected data to the 
centralized control 
equipment; 
3) The centralized 
control device sends 
the control instruction 
to the terminal device; 
4) Centralized control 
device to VPP master 
station dispatching 
cloud

HPLC+Micropower 
wireless+xPON

Advantages: Independent and controllable technology, no intellectual 
property risk, strong anti-interference ability, mature technology, high 
security, and reliability. 
Disadvantages: High security and reliability. 
Disadvantages: High ratio of master to slave nodes in the current power 
grid leads to low transmission rate and high one-time investment cost.

Micropower 
wireless+xPON

Advantages: Moderate coverage, low transmission delay, mature 
technology. 
Disadvantages: Limited bandwidth and transmission distance, high one-
time investment cost.

Micropower 
wireless+5G

Advantages: Support large bandwidth, low delay, and wide connection 
and has relatively low cost without grid operation and maintenance. 
Disadvantages: High cost and the security of 5G hard slice bearing 
regulatory services needs to be verified.

Table 5. Adaptability Analysis Results

Services Adaptability Score Results of 
Adaptation 
AnalysisScheme 1 Scheme 2 Scheme 3 Scheme 4 Scheme 5 Scheme 6

Frequency regulation 85.040 89.500 80.100 83.250 68.500 86.350 Scheme 2

Peak regulation 77.156 73.943 81.660 89.198 86.253 83.426 Scheme 4

Normal demand response 80.650 90.130 93.120 75.560 91.050 88.500 Scheme 3

Table 6. Comparison of the Accuracy of Adaptability Analysis of Different Methods

Services Different Methods

Proposed 
Method

Analytic Hierarchy 
Process

Fuzzy Analytic 
Hierarchy Process

Latin Hypercube 
Sampling Method

Frequency regulation 95.4% 83.4% 86.8% 83.2%

Peak regulation 96.2% 85.2% 84.4% 82.8%

Normal demand response 95.8% 84.0% 86.2% 85.6%



International Journal of Mobile Computing and Multimedia Communications
Volume 15 • Issue 1

14

ACKNowLEDGMENT

This research was supported by the Science and Technology Project of the China National Key R&D 
Program under grant number 2021YFB2401200.

CoMPETING INTERESTS

The authors of this publication declare there are no competing interests.

FUNDING STATEMENT

This research was supported by the Science and Technology Project of the China National Key R&D 
Program [grant number 2021YFB2401200].



International Journal of Mobile Computing and Multimedia Communications
Volume 15 • Issue 1

15

REFERENCES

Bao, Y. (2021). Selection strategy of virtual power plant members considering power grid security and economics 
of virtual power plant. 2021 IEEE 5th Conference on Energy Internet and Energy System Integration (EI2), 
1314-1319.

Bernardon, D. P., Sperandio, M., Garcia, V. J., Canha, L. N., Abaide, A. R., & Daza, E. F. B. (2011). AHP 
decision-making algorithm to allocate remotely controlled switches in distribution networks. IEEE Transactions 
on Power Delivery, 26(3), 1884–1892. doi:10.1109/TPWRD.2011.2119498

Bian, X., Yang, S., & Huang, L. (2020). Research on scheduling flexibility of power system with virtual power 
Plant Connected to distribution network. Electrical Measurement & Instrumentation, 57(3), 66–71.

Chen, J., Liu, M., & Milano, F. (2021). Aggregated model of virtual power plants for transient frequency and voltage 
stability analysis. IEEE Transactions on Power Systems, 36(5), 4366–4375. doi:10.1109/TPWRS.2021.3063280

Dehghanian, P., Fotuhi, F. M., & Bagheri, S. S. (2012). Critical component identification in reliability centered 
asset management of power distribution systems via fuzzy AHP. IEEE Systems Journal, 6(4), 593–602. 
doi:10.1109/JSYST.2011.2177134

Ge, Z., & Liu, Y. (2019). Analytic hierarchy process based fuzzy decision fusion system for model prioritization 
and process monitoring application. IEEE Transactions on Industrial Informatics, 15(1), 357–365. doi:10.1109/
TII.2018.2836153

Gu, B., Chen, Y., Liao, H., Zhou, Z., & Zhang, D. (2018). A distributed and context-aware task assignment 
mechanism for collaborative mobile edge computing. Sensors (Basel), 18(8), 2423–2429. doi:10.3390/s18082423 
PMID:30046025

Hao, M. (2019). An initiative service method based on fuzzy analytical hierarchy process and context intention 
inference for drinking service robot. IEEE Transactions on Cognitive and Developmental Systems, 11(2), 221–233. 
doi:10.1109/TCDS.2018.2874309

Inzillo, V., Rango, F. D., & Quintana, A. A. (2019). Packet error rate and channel performance evaluation in 
5G wireless networks with massive MIMO module extending Omnet++. 2019 16th IEEE Annual Consumer 
Communications & Networking Conference (CCNC), 1-6.

Jara, N., Vallejos, R., & Rubino, G. (2017). Blocking evaluation and wavelength dimensioning of dynamic 
WDM networks without wavelength conversion. Journal of Optical Communications and Networking, 9(8), 
625–634. doi:10.1364/JOCN.9.000625

Jiang, C., Wang, S., & Wang, B. (2016). Probabilistic reliability assessment of power systems with wind power 
based on Latin Hypercube sampling. Transactions of China Electrotechnical Society, 31(10), 193–206.

Liao, H., Jia, Z., Wang, R., Zhou, Z., Wang, F., Han, D., Xu, G., Wang, Z., & Qin, Y. (2022). Adaptive 
learning-based delay-sensitive and secure edge-end collaboration for multi-mode low-carbon power IoT. China 
Communications, 19(7), 324–336. doi:10.23919/JCC.2022.07.024

Liao, H., Zhou, Z., Liu, N., Zhang, Y., Xu, G., Wang, Z., & Mumtaz, S. (2023). Cloud-edge-device collaborative 
reliable and communication-efficient digital twin for low-carbon electrical equipment management. IEEE 
Transactions on Industrial Informatics, 19(2), 1715–1724. doi:10.1109/TII.2022.3194840

Liu, D., Fan, Q., & You, H. (2020). Research status and prospect of virtual power plant under ubiquitous power 
Internet of Things. Advanced Engineering Sciences, 52(4), 3–12.

Liu, Z., Wu, B., Dai, J., & Lin, H. (2020). Distributed communication-aware motion planning for networked 
mobile robots under formal specifications. IEEE Transactions on Control of Network Systems, 7(4), 1801–1811. 
doi:10.1109/TCNS.2020.3000742

Pan, H., Liang, Z., & Xue, Q. (2018). Energy storage technology and its role in virtual power plant. Shandong 
Electric Power Technology, 45(7), 55–61.

Taghavi, R., Samet, H., Seifi, A. R., & Ali, Z. M. (2022). Stochastic optimal power flow in hybrid power system 
using reduced-discrete point estimation method and Latin hypercube sampling. Canadian Journal of Electrical 
and Computer Engineering, 45(1), 63–67. doi:10.1109/ICJECE.2021.3123091

http://dx.doi.org/10.1109/TPWRD.2011.2119498
http://dx.doi.org/10.1109/TPWRS.2021.3063280
http://dx.doi.org/10.1109/JSYST.2011.2177134
http://dx.doi.org/10.1109/TII.2018.2836153
http://dx.doi.org/10.1109/TII.2018.2836153
http://dx.doi.org/10.3390/s18082423
http://www.ncbi.nlm.nih.gov/pubmed/30046025
http://dx.doi.org/10.1109/TCDS.2018.2874309
http://dx.doi.org/10.1364/JOCN.9.000625
http://dx.doi.org/10.23919/JCC.2022.07.024
http://dx.doi.org/10.1109/TII.2022.3194840
http://dx.doi.org/10.1109/TCNS.2020.3000742
http://dx.doi.org/10.1109/ICJECE.2021.3123091


International Journal of Mobile Computing and Multimedia Communications
Volume 15 • Issue 1

16

Urgun, D., Singh, C., & Vittal, V. (2020). Importance sampling using multilabel radial basis classification 
for composite power system reliability evaluation. IEEE Systems Journal, 14(2), 2791–2800. doi:10.1109/
JSYST.2019.2944131

Wang, S., Ge, L., Cai, S., & Wu, L. (2018). Hybrid interval AHP-entropy method for electricity user evaluation 
in smart electricity utilization. Journal of Modern Power Systems and Clean Energy, 6(4), 701–711. doi:10.1007/
s40565-017-0355-3

Wang, S., & Wu, W. (2021). Aggregate flexibility of virtual power plants with temporal coupling constraints. 
IEEE Transactions on Smart Grid, 12(6), 5043–5051. doi:10.1109/TSG.2021.3106646

Wang, T., Ma, Q., & Liu, X. (2018). Construction of network security evaluation index system of power 
communication system based on fuzzy hierarchy analysis. Scientific and Technological Innovation, (13), 30–31.

Xiu, X., Tang, W., & Li, J. (2018). Comprehensive evaluation technology of energy storage configuration based 
on analytic hierarchy process. Dianli Xitong Zidonghua, 42(11), 72–78.

Yang, J., Hou, J., & Liu, Y. (2021). Review of distributed cooperative control method and its application in 
power system. Transactions of China Electrotechnical Society, 36(19), 4035–4049.

Yong, P., Zhang, N., Li, Y., Hou, Q., Liu, Y., Ci, S., & Kang, C. (2022). Analytical adequacy evaluation for 
power consumers with UPS in distribution networks. IEEE Transactions on Smart Grid, 13(6), 4424–4435. 
doi:10.1109/TSG.2022.3176292

Zhang, S., Wang, T., & Gu, X. (2016). Comprehensive evaluation of power grid operation state based on 
intuitionistic fuzzy analytic hierarchy process. Dianli Xitong Zidonghua, 40(4), 41–49.

Zhang, Y. (2021). Operation characteristics of virtual power plant and function design of operation management 
platform under emerging power system. 2021 International Conference on Power System Technology 
(POWERCON), 194-196. doi:10.1109/POWERCON53785.2021.9697609

Zhou, Z., Liao, H., Gu, B., Mumtaz, S., & Rodriguez, J. (2019). Resource sharing and task offloading in IoT fog 
computing: A contract-learning approach. IEEE Transactions on Emerging Topics in Computational Intelligence, 
4(3), 227–240. doi:10.1109/TETCI.2019.2902869

Zhu, Y., Ren, W., Yu, W., & Wen, G. (2019). Distributed resource allocation over directed graphs via continuous-
time algorithms. IEEE Transactions on Systems, Man, and Cybernetics. Systems, 51(2), 1097–1106. doi:10.1109/
TSMC.2019.2894862

http://dx.doi.org/10.1109/JSYST.2019.2944131
http://dx.doi.org/10.1109/JSYST.2019.2944131
http://dx.doi.org/10.1007/s40565-017-0355-3
http://dx.doi.org/10.1007/s40565-017-0355-3
http://dx.doi.org/10.1109/TSG.2021.3106646
http://dx.doi.org/10.1109/TSG.2022.3176292
http://dx.doi.org/10.1109/POWERCON53785.2021.9697609
http://dx.doi.org/10.1109/TETCI.2019.2902869
http://dx.doi.org/10.1109/TSMC.2019.2894862
http://dx.doi.org/10.1109/TSMC.2019.2894862

