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ABSTRACT

This paper presents a comprehensive survey of security needs, applications, and current challenges
and threats for 6G wireless communication networks. 6G technology has brought much attention to
business entities and academia recently. The development of a relevant 6G wireless technology to meet
the security issues and technical challenges of 5G networks as well as major system upgrades over
previous wireless technologies are discussed. The importance of the comparative study is estimated
for security issues and communication of devices like wireless devices and focuses on creative
innovations that would offer the progression changes required for empowering 6G. First, the authors
present the evolution and security threats landscape of wireless communication networks. Then they
explore the potential applications of 6G networking technologies. Finally, this paper concludes with
a detailed discussion of security issues, research challenges, and possible solutions in 6G that enable
critical technologies.

KEYWORDS

5G, 6G, Artificial Intelligence, Blockchain, Massive Connectivity, Security Issues

DOI: 10.4018/IJBDCN.339889 *Corresponding Author

This article published as an Open Access article distributed under the terms of the Creative Commons Attribution License
(http://creativecommons.org/licenses/by/4.0/) which permits unrestricted use, distribution, and production in any medium,
provided the author of the original work and original publication source are properly credited.


https://orcid.org/0000-0002-0744-0784
https://orcid.org/0000-0002-3198-7974
https://orcid.org/0000-0001-5120-2911
https://orcid.org/0000-0003-2916-719X
https://orcid.org/0000-0001-8078-8499
https://orcid.org/0000-0002-0770-2238

International Journal of Business Data Communications and Networking
Volume 19 - Issue 1

INTRODUCTION

The fifth-generation networks (5G) are under construction commercially soon launched in
most countries worldwide. It is predicted that 4G may arrive at the bottleneck before 2020, and
5G might be 2030. However, the upcoming wireless network system is being evolved based
on recent advances in wireless and networking systems such as software-defined networking
and virtualization in 5G and Artificial Intelligence (AI), Internet of Thing (IoT), Internet of
Everything (IoE) and Virtual Reality need high reliability, low latency and ultra-high-speed for
the uploading and downloading in 6G(Ahmad & Afzal, 2020)(Almrezeq et al., 2022). 5G has
higher bit rates with more than 10 gigabits per second than previous technologies, more capacity,
and low latency. This is a strong point for the one thousand million attached devices regarding
the Internet of Things. Moreover, there are exceptional services available in the age of 5G like
blockchain-based facilities, Unmanned Aerial Vehicle (UAV), data networking, fog computing,
vehicle—to—vehicle communication, smart grid and smart parking etc. The up-gradation work of
5G networks has been finished and is now ready for deployment worldwide with its full features
for commercialization.

The significant drawbacks of 5G wireless communication are less able to deliver a fully cybernetic
and expert system that provides all kinds of service with an altogether fascinating experience (Nawaz
et al., 2019). Even though the 5G mobile technology will be started coming week with new facilities
over the established systems, but cannot resist completing the needs of the next-generation system after
ten years (Md. Alimul Haque, Anil Kumar Sinha, 2017). The 5G technology will provide significant
advancement and give high quality of service (QoS) compared to previous technologies (Shafi et
al., 2017). However, the rapid development of automatic and data-centric systems can transcend
5G wireless communication’s properties. Some technologies, like the virtual reality (VR) system,
needed to go beyond 5G (B5G) because it requires a minimum rate of 10 Gbps data rate (Mumtaz et
al., 2017). So, in 2030 5G has no scope to sustain itself in the technology sector due to limitations.
Drawbacks and limitations of 5G and the emerging revolutionary technologies drive the development
of next-generation called 6G networks (Zong et al., 2019).

To overcome constraints of 5G, the transition from radio to sub terahertz (sub-THz) and
optical spectra supporting explosive 6G applications with new features that are attractive(Whig
et al., 2022). The significant attributes of 6G will be the convergence of all the prior attributes,
such as excellent connectivity and reliability, low power intake, network densification and higher
throughput using security. Even the 6G wireless network would likewise continue the rate of these
past generations, which contained services, which included new services with new technologies.
Sensible wearables devices, Artificial Intelligence, autonomous automobiles, computing reality
devices, enhancements, sensor and 3D mapping (Elsayed & Erol-Kantarci, 2019) will undoubtedly
be popular and new services in 6G. Managing a huge volume of data and fast connectivity of each
device would be the primary and vital challenges in 6G wireless networks. Even though the 5G
arrange time has not yet wholly shown up, the obstacles of 5G innovation mean we should start
researching the 6G network now.

Be that as it may, what is a 6G network? Also, by what method will it be different from 5G
systems? Up until now, the 6G network has no standard capacities or particulars, just numerous
prospects. A few expert users fight that 6G systems should be something other than a quicker form
of a 5G technology; actually, the advancement in 5G connectivity in different ways. For instance,
inclusion will not be constrained to the bottom level, like the 5G system. Instead, it would have
complete undersea surface region inclusion.

Furthermore, the Six Generation system should have a lot of higher Artificial Intelligence
(AI) capacity. In perspective on numerous specialists, the 6G network ought to be a “simulated
intelligence-enabled” organize, which means Al is the two its driver and most conspicuous
element(M. A. Haque et al., 2023). It uses Al in technologies as the 5G network would. Therefore,
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the 6G network will firmly integrate the capacity to operate Al instruments and systems. Besides,
as issues on the security and protection of systems have become progressively significant as of late,
the hazard should be a necessary part of the design (T. Zhu et al., 2020). Therefore, we imagine
the effect of 6G networking technology in different fields in this article focuses on the security
issue and their potential solutions.

The primary purpose of this paper is to provide expert opinion on innovative future research
that will have the potential to transform the 6G communication network. The rest of this paper
is classified as follows. Section 2 deals with a detailed survey on the literature review. In section
3, the aim of the study and significant contribution by the authors is presented. The research
methodology for writing this paper is discussed in section 4. Section 5 elaborates the technological
evolution and security landscape from first-generation (1G) to sixth-generation (6G) networks.
In section 6, several driving applications of 6G Wireless Communications are described along
with key communication technologies of the 6G and security issues of 6G enable technologies. In
section 7, open challenges and guidelines about 6G technologies are discussed. Section 8 focuses
on future research direction in the field of wireless communication. Last but not least, a summary
of the paper is concluded in section 9.

LITERATURE REVIEW

6G is expected to be rapidly developed in the future, and more in-depth studies are being conducted
for the same. This literature review summarises some studies on the 6G communication network.

Various surveys exist on 6G wireless communication networks(Nawaz et al., 2019). S. J. Nawaz
et al. studied Machine Learning (ML) and Quantum Machine Learning and suggested an aided
framework for Quantum Computing for the 6G network. (Giordani et al., 2019) M. Giordani et al.
try to estimate 6G requirements. (Saad et al., 2019) W. Saad et al . discussed the primary drivers of
6G applications and proposed a set of standard classes to meet the requirement for 6G performance.
(Tariq et al., 2019) F. Tariq et al. present an extended vision of 5G for required changes in 6G.
(Li et al., 2019) B. Li et al. are conducting a detailed survey on 5G / BSG UAV communications.
(Letaief et al., 2019) K. B. Letaief et discussed Al-based 6G network architecture approaches.
(Stoica & de Abreu, 2019) R.-A. Stoica et al. discussed the Al revolution for 6G networks. (Lovén
et al., 2019) L. Loven et al. concerned the potential AI Edge in 6G wireless communication
prospects. (Clazzer et al., 2019) F. Clazzer et al. provided random access for IoT applications in
6G.(Mahmood et al., 2019) N. H. Mahmood et al. discussed various machine communication in
6G and presented appropriate efficiency metrics and technologies. (J. Zhao, 2019) J. Zhao has
presented intelligent reflecting surfaces for 6G networks. (Salehi & Hossain, 2019) M. Salehi et
al. analyzed the number of intrusion tools for UAV networks. (Basar et al., 2019) E. Basar et al.
presented the theoretical efficiency limitations of the reconfigurable artificial surface-assisted 6G
network system. (Xia & Jornet, 2019) Q. Xia et al. proposed a communication networks protocol,
especially for the THz band. (Al-Eryani & Hossain, 2019) Y. Al-Eryani et al. proposed delta-
Multiple orthogonal access for excellent 6G communication. (Ankarali et al., 2017) Z. E. Ankarali
et al. proposed Z. E. Ankarali et al. proposed a system for design techniques, developing flexible
waveform and numerology. (X. Huang et al., 2019) X. Huang et al. discussed terrestrial network
capacity and reviewed backbone links supporting the family of wireless networks. (P. Yang et al.,
2019) P. Yang et al. discussed the potential and latest research techniques for 6G.(Rappaport et al.,
2019) T. S. Rappaport et al. presented technological issues and problems for wireless and sensor
applications beyond 100 GHz. (Katz et al., 2019).

In 2019 M.Katz et al. showed a detailed chart of technical issues related to B5G. (Elliott
et al., 2019) D. Elliott et al. discussed the advantages of a 6G enabled data centre in assuring
flexibility and adaptability. (M. Wang et al., 2020) In 2019 M.Katz et al. presented a detailed chart
of technical issues related to BS G. M. wang et al discussed the latest security challenges related
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to a 6G communications in 2020. (Viswanathan & Mogensen, 2020b) Harish Viswanathan et al.
addressed significant technology changes likely to characterize 6 G (spectrum access approaches
and new spectrum bands; incorporation of localization and sensing technologies into device
design, fulfilling extreme latency or consistency performance requirements; latest network design
concepts including subnetworks and advanced security policies). (S. Zhang et al., 2020) S. Zhang
et al. demonstrated 6G’s promise of connecting everything from the point of view of non-technical
consumers in a very well-organized way at 1000 times lower price. (Alsharif, Kelechi, Albreem,
et al., 2020) Alsharif et al. provided a series of trade-offs, with the main obstacles and future 6G
networks connectivity approaches. (Nayak & Patgiri, 2020) Sabuzima Nayak et al. discussed all
potential applications and identified the potential of the 6G system in a variety of areas, such as
city transportation. (Y. Zhao, Zhao, et al., 2020) Zhao has discussed the promising technologies
that enable the paradigm shift in the 6G wireless networks such as Al, active/passive intelligent
surfaces, terahertz communications, and visible light communications in detail and presented other
promising technologies in short.

Table 1 outlines available research activity assessing advancements in many 6G sectors. This
demonstrates that the existing studies have only explored a few specific topics, but no article has
explored the entire evolution of 6G yet(Lu & Zheng, 2020)(Saad et al., 2019)(Letaief et al., 2019)
(Giordani et al., 2020)(Zhou et al., 2020)(Khan et al., 2020)(M. Z. Chowdhury, M. Shahjalal, S.
Ahmed, 2019)(T. Huang et al., 2019)(Dogra et al., 2020)(Dogra et al., 2020)(Zong et al., 2019)
(Akyildiz et al., 2020)(S. Chen et al., 2020). As a result, this survey paper provides a comprehensive
overview of 6G advancements, concentrating on a variety of topics such as applications, requirements,
innovative solutions, effective approaches, observations, important points, and future problems and
driving trends and vision(Viswanathan & Mogensen, 2020b)(P. Yang et al., 2019)(Z. Zhang et al.,
2019)(Viswanathan & Mogensen, 2020a)(Tariq et al., 2020)(Y. Zhao, Zhai, et al., 2020)(De Lima
et al., 2021)(Mucchi et al., 2020).

AIM OF THE STUDY AND CONTRIBUTIONS

This paper will provide readers and researchers with a detailed idea and general understanding of
6G security issues.
The contributions of our paper are listed below:

1. We discuss the existing surveys for 6G networks that deal with communications, applications,
standardization and security issues.

2. Identify and present the security issues in the 6G promising vital technologies.

3. The challenges and future research direction of the 6G network are finally summarized.

RESEARCH METHODOLOGY

The comparative study’s methodology is based on a scientific analysis of existing literature survey on
security issues and and challenges of 6G enabling technologies and applications. We have selected
empirical review methodology to obtain the most relevant standards on the practical implication
of security in the 6G technologies instead of acquiring knowledge from theories and credence.
The fundamental goal of this imperial study is to analyse 6G technologies and recognize the most
frequently encountered security issues. To achieve the objective of this study, the paper on 6G enable
technologies security issues related to components and its application technology from 2014 to 2021
were reviewed. Furthermore, keywords of “Security issues in 6G enable technologies” were searched
in the electronic databases in the Nature Electronics, Nature Photonics, Scopus and IEEE Explore
search engines. Based on the comparative study, we find that some key applications of 6G will play



Table 1. 6G Survey

Ref.

41

38

42

43

39

44

45
28
46
47

33
49

50

40
51

My Paper

6G Driving Trends

M

Applications

M

M

M

M

s g
2 g
IS =

)
I
5 E
g o
= =
L M
L M
M M
M L
M L
M M
M H
L L
L M
H L
L M
H M
L H
M L
M L
M M
M M
M M
L H
H H

H High

International Journal of Business Data Communications and Networking

Enabling Technologies

m T oM omm®:H =N T omom

=

Ongoing activities
Research Direction

= #F =
= == &

~ = & F&EE
F & F Fi=E= &

Medium

Volume 19 « Issue 1

Remarks

Developments, core technologies, scenarios and challenges
of 6G.

6G taxonomy, key enabling technologies, use cases,
emerging technologies, research challenges, and future
directions.

6G vision, network architecture, emerging technologics,
applications, communication requirements and possible
technologies.

6G vision, drivers, applications, technological trends, service
5, performance requirements, enabling technologies
and research directions.

Wireless evolution towards green 6G. 6Garchitectural
changes, pervasive Al enhanced network protocol stack and
potential technologies.

5GNR. next-generation wireless communication architecture
for 5G/6G networks, technologics and applications of 6G
networks, ongoing projects on 6G.

6Garchitecture, Al technologies, Al Applications and
hardware-aware communication.

class

Different 6G use cases and enabling technologies.

6G applications, enablers, Al and technologies.

Drivers, 6G requirements, systemarchitecture and
technologies.

6G use cases, communication technologies, and future
rescarch directions.

6G vision, requirements, technologies and challenges.

6G technologies and challenges.

6G vision, use cases, requirements, Al and technologies.
6G use cases, requirements, KPIs, design, key technologies
and solutions.

6G vision, use cases, challenges and technologies

6G communication technologies, security and privacy, Al
and applications

6G vision, features, applications, requirements, enabling
technologies and envisaged issues. 6G communication
technologies, security and privacy, Al, and applications.
Technologies, opportunities, challenges and application in
6G convergent communication, sensing and localization.
A detailed survey of 6Gdriving trend, applications,
requirements, vision, technical challkenges, security issues
and future reserach direction.

L Low

a vital role in the new digital world, such as smart healthcare and medical system, smart grid, fog

computing, biometric and smart banking, smart home etc.

EVOLUTION AND SECURITY THREATS LANDSCAPE

OF WIRELESS COMMUNICATION NETWORKS

This section provides the basic idea about the evolution of mobile networks with security and threats,
as shown in Figure 1. The mobile networks have evolved through four generations and are just at
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the corner of experiencing the latest 5G networks, and researchers show the vision of fabulous 6G.
However, the st technology was introduced in the preliminary 1980s with a data rate of 2. 4kbps
without security because initial telecommunication was not encrypted. Due to this entire network
and users’ vulnerability, unwanted eavesdropping is easily possible by a third party (Santhi et al.,
2003)(A. Haque et al., 2014). In addition, the first-generation system has significant security issues
like cloning and illegal access.

In Finland, the 2G mobile networks were launched in 1991, using the GSM standard. Ultimately,
the chats might be encrypted, enhancing security and opening up dozens of new modern communication
choices for many businesses. However, conversations were transmitted with significantly improved
clarity, minimising static and other ambient disturbances. It’s important to mention that 2G represented
more than just a step forward in telecommunications. It laid the groundwork for the next century of
human contact. Customers may now receive and send text, images, and audio/video files by pressing
buttons on their cellphones in addition to phoning. Such digital exchanges looked to provide an
infinite number of possibilities. 2G transmission rates were initially limited to 9.6 Kbps. 64Kbps
is now an actuality by the end of the 2G period. EDGE technologies allowed for download speeds
of up to 1Mbps. Even if the speed were lesser in comparison to what we have now, 2G transformed
telecommunication services in the 1990s (T. Halonen, J. Romero, and J. Melero, 2003)(Brookson,
1994). Notwithstanding, despite the extraordinary improvements in security and privacy over 1G,
2G still experiences numerous shortcomings. One significant security issue is that authentication
is a single direction; the system verifies the user, yet the user cannot authenticate, creating security
gaps(Cattaneo et al., 2013).

3G was launched in late 2000 with a high-speed data transmission rate of up to 2Mbps and
high-speed mobile access to services based on Internet Protocol (IP). However, 3G networks are
extra highly-priced than 1G and 2G because it includes Wideband Code Division Multiple Access
(WCDMA), Universal Mobile Telecommunications System (UMTS) and CDMA 2000 technologies
(T. Halonen, J. Romero, and J. Melero, 2003). 3G presents the power of excessive-pace offerings like
on-call for video, peer to peer file sharing and composite Web services and offers better coverage
with improved performance for less cost (Andrews et al., 2007). 3G security is much better than 2G
due to two—way Authentication. 3G provides a complete security system to protect users and wireless
transmitted signals. However, some threats are still associated with the IP traffic and encryption keys
in 3G networks, such as unauthorized access to data, threats to integrity, Denial of Service (DOS),
unauthorized access to services (Chuah, 2010).

4G is generally called the successor of the 3G and 2G standards. It provides Multimedia Messaging
Service (MMS), DVB, video chat, mobile and High-definition television content with the data rate
of up to 1 Gbit/s on the downloading and up to 500 Mbit/s on the uploading. 4G networks have
more security threats than past networks due to unsecured wireless architecture and defects in key
management protocols. The 4G networks are unsecured against Denial of Service (DoS) attacks and
data integrity attacks (Seddigh et al., 2010).

5G is relied upon to give new an incentive as an essential innovation supporting future industry
and society, along with Al and IoT, just as further upgrading its technical features such as high speed,
rapid, high limit, low idleness, and enormous availability. However, due to the new architecture,
technologies, and broadcast nature of 5G wireless systems, it is possible but difficult to provide security
features such as authentication, integrity and confidentiality and bring newly vulnerable to security
and privacy protection (Huawei Technologies Co., 2015). In addition, the media access control layer
(MAC) and Physical layer are top security issues in 5G networks (Vij & Jain, 2016). Due to these
security issues, various attacks are very common in 5G networks such as DoS and DDoS, MITM,
eavesdropping and traffic analysis, jamming.
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Figure 1. A detailed comparison of 6G with the previous wireless mobile networks and security landscape
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6G VISION, DRIVING APPLICATIONS AND KEY TECHNOLOGIES

Driving Applications of 6G Wireless Communication Network
Multi-sensory Extended Reality (XR) Applications

XR will introduce several apps for deadly 6G on virtual reality, mixed reality and augmented reality
spectrum. The resulting 5G network is quickly becoming a whole interactive XR environment
delivering all sensory feedback owing to its failure to provide extreme, minimal delays for high data rate
Multi-sensory applications. Impressive experience with XR applications requires a basic architecture
not just for the technologies specifications but also perception demands that they integrate cognition
of human senses and Physiology. Minimum and maximum perceptual parameters and limitations
for design should be considered (compute and scan, etc.). Implementing VR/AR via cloud networks
makes it much more compact and easy to reach. The profound experience with VR/AR would be
enhanced in the 6G network(Gui et al., 2020) as shown in Figure 2.

Wireless Brain-Computer Interactions (BCl)

Generally, BCI applications have been limited to healthcare scenarios that can control people
using brain implants or prostheses adjacent to computing devices. However, the recent arrival of
brain-computer wireless interfaces and implants will transform this area and bring new usage to
possible cases involving 6G access. These possibilities vary from film enabling brain-controlled
feedback to a multi-brain-controlled video (Zioga et al., 2018). BCI creates a connection between
the brain and a machine. The computer placed on the inside of the body (like the sensory cortex)
or the outside (like the artificial limb) of the signal processing, retrieval of features, transmission
of features and feedback is various processes involved for wireless BCI. Now BCI applications
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are used as auxiliary equipment to control disabled people. Chen et al. (X. Chen et al., 2015)

Proposed a new concept of speeding up spelling through brain signals in wireless BCI. With the
6G network launch, the wireless BCI was predicted to see further applications. While similar to

XR applications, wireless BCI requires fast speed, ultra-low latency and reliability. In addition,

BCI wireless is typically more sensitive than XR to sensory perceptions and the need to promise

‘quality-of-physical-experience.’

Figure 2. Classification of 6G wireless communications
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Blockchain and Distributed Ledger Technologies (DLT)

In 2017 and 2018, hundreds of companies, including world-famous companies and leaders in their
countries or regions in different sectors, have joined major blockchain and DLT respective initiatives.
DLT ranged encoded, and a dispensed database serves as a ledger wherein information of the
transaction is stored. At the core, DLT is an innovative approach to the database with the data model
in which cryptography is used in each update transaction and verification to be possible in specific
blockchain the entire network, depending on the purpose and stakeholders (Smart Networks in the
Context of NGI, 2020).

Connected Robotics and Autonomous Systems (CRAS)

CRAS is the most comprehensive and autonomous driving application of the 6G network. Recently,
researchers have been investigating automated 6G wireless vehicle technology, which has dramatically
changed our daily lifestyle, i.e. drone — delivery UAV system. Unmanned aircraft is the most popular
UAV system. Nowadays, this system is used in various fields such as s such as monitoring, aerial
imaging, emergency relief and drone training, leisure, law, food distribution, safety, education,
research, agriculture defence, commerce, science, agriculture. UAV also facilitates aerial and high-
speed communications while the network base station (BS) is down. Autonomous networks will have
a multi-dimensional network. This device would insert intelligence around the system and logical Al
into the networking system (T. Huang et al., 2019). Like introducing automated cars, drone delivery
services, autonomous drone swarms and autonomous robots, CRAS is an essential factor behind 6G
networks.

To summarise, 6G networks must have increased network capabilities above 5G technology to
implement new applications. Table 2 shows several 6G requirements of the application.

Essential Communication Technologies of 6G

6G technologies can transform the nature of our experience of culture, environment, community and
industry. 6G connectivity is more about the sixth sense of communication. Here we discuss some

Table 2. Requirement in 6G applications
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emerging technologies that could significantly allow 6G in the next ten years or more. They plan to
be more innovative than pragmatic. There is a possibility that any of the proposals to be addressed in
this segment will not be entirely available in the 6G process but may emerge as a 6G improvement.

Internet of Everything (IoE)

If 6G is operational, it would be the era of immense help in formulating practicable determinations
dependent on data, such as raising the alarm clock. It must use the cache service, cognition, compute,
and control of digital cognition information. These determinations produce the combined and improved
mMTC and eMBB, the requirement to connect employees, actuators and the sensors in these machines.
IIoT uses the central support of even low latency to ensure seamless convergence between them 6G
communication follows 6Cs, specifically, capture, convey, data speeds and devices to encourage touch
adventures combined and improved mMTC and URLLC. Tremendous capacity apparatus to restrain
the actions taken by the devices (M. A. Haque et al., 2021)(Alimul Haque M., Haque S., Rahman M.,
Kumar K., 2022). Data 2.0 also requires a supercomputer to process and interpret data efficiently.
Computed data are sent to smart IoE out of 6G is ability.

Artificial Intelligence

Along with Al and Deep Neural Networks (DNN5s), machine learning (ML) explores technologies
that compel new fields of quest opportunities, such as 6G communications and IoTs. 6G empowered
with Al is predicted to widen attributes such as self-configuration, circumstance consciousness, an
opportunistic set-up, and aggregation (Albreem et al., 2020). The possibility of wireless communication
and the most intelligent radio connectivity can be perceived through Al-empowered 6G with the
support of ML algorithms. Also, building the foundations of the component for wireless technologies
is due by way of reconfigurable and innovative materials (Renzo et al., 2019); nevertheless, they
indeed have been called the Multiple Input and Multiple Output (MIMO) 2.0 and researched in detail
from (Nadeem et al., 2019a; Nadeem et al., 2019b). Descriptions of all ML Device-to-Device (D2D)
Technologies Communicating, significant MIMP device architecture and optimization have been
provided (Alsharif, Kelechi, Yahya, et al., 2020; Fang et al., 2019).

Figure 3. 6G-enabled key technologies
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Furthermore, Han et al. (2017) presented a brand new network structure for analysing the
information associated with big data, and also optimizations can be facilitated by investigation in
the physical layer. Basar (2020) indicated an indicator modulation that may help boost 6G system
efficiency’s incorporation. Significantly, ML techniques and higher intelligence might increase
overall effectiveness, but that may also improve the architecture and functionality of all 6G wireless
systems. The Benefits of works in communicating solutions along with wireless are comprehensive
from the following three categories:

Operational Intelligence (Ol)

This technology allocates resources efficiently to reach proper network operations rather than involving
procedures, allowing the use of multi-objective optimizations that can operate in the extraordinarily
nuanced and competitive nature of 6G due to its complexity, scalability and scale. Optimization
techniques that quantify multiple objectives that are implanting operation are complicated NP
difficulties and, therefore, difficult to quantify (Shi et al., 2015). Now, advances in Al engineering and
ML methods, for example, profound psychologist instruction (DRL), can assist your decision-maker
and optimize their conclusions with the remarks generated by a loop. Such learning algorithms can
be used by helping optimise resource allocation (Mao et al., 2018). Lately, Luong et al. (2019) dealt
with device storage, unloading, and adaptive modulation problems.

Environmental Intelligence (El)

Distributed and ubiquitous knowledge will become a possibility of technology, such as wireless
networking conditions, through the advancement of radio technologies and spaces (Alsharif, Kelechi,
Yahya, et al., 2020). Intelligence-based systems may hit a wide variety of deployment settings,
including data centres, IoT hardware such as bridges, aerial vehicles and auto-robots (Yaqoob
et al., 2020), although growing, self-organizing and self-curing possesses the durability of D2D
communication for a 6G network utilizing structures. In (Alsharif, Kelechi, Yahya, et al., 2020), a
number of the advancements described demand ways to sense your air tide transformations utilizing
intelligent reconfigurable surfaces. These advancements place the base for gear that’s useable for
EI To get DNNss, the extracted attributes are handed in to the cloud or edge apparatus; however, it
is an ambitious task because of this communication and computation capacities and heterogeneity
of those apparatus.

Service Intelligence (Sl)

Communication technologies, including e-health tracking (indoor and outdoor), multiple devices
direction, knowledge discovery, and security, will be the key benefit systems for 6 G intelligence
implementations in a human-centric network (Javaid et al., 2018; Dang et al., 2019). ST helps expand
this sort of human-centric software and an intelligent Method to improve user gratification position
precision, particularly for in-door events (Belmonte-Hernandez et al., 2019). Likewise, information and
the IoT set working with infrastructure may aid from personalizing (N. Zhu et al., 2015). The progress
in SI could be accomplished throughout the systems that were centre beneath (Kishk et al., 2019).

Blockchain

Blockchains are unchangeable decentralized database solutions and are implemented in a centralized
manner, i.e. (with no central repository) and usually without the fundamental authority. We enable
a group of users to document transactions inside a ledger of that field such that no activity may be
transformed. (Yaga et al., 2018). Block-chain will soon likely be a powerful technology to handle
massive data in future communication systems. Blockchains are only one kind of ledger technology.
In 2020 Dang et al. (Dang et al. 2020) detect that Decentralization depending on blockchain
technology, can simplify Network direction and boost network operation. A ledger that is dispersed
is distributed throughout computing devices or nodes. Just about every node retains and reproduces
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precisely the identical replica of the ledger. The peer-to-peer network is used for managing the
blockchain. It may exist without no handled a host along with a centralized authority. The data on
a blockchain is ordered in cubes and is accumulated. The cubes are fastened with cryptography
and are all associated with one another. The blockchain technologies may have traceability of data
centres, such as interoperability across apparatus interactions of IoT techniques and reliability to
its connectivity of 6G communicating methods.

Quantum Communicating

Quantum communicating is just another communicating technology using application capacity in 6G
networks. Indeed, one of its advantages is that this will boost data transfer efficiency and reliability.
However, if an adverse event checks or reproduces any such thing from quantum communicating,
the quantum state will be affected. It is perhaps not feasible for your receiver to be more oblivious
of this hindrance (Z. Zhang et al., 2019). In principle, quantum communicating can offer absolute
stability, and, as with all the breakthroughs, it needs to be acceptable for sharing. It provides new
options and elevates communications that communications methods cannot attain (Gyongyosi et al.,
2018). Thus, building the temptations of this technique might be appropriately used in advanced
networking. Combining reinforcement learning with unsupervised learning makes it possible to
utilize the system autonomously.

Terahertz Technology (THz)

Terahertz is the extraordinary possibility of higher frequencies connectivity, enabling data rates
from the 100 Gbps sequence, in line with all the most vital 6G requirements. On the other side,
the issues that hindered the use of Terahertz connections in business processes are so much-
reaching decrease in transmission, molecular absorption and higher penetration, and antenna
and radiofrequency (RF) circuitry technological challenges. Additional frequency bands may
not maximize terahertz communicating functionality badly influenced by molecular absorption
[86]. When limited to situations, it empowers new forms of too small-scale digital packaging
solutions to your antenna and RF circuitry. An innovative way to build the terahertz frequency
will be detected from Chevalier et al. (Chevalier et al., 2019). They create a streamlined device
that may utilize the nitrous oxide or laughing gas to generate a Terahertz laser frequency
trained over an extensive range at room temperature. Technology improvements in terahertz
transceivers, such as electronics-based apparatus and photonics-based devices, conquer the
terahertz gap and empower some possible utilize instances in 6G (Sarieddeen et al., 2020;
Y. Yang et al., 2020). This discovery will give an unprecedented terabyte—per—second speed
(10 to 100 times faster than 5G) to the next generation ‘6G’ in future. The critical potential
application for THz technology will cover IoT devices, long-range communication, Wi-Fi,
Computing chips and data centre.

Visible Light Communication (VLC)

Visual Light Communicating (VLC) is regarded as just one of all possible methods from the 6G. It is
a kind of wireless communication for short-range, and it works by using data-modulated transmitters
and photo-detectors (PDs) as recipients. VLC techniques apply observable gentle for communicating,
which inhabit the range of 380 nm to 750 nm, comparable to a frequency range of 430 THz into
790 THz. The data rate of VLC is predicted to reach Tbps in the short-range environment in the
entire year of 2027 (Strinati et al., 2019). The bandwidth issue in RF communicating is resolved
because of the vast bandwidth access that is on account from VLC. Signals are just received by
even the VLC receiver it has, and if they reside in an identical room, the transmitter will be unable
to get the signals. So it conserves as a source of light that might be used both for communicating
and lighting. Since of-its attributes of stations, higher bandwidth and shallow power consumption,
VLC is among those candidates; uses of VLC comprise vehicle to vehicle communication, robots

12



International Journal of Business Data Communications and Networking
Volume 19 - Issue 1

submerged communicating and information in hospitals. Chen et al. (C. Chen et al., 2018) invented
a VLC technology called Li-Fi that might potentially support many connected users using services.
There are also of all VLC technology. For instance, the use situations for all-natural lighting can
impact; VLC should be inside transmissions.

Molecular Communication

Molecular communication is an Observed phenomenon among households organizations. Nanoscale
and microscale systems are becoming feasible due to nanotechnology, bioengineering and artificial
intelligence over the last decade. The molecular communicating technology can be just actually a
6G communications technology. It continues to be in its first phases plus a procedure. Biochemical
signals can easily transmit information with the help of this molecular technology. Nakano et al. (Suda
& Nakano, 2018) offered a portable molecular communicating procedure that helps the sender, both
the recipient and the nodes, convey whenever they have been still moving.

3.1. Security Issues in 6G Enable Technologies

In the previous section, some key technologies have been discussed, which prove helpful in critical
areas of the 6G network. High speed, low latency and secure transmitting are 6G main features. As
stated in the previous section, most developments come at the expense of security issues. However,
in Table 3, security issues about 6G technologies are presented.

Artificial Intelligence (Al)

6G is expected to act like an Al —a connectivity device that allows the machine to self-compute, self-
indulge, and even self-decide. 6G will research spectral accessibility. 6G will depend on accountability
to attract the computation to give future generation providers. In different ways, Al is often helpful,
such as Large Data Processing, decentralized Al, resource management, and network optimisation
techniques. Al technologies have some security issues. Loven et al.(Lovén et al., 2019) has presented
that Al could boost edge protection by monitoring mechanisms and fine-grained controls. Dang et
al. (Dang et al., 2020) proposed that AI might help identify network irregularities and include early
warning mechanisms to improve the security of 6G networks. Sattiraju et al. (Sattiraju et al., 2019)
presented an unmonitored learning approach that is helpful in the authorization process to increase
the protection of the physical layer. Hong et al. (Hong et al., 2019) proposed a deep learning antenna
architecture that could be applied to secure data in the physical layer communication. Nawaz et al.
(Nawaz et al., 2019) discussed the ML and quantum encryption methods to secure the integrity of
communication channels within 6G networks.

VLC

Low priced equipment, minimal disturbance, unlicensed bandwidth is the key advantage of VLC.
However, it can mostly use indoors because of its limitation, i.e. low coverage area, requiring
illumination source, and suffering from noise. Malicious behaviours and communication processes are
the main security issue in VLC. Ucar et al. (Ucar et al., 2016) suggested a SecVLC protocol utilized
within a car system to guard transmitting data. Moreover, Cho et al. (Cho et al., 2019) have discussed
the collaboration of eavesdropping that could reduce security in VLC technologies.

TeraHertz Technology (THz)

The transmission of THz plays a significant role in the uplink so that a line-of-sight link is not
needed. THz up - link alternative provides secure network connectivity for VLC networks. A
hybrid VLC / THz device is an efficient communications tool against ambient light that reduces
the ratio of the VLC.

THz also has some security issues, like other 6G technologies. These are different protection and
deceptive actions. Akyildiz et al. 2014 suggested electromagnetic THz frequency signature theories
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that can be efficiently used in physical layers for authenticating. Ma et al. (Ma et al., 2018) talk that
an eavesdropper can intercept an indication if it has transmitted by way of narrow beams. They do
but talk a solution.

Blockchain

With more than 50 billion UEs and IoT systems connecting to various capacities anywhere, 6G would
need a comprehensive strategy to secure mobile data with strict security requirements. Because
of the benefit of this ledger technology, blockchain technology is essential for authenticating and
procuring foreseeable future communication systems. BlockChain security issues are associated
with accessibility, authentication, and communications procedures. Kiyomoto et al. (Kiyomoto et al.,
2018) address a modern computational framework for cell device authorization based on blockchain
technologies. Kotobi et al. (Kotobi & Bilen, 2018) also proposed an approach to collaborating with
the blockchain to enhance the security of media connectivity networks to achieve accessibility to
this licensed network and include cognitive broadcasting. Ferraro et al. (Ferraro et al., 2018) point
out that the hash capacity needed to verify transactions on a blockchain-based network may have a
negative effect on reliability. Ling et al. (Le et al., 2019) present a blockchain radio-access architecture
that could protect and efficiently manage access permissions and authentication for less trustworthy
networked devices.

Quantum Communication

Quantum communicating is just an exciting tool that’s very likely to bring towards just two fundamental
standards of 6G, specifically exceptionally high data speed and security (Hosseinidehaj & Malaney,
2017). The security features of quantum without any repainting entanglement that cannot be cloned
or obtained help it be a technological innovation for both 6G and outside approaches. Nawaz et al.
(Nawaz et al., 2019) have proposed quantum technologies, which are used to protect fundamental
security by using quantum key distribution models. Hu et al. (Hu et al., 2016) conjecture that numerous
diverse manners of quantum encryption and other processes could be asked to ensure fully protected
quantum communications.

loE

The Internet of Everything (IoE) encircles information, people, the Internet of Things (IoT),
and processes. IoE assembles around IoT’s concept focused on linking network devices
equipped through the internet with technical sensors. The sensors can discover and respond
to changes within their environment, including light, temperature, sound, vibration etc. As
the first security area, user authentication has been implemented to block unauthorized entry;
it is also the primary line of protection. Cyber security incidents have been associated with
IoE in industries and sectors, such as atomic facilities, metal electricity grids, mills, drinking
water supplies, hospitals, etc.

Additionally, it is anticipated that the amount of damage will rise by 32%, or 17.7 trillion
bucks, by 2020. However, traditional user mechanics are ineffective at dealing with this new
circumstance. Therefore, Ding Wang et al. propose a simple short encryption scheme in line with
the sliding window method, enhancing work efficiency and reducing storage and computational
burden(Di. Wang et al., 2018).

Molecular Communication

Molecular communication security issues are associated with communication, authentication and
encryption. Farsad et al. (Farsad et al., 2016) discussed that a few experiments had suggested the
protection of molecular network communication because such a connection could be interrupted
by an adversary. Lu et al. (2015) proposed a coding scheme that would improve the security of the
transmitted data in 2015. Additionally, Loscri et al. (2014) implemented some critical directions
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for molecular communication, facilitating the development of new authentication mechanisms to
protect data security. So it is time to build some workable molecular communication methods for
6G network security.

OPEN CHALLENGES OF 6G

This section introduces a wide range of challenging issues and future directions for 6G network
security research. Comprehensive research attempts have been as discussed in the previous section;
however, issues and challenges continue being open at the time of writing. Table 4 presents some
novel challenges of 6G and their possible solutions.

Blockchain-Enabled Authentication and Security

With More than 50-billion IoT and UEs devices linked, 6G may require an approach to guarantee
cellular data volume across a collection of programs that obey strict security and privacy conditions.
Blockchain technical advancement will play a significant role in identifying and encrypting future
communication systems. Some enjoyable implementation instances would involve dispersed safety
direction for IoT in edge computing, content and NFV caches. Behnaam et al. in (B. Aazhang and
et al, 2019) described some perceptible challenges in 6G such as massive connectivity in future
systems, security requirements for potential cloud computation, higher data utilization for advanced
applications, device resource restrictions.

Network Security

Security and privacy are the main challenges in the 6G network. Because these technologies are
widely used not only for smartphones but also in the development of Artificial Intelligence wearable
devices, smart home, city, hospital and satellite technologies, security methods employed in 5G would
not be effective in 6G. Modern security techniques using advanced cryptographic technologies, such
as physical layer encryption techniques and an adaptive network security system, must be addressed
(Nayak & Patgiri, 2020) with low prices, lower complexity and excessive security.

TeraHertz Band

The THz band has fast data rates and high 6G frequencies, but this will become a significant
challenge due to losing a high path. If data travel for long-distance communication, the propagation
and atmospheric absorption losses are very high. It is a big challenge for future research and needs
to resolve as early as possible. The challenge from the 6G communicating process would be the THz
band. Ambient absorption and loss of transmission are very high in long-distance communication.
That really can be an essential issue that needs to be dealt with.

Moreover, new multipath channel models are required to resolve this problem (Akyildiz et al.,
2014). The modulation, along with also coding techniques, is not satisfactory for the THz band. Since
the expansive data transfer capacity, the multipath channel resolves the issue of frequency dispersion.
Present modulation and coding techniques are not successful in the THz band—the most significant
obstacle for researchers to introduce modern modulation and coding techniques. New transmitter
architecture should have high data transfer capacity, efficiency, and impact ability. Additionally,
high power and frequency are significant challenges for the researcher because they directly affect
the human body.

Autonomous Wireless Systems

Only the 6G system can have complete assistance for development approaches such as Autonomous
Vehicles, UAVs and Al-based Business 4.0. To build new technologies, people now want to own
systems devices, interoperable processes, for example, autonomous computer systems, the program
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Table 3. Security attacks and their impact on 6G key technologies and applications
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of approaches, ML, autonomous clouds, the convergence of many heterogeneous subsystems, and
heterogeneous wireless systems (Elliott et al., 2019). Thus, the system development gets challenging
as well as increasingly complex. By way of example, developing an entirely autonomous technique
because of the driverless motor automobile will likely soon be harder since 6G engineers need to
design fully automated self-driving motor automobiles that work better than human-controlled cars.

Despite the Significant Potential of 6G, Several Challenges
Must Be Addressed for Successful Adoption

Technological Limitations

Harnessing the Terahertz frequency band for communication in the context of 6G networks poses
significant technological hurdles. These challenges primarily stem from the characteristics of
the Terahertz spectrum, including high propagation loss, limited penetration capabilities, and
substantial molecular absorption. Propagation loss refers to the attenuation of electromagnetic
signals as they travel through a medium, and in the case of Terahertz frequencies, this loss is
particularly high due to factors such as atmospheric absorption and scattering. As a result,
transmitting signals over long distances becomes problematic, requiring innovative solutions to
mitigate signal degradation. Moreover, Terahertz waves exhibit poor penetration capabilities,
struggling to pass through obstacles such as walls, buildings, and even clothing. This limitation
restricts the range and reliability of Terahertz-based communication systems, necessitating
alternative strategies to ensure adequate coverage and connectivity. Addressing these technological
challenges requires interdisciplinary research efforts encompassing areas such as antenna design,
signal processing, materials science, and atmospheric physics. Innovative approaches, such as
advanced signal modulation techniques, adaptive beamforming, and atmospheric modeling, may
help overcome the limitations associated with Terahertz communication and pave the way for
its integration into future 6G networks.

Table 4. 6G Key Challenges and their possible Guidelines
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Energy Efficiency

As networks evolve to become more intricate and robust, the issue of energy consumption
emerges as a critical concern. The exponential growth in data rates is placing unprecedented
demands on network infrastructure, raising apprehensions about the sustainability of current
energy consumption levels.

Security and Privacy

As we advance towards the era of 6G, the network’s hyper-connectedness, coupled with the
incorporation of Al and other cutting-edge technologies, substantially expands the potential attack
vectors. Consequently, there arises a pressing need for the development of innovative security
measures and privacy-enhancing techniques to safeguard against emerging threats and vulnerabilities.
These measures must adapt to the evolving landscape of network architectures and communication
protocols to ensure robust protection against cyberattacks and preserve user privacy in an increasingly
interconnected digital ecosystem.

Regulatory and Standardization Issues

The anticipated arrival of 6G heralds a transformative era characterized by a plethora of
groundbreaking technologies, services, and applications. However, with these advancements come
inevitable regulatory and standardization challenges that demand prompt attention and resolution.
As 6G networks promise to revolutionize communication capabilities, regulatory frameworks
must evolve to ensure seamless integration and compliance with evolving technological standards.
Additionally, standardization efforts must keep pace with the rapid innovation in 6G technology
to facilitate interoperability, compatibility, and global adoption. Addressing these challenges
effectively is paramount to unlocking the full potential of 6G and realizing its benefits across
diverse industries and societal domains.

FUTURE RESEARCH DIRECTIONS
Adaptive MI-Enabled 6G

Adaptive machine learning-enabled 6G uses dataset at a centralized location and sends model
parameters to end devices that update global learning models using their local datasets avoiding
resource fairness challenges. Currently, two models are working in Adaptive ML. Federated
learning and Distributed learning models are used for the dataset at a centralized location. In
compression of Federated Learning, Distributed Machine Learning avoids resource fairness
challenges because of one time-sharing of learning model parameter between the central server
and end machine.

Scalable and Reliable Blockchain-Enabled 6G

Scalable and reliable blockchain-enabled 6G offers enhanced reliability and scalability while providing
trade-offs between fault tolerance, security, and latency. Low-Latency and Robust consensus algorithms
play a significant role in the blockchain enabling 6G systems to increase efficiency and scalability
while offering trade-offs between fault-tolerant, security, and latency.

6G Network-as-an-Intelligent-Service

Network Intelligentization will enable 6G systems for efficient network management like the cost-
efficient implementation of different networking functions on generic hardware using virtual machines.
Network slicing includes two primary SDN and NFV enablers. SDN provides the facility of effective
network management. Intelligentization would require 6G networks to be deployed to change the
various parameters efficiently while delivering enhanced Performances.
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Zero-Energy-Enabled 6G

A 6G wireless communication system must use renewable energy and radio-frequency-harvesting
energy for its operation. The zero-energy wireless technology must return the same volume of
electricity to the grid during excessive radiofrequency energy production to compensate for the
resources obtained from the grid.

As we look ahead to the coming decade, the evolution towards 5G beyond/6G networks
promises to deliver technologies and services that are exponentially faster than current offerings.
These advancements will have far-reaching implications across various sectors, including
end-users, communications, businesses, and governments. However, alongside the benefits of
increased speed and efficiency, there is a corresponding rise in the potential for cyber threats and
security vulnerabilities. The expanded attack surface posed by faster technologies poses significant
risks to societies, businesses, and other entities. Moreover, the conventional security measures
employed in 4/5G networks may prove insufficient to safeguard the increasingly complex and
dynamic landscape of 6G networks. Therefore, there is a pressing need to reimagine security
strategies to ensure the confidentiality, integrity, availability, and authenticity of future networks.
Additionally, privacy-by-design principles must be ingrained into the fabric of 6G networks to
address concerns surrounding data privacy, location privacy, identity privacy, and the privacy of
other metadata. In essence, researchers must embark on the development of innovative security
and privacy solutions tailored to the unique challenges of 6G networks. These solutions should
leverage emerging technologies such as quantum computing to enhance resilience against
sophisticated cyber threats. Furthermore, there is a need to strike a balance between affordability
and robust security, ensuring that these solutions are accessible while providing robust protection
against evolving threats.

CONCLUSION

The standardization of 5G wireless networking was completed successfully. The 5G technology
hopefully certainly has been widely available starting in 2020, and experts are focused on the
investigative process of 6G wireless communications to provide excellent 6G communication
services in 2030. The 6G system will bring network support to higher levels than the past generations.
This article analysed a thorough report on the security problems associated with 6G wireless
communication networks. First, we present the evolution and security threats landscape from 1G to
6G networks. Then we explored the potential applications of 6G networking technologies. Finally,
this paper concludes with a detailed discussion of security issues, research challenges, possible
solutions and future research direction in 6G that enable critical technologies. Finally, it outlines
the opportunities and directions to accomplish the target of 6G connectivity. We assume that this
review will encourage the researcher’s involvement in more study into the security concerns and
vulnerabilities of the 6G network.
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LIST OF ACRONYMS

Al - Artificial Intelligence

1G - 1 Generations

2G - 2 Generations

3G - 3 Generations

4G - 4 Generations

5G - 5 Generations

6G - 6 Generations

AR/VR - Augmented Reality/Virtual Reality

BCI - Brain-Computer Interactions

BS - Base Station

CDMA - Code Division Multiple Access

CRAS - Connected Robotics and Autonomous Systems
DLT - Distributed Ledger Technologies

DoS - Denial of Service

DRL - Deep Reinforcement Learning

DVB - Digital Video Broadcasting

EI - Environmental intelligence

GSM - Global System for Mobile Communications
IEEE - Institute of Electrical and Electronics Engineers
IoE - Internet of Everything

IoT - Internet of Things

IP - Internet Protocol

MAC - Medium Access Control

MIMO - Multiple Input and Multiple Output

MIMP - Mitigation Implementation and Monitoring Plan
MITM - Man in the Middle Attack

ML - Machine Learning

MMS - Multimedia Messaging Service

MMTC - Massive Machine-Type Communication
NFV - Network functions virtualization

NGTI - Next Generation Internet

NP - Nondeterministic Polynomial Time

OI - Operational intelligence

SDN - Software-Defined Networking

SI - Service intelligence

TDMA - Time-division multiple access

UAYV - Unmanned Aerial Vehicle

UMTS - Universal Mobile Telecommunications System
URLLC - Ultra-Reliable Low-Latency Communication
VLC - Visible Light Communication

VR - Virtual Reality

WCDMA - Wideband Code Division Multiple Access
XR - Extended Reality

20



International Journal of Business Data Communications and Networking
Volume 19 - Issue 1

REFERENCES

Aazhang, B. (2019). Key Drivers and Research Challenges for 6G Ubiquitous Wireless Intelligence. Academic
Press.

Ahmad, S., & Afzal, M. M. (2020). Development and effect of fog computing on the big data analysis for IoT
devices in 5G era. International Journal of Advanced Science and Technology, 29(4), 7033-7040.

Akyildiz, I. F., Jornet, J. M., & Han, C. (2014). Terahertz band: Next frontier for wireless communications.
Physical Communication, 12, 16-32. Advance online publication. doi:10.1016/j.phycom.2014.01.006

Akyildiz, I. F., Kak, A., & Nie, S. (2020). 6G and beyond: The future of wireless communications systems.
1EEFE Access : Practical Innovations, Open Solutions, 8, 133995-134030. doi:10.1109/ACCESS.2020.3010896

Al-Eryani, Y., & Hossain, E. (2019). The D-OMA Method for Massive Multiple Access in 6G: Performance,
Security, and Challenges. IEEE Vehicular Technology Magazine, 14(3), 92-99. Advance online publication.
doi:10.1109/MVT.2019.2919279

Albreem, M. A., Alsharif, M. H., & Kim, S. (2020). A low complexity near-optimal iterative linear detector for
massive MIMO in realistic radio channels of 5G communication systems. Entropy (Basel, Switzerland), 22(4),
388. Advance online publication. doi:10.3390/e22040388 PMID:33286162

Alimul Haque, M., Haque, S., Rahman, M., & Kumar, K., Z. S. (2022). Potential Applications of the Internet of
Things in Sustainable Rural Development in India. Proceedings of Third International Conference on Sustainable
Computing, 455-467. doi:10.1007/978-981-16-4538-9_45

Almrezeq, N., Haque, M. A., Haque, S., & El-Aziz, A. A. A. (2022). Device Access Control and Key Exchange
(DACK) Protocol for Internet of Things. International Journal of Cloud Applications and Computing, 12(1),
1-14. doi:10.4018/IJCAC.297103

Alsharif, M. H., Kelechi, A. H., Albreem, M. A., Chaudhry, S. A., Zia, M. S., & Kim, S. (2020). Sixth Generation
(6G) Wireless Networks: Vision, Research Activities, Challenges and Potential Solutions. Symmetry, 12(4), 676.
doi:10.3390/sym12040676

Alsharif, M. H., Kelechi, A. H., Yahya, K., & Chaudhry, S. A. (2020). Machine learning algorithms for smart
data analysis in internet of things environment: Taxonomies and research trends. Symmetry, 12(1), 88. Advance
online publication. doi:10.3390/sym12010088

Andrews, J., Ghosh, A., & Muhamed, R. (2007). Fundamentals of WiMAX. Business.

Ankarali, Z. E., Pekoz, B., & Arslan, H. (2017). Flexible Radio Access beyond 5G: A Future Projection on
Waveform, Numerology, and Frame Design Principles. IEEE. doi:10.1109/ACCESS.2017.2684783

Basar, E. (2020). Reconfigurable Intelligent Surface-Based Index Modulation: A New beyond MIMO Paradigm
for 6G. IEEE Transactions on Communications, 68(5), 3187-3196. Advance online publication. doi:10.1109/
TCOMM.2020.2971486

Basar, E., Di Renzo, M., De Rosny, J., Debbah, M., Alouini, M.-S., & Zhang, R. (2019). Wireless Communications
Through Reconfigurable Intelligent Surfaces. IEEE. doi:10.1109/ACCESS.2019.2935192

Belmonte-Hernandez, A., Hernandez-Pefaloza, G., Martin Gutiérrez, D., & Alvarez, F. (2019). SWiBluX:
Multi-Sensor Deep Learning Fingerprint for Precise Real-Time Indoor Tracking. IEEE Sensors Journal, 19(9),
3473-3486. Advance online publication. doi:10.1109/JSEN.2019.2892590

Brookson, C. (1994). GSM security: A description of the reasons for security and the techniques. IEE Colloquium
(Digest).

Chen, C., Bian, R., & Haas, H. (2018). Omnidirectional transmitter and receiver design for wireless infrared
uplink transmission in LiFi. 2018 IEEE International Conference on Communications Workshops, ICC Workshops
2018 - Proceedings. doi:10.1109/ICCW.2018.8403727

Chen, S., Liang, Y. C., Sun, S., Kang, S., Cheng, W., & Peng, M. (2020). Vision, Requirements, and Technology
Trend of 6G: How to Tackle the Challenges of System Coverage, Capacity, User Data-Rate and Movement Speed.
IEEE Wireless Communications, 27(2), 218-228. Advance online publication. doi:10.1109/MWC.001.1900333

21


http://dx.doi.org/10.1016/j.phycom.2014.01.006
http://dx.doi.org/10.1109/ACCESS.2020.3010896
http://dx.doi.org/10.1109/MVT.2019.2919279
http://dx.doi.org/10.3390/e22040388
http://www.ncbi.nlm.nih.gov/pubmed/33286162
http://dx.doi.org/10.1007/978-981-16-4538-9_45
http://dx.doi.org/10.4018/IJCAC.297103
http://dx.doi.org/10.3390/sym12040676
http://dx.doi.org/10.3390/sym12010088
http://dx.doi.org/10.1109/ACCESS.2017.2684783
http://dx.doi.org/10.1109/TCOMM.2020.2971486
http://dx.doi.org/10.1109/TCOMM.2020.2971486
http://dx.doi.org/10.1109/ACCESS.2019.2935192
http://dx.doi.org/10.1109/JSEN.2019.2892590
http://dx.doi.org/10.1109/ICCW.2018.8403727
http://dx.doi.org/10.1109/MWC.001.1900333

International Journal of Business Data Communications and Networking
Volume 19 - Issue 1

Chen, X., Wang, Y., Nakanishi, M., Gao, X., Jung, T. P., & Gao, S. (2015). High-speed spelling with a noninvasive
brain-computer interface. Proceedings of the National Academy of Sciences of the United States of America.
doi:10.1073/pnas.1508080112

Chevalier, P., Amirzhan, A., Wang, F., Piccardo, M., Johnson, S. G., Capasso, F., & Everitt, H. O. (2019). Widely
tunable compact terahertz gas lasers. Science, 366(6467), 856-860. Advance online publication. doi:10.1126/
science.aay8683 PMID:31727831

Cho, S., Chen, G., & Coon, J. P. (2019). Enhancement of Physical Layer Security with Simultaneous Beamforming
and Jamming for Visible Light Communication Systems. IEEE Transactions on Information Forensics and
Security, 14(10), 2633-2648. Advance online publication. doi:10.1109/TIFS.2019.2904440

Chuah, M. C. (2010). Universal mobile telecommunications system (umts) quality of service (qos) supporting
variable qos negotiation. US Patent.

Dang, S., Amin, O., Shihada, B., & Alouini, M. S. (2020). What should 6G be? Nature Electronics, 3(1), 20-29.
Advance online publication. doi:10.1038/s41928-019-0355-6

De Lima, C., Belot, D., Berkvens, R., Bourdoux, A., Dardari, D., Guillaud, M., Isomursu, M., Lohan, E.-S.,
Miao, Y., Barreto, A. N., Aziz, M. R. K., Saloranta, J., Sanguanpuak, T., Sarieddeen, H., Seco-Granados, G.,
Suutala, J., Svensson, T., Valkama, M., Van Liempd, B., & Wymeersch, H. (2021). Convergent communication,
sensing and localization in 6G systems: An overview of technologies, opportunities and challenges. IEEE Access
: Practical Innovations, Open Solutions, 9, 26902-26925. doi:10.1109/ACCESS.2021.3053486

Di Renzo, M., Debbah, M., Phan-Huy, D. T., Zappone, A., Alouini, M. S., Yuen, C., Sciancalepore, V.,
Alexandropoulos, G. C., Hoydis, J., Gacanin, H., de Rosny, J., Bounceur, A., Lerosey, G., & Fink, M. (2019).
Smart radio environments empowered by reconfigurable Al meta-surfaces: an idea whose time has come. Eurasip
Journal on Wireless Communications and Networking. doi:10.1186/s13638-019-1438-9

Dogra, A., Jha, R. K., & Jain, S. (2020). A survey on beyond 5G network with the advent of 6G: Architecture
and emerging technologies. IEEE Access : Practical Innovations, Open Solutions, 9, 67512—-67547. doi:10.1109/
ACCESS.2020.3031234

Elliott, D., Keen, W., & Miao, L. (2019). Recent advances in connected and automated vehicles. Journal of
Traffic and Transportation Engineering. doi:10.1016/j.jtte.2018.09.005

Elsayed, M., & Erol-Kantarci, M. (2019). Al-Enabled Future Wireless Networks: Challenges, Opportunities,
and Open Issues. IEEE Vehicular Technology Magazine, 14(3), 70-77. Advance online publication. doi:10.1109/
MVT.2019.2919236

Fang, H., Wang, X., & Tomasin, S. (2019). Machine learning for intelligent authentication in 5G and beyond
wireless networks. IEEE Wireless Communications, 26(5), 55-61. Advance online publication. doi:10.1109/
MWC.001.1900054

Farsad, N., Yilmaz, H. B., Eckford, A., Chae, C. B., & Guo, W. (2016). A comprehensive survey of recent
advancements in molecular communication. IEEE Communications Surveys and Tutorials. doi:10.1109/
COMST.2016.2527741

Ferraro, P., King, C., & Shorten, R. (2018). Distributed ledger technology for smart cities, the sharing economy,
and social compliance. IEEE. doi:10.1109/ACCESS.2018.2876766

Giordani, M., Polese, M., Mezzavilla, M., Rangan, S., & Zorzi, M. (2020). Toward 6G Networks: Use Cases
and Technologies. IEEE Communications Magazine, 58(3), 55-61. Advance online publication. doi:10.1109/
MCOM.001.1900411

Gui, G., Liu, M., Tang, F., Kato, N., & Adachi, F. (2020). 6G: Opening New Horizons for Integration of Comfort,
Security and Intelligence. IEEE Wireless Communications, 27(5), 126-132. Advance online publication.
doi:10.1109/MWC.001.1900516

Gyongyosi, L., Imre, S., & Nguyen, H. V. (2018). A Survey on Quantum Channel Capacities. IEEE
Communications Surveys and Tutorials. doi:10.1109/COMST.2017.2786748

Halonen, T., Romero, J., & Melero, J. E. (2003). GSM, GPRS and EDGE Performance: Evolution Towards 3G/
UMTS. Wiley.

22


http://dx.doi.org/10.1073/pnas.1508080112
http://dx.doi.org/10.1126/science.aay8683
http://dx.doi.org/10.1126/science.aay8683
http://www.ncbi.nlm.nih.gov/pubmed/31727831
http://dx.doi.org/10.1109/TIFS.2019.2904440
http://dx.doi.org/10.1038/s41928-019-0355-6
http://dx.doi.org/10.1109/ACCESS.2021.3053486
http://dx.doi.org/10.1186/s13638-019-1438-9
http://dx.doi.org/10.1109/ACCESS.2020.3031234
http://dx.doi.org/10.1109/ACCESS.2020.3031234
http://dx.doi.org/10.1016/j.jtte.2018.09.005
http://dx.doi.org/10.1109/MVT.2019.2919236
http://dx.doi.org/10.1109/MVT.2019.2919236
http://dx.doi.org/10.1109/MWC.001.1900054
http://dx.doi.org/10.1109/MWC.001.1900054
http://dx.doi.org/10.1109/COMST.2016.2527741
http://dx.doi.org/10.1109/COMST.2016.2527741
http://dx.doi.org/10.1109/ACCESS.2018.2876766
http://dx.doi.org/10.1109/MCOM.001.1900411
http://dx.doi.org/10.1109/MCOM.001.1900411
http://dx.doi.org/10.1109/MWC.001.1900516
http://dx.doi.org/10.1109/COMST.2017.2786748

International Journal of Business Data Communications and Networking
Volume 19 - Issue 1

Han, S., Chih-Lin, I, Li, G., Wang, S., & Sun, Q. (2017). Big Data Enabled Mobile Network Design for 5G
and beyond. I[EEE Communications Magazine, 55(9), 150-157. Advance online publication. doi:10.1109/
MCOM.2017.1600911

Haque, A., Sinha, A. K., Singh, K. M., & Sing, N. K. (2014). Security Issues of Wireless Communication
Networks. IJECCE, 5(5), 1191-1196.

Haque, M. A., Ahmad, S., Sonal, D., Abdeljaber, H. A. M., Mishra, B. K., Eljialy, A. E. M., Alanazi, S., &
Nazeer, J. (2023). Achieving Organizational Effectiveness through Machine Learning Based Approaches for
Malware Analysis and Detection. Data and Metadata, 2, 139. doi:10.56294/dm2023139

Haque, M. A., Sonal, D., Haque, S., Kumar, K., & Rahman, M. (2021). The Role of Internet of Things (IoT) to
Fight against Covid-19. Proceedings of the International Conference on Data Science, Machine Learning and
Artificial Intelligence, 140-146. doi:10.1145/3484824.3484900

Hong, T., Liu, C., & Kadoch, M. (2019). Machine Learning Based Antenna Design for Physical Layer Security in
Ambient Backscatter Communications. Wireless Communications and Mobile Computing, 2019, 1-10. Advance
online publication. doi:10.1155/2019/4870656

Hosseinidehaj, N., & Malaney, R. (2017). Quantum Entanglement Distribution Innext-Generation Wireless
Communication Systems. IEEE Vehicular Technology Conference. doi:10.1109/VTCSpring.2017.8108494

Hu,J. Y, Yu, B, Jing, M. Y., Xiao, L. T., Jia, S. T., Qin, G. Q., & Long, G. L. (2016). Experimental quantum
secure direct communication with single photons. Light, Science & Applications, 5(9), e16144. Advance online
publication. doi:10.1038/1sa.2016.144 PMID:30167186

Huang, T., Yang, W., Wu,J., Ma, J., Zhang, X., & Zhang, D. (2019). A Survey on Green 6G Network: Architecture
and Technologies. IEEE. doi:10.1109/ACCESS.2019.2957648

Huang, X., Zhang, J. A., Liu, R. P., Guo, Y. J., & Hanzo, L. (2019). Airplane-Aided Integrated Networking for
6G Wireless: Will It Work? IEEE Vehicular Technology Magazine, 14(3), 84-91. Advance online publication.
doi:10.1109/MVT.2019.2921244

Huawei Technologies Co. (2015). 5G Security: Forward Thinking. Huawei White Paper.

Javaid, N., Sher, A., Nasir, H., & Guizani, N. (2018). Intelligence in IoT-Based 5G Networks: Opportunities and
Challenges. I[EEE Communications Magazine, 56(10), 94—100. doi:10.1109/MCOM.2018.1800036

Katz, M., Matinmikko-Blue, M., & Latva-Aho, M. (2019). 6Genesis Flagship Program: Building the Bridges
Towards 6G-Enabled Wireless Smart Society and Ecosystem. Proceedings - 2018 10th IEEE Latin-American
Conference on Communications, LATINCOM 2018. doi:10.1109/LATINCOM.2018.8613209

Khan, L. U., Yaqoob, L., Imran, M., Han, Z., & Hong, C. S. (2020). 6G wireless systems: A vision, architectural
elements, and future directions. IEEE Access : Practical Innovations, Open Solutions, 8, 147029-147044.
doi:10.1109/ACCESS.2020.3015289

Kiyomoto, S., Basu, A., Rahman, M. S., & Ruj, S. (2018). On blockchain-based authorization architecture
for beyond-5G mobile services. 2017 12th International Conference for Internet Technology and Secured
Transactions, ICITST 2017. doi:10.23919/ICITST.2017.8356363

Kotobi, K., & Bilen, S. G. (2018). Secure Blockchains for Dynamic Spectrum Access: A Decentralized Database
in Moving Cognitive Radio Networks Enhances Security and User Access. IEEE Vehicular Technology Magazine,
13(1), 32-39. Advance online publication. doi:10.1109/MVT.2017.2740458

Le, Y., Ling, X., Wang, J., & Ding, Z. (2019). Prototype Design and Test of Blockchain Radio Access Network.
2019 IEEE International Conference on Communications Workshops (ICC Workshops), 1-6. doi:10.1109/
ICCW.2019.8757042

Li, B., Fei, Z., & Zhang, Y. (2019). UAV communications for 5G and beyond: Recent advances and future trends.
IEEE Internet of Things Journal, 6(2), 2241-2263. Advance online publication. doi:10.1109/JI0T.2018.2887086

Loscri, V., Marchal, C., Mitton, N., Fortino, G., & Vasilakos, A. V. (2014). Security and privacy in molecular
communication and networking: Opportunities and challenges. IEEE Transactions on Nanobioscience, 13(3),
198-207. Advance online publication. doi:10.1109/TNB.2014.2349111 PMID:25148668

23


http://dx.doi.org/10.1109/MCOM.2017.1600911
http://dx.doi.org/10.1109/MCOM.2017.1600911
http://dx.doi.org/10.56294/dm2023139
http://dx.doi.org/10.1145/3484824.3484900
http://dx.doi.org/10.1155/2019/4870656
http://dx.doi.org/10.1109/VTCSpring.2017.8108494
http://dx.doi.org/10.1038/lsa.2016.144
http://www.ncbi.nlm.nih.gov/pubmed/30167186
http://dx.doi.org/10.1109/ACCESS.2019.2957648
http://dx.doi.org/10.1109/MVT.2019.2921244
http://dx.doi.org/10.1109/MCOM.2018.1800036
http://dx.doi.org/10.1109/LATINCOM.2018.8613209
http://dx.doi.org/10.1109/ACCESS.2020.3015289
http://dx.doi.org/10.23919/ICITST.2017.8356363
http://dx.doi.org/10.1109/MVT.2017.2740458
http://dx.doi.org/10.1109/ICCW.2019.8757042
http://dx.doi.org/10.1109/ICCW.2019.8757042
http://dx.doi.org/10.1109/JIOT.2018.2887086
http://dx.doi.org/10.1109/TNB.2014.2349111
http://www.ncbi.nlm.nih.gov/pubmed/25148668

International Journal of Business Data Communications and Networking
Volume 19 - Issue 1

Lovén, L., Leppinen, T., Peltonen, E., Partala, J., Harjula, E., Porambage, P., Ylianttila, M., & Riekki, J. (2019).
EdgeAl: A vision for distributed, edge-native artificial intelligence in future 6G networks. The 1st 6G Wireless
Summit.

Lu, Y., Higgins, M. D., & Leeson, M. S. (2015). Comparison of Channel Coding Schemes for Molecular
Communications Systems. I[EEE Transactions on Communications, 63(11), 3991-4001. Advance online
publication. doi:10.1109/TCOMM.2015.2480752

Lu, Y., & Zheng, X. (2020). 6G: A survey on technologies, scenarios, challenges, and the related issues. Journal
of Industrial Information Integration, 19, 100158. doi:10.1016/}.jii.2020.100158

Luong, N. C., Hoang, D. T., Gong, S., Niyato, D., Wang, P., Liang, Y. C., & Kim, D. I. (2019). Applications of
Deep Reinforcement Learning in Communications and Networking: A Survey. IEEE Communications Surveys
and Tutorials. doi:10.1109/COMST.2019.2916583

Ma, J., Shrestha, R., Adelberg, J., Yeh, C. Y., Hossain, Z., Knightly, E., Jornet, J. M., & Mittleman, D. M. (2018).
Security and eavesdropping in terahertz wireless links. Nature, 563(7729), 89-93. Advance online publication.
doi:10.1038/541586-018-0609-x PMID:30323288

Mao, Q., Hu, F., & Hao, Q. (2018). Deep learning for intelligent wireless networks: A comprehensive survey.
IEEE Communications Surveys and Tutorials. doi:10.1109/COMST.2018.2846401

Mucchi, L., Jayousi, S., Caputo, S., Paoletti, E., Zoppi, P., Geli, S., & Dioniso, P. (2020). How 6G technology
can change the future wireless healthcare. 2020 2nd 6G Wireless Summit (6G SUMMIT), 1-6.

Mumtaz, S., Jornet, J. M., Aulin, J., Gerstacker, W. H., Dong, X., & Ai, B. (2017). Terahertz Communication
for Vehicular Networks. IEEE Transactions on Vehicular Technology, 66(7), 5617-5625. Advance online
publication. doi:10.1109/TVT.2017.2712878

Nawaz, S. J., Sharma, S. K., Wyne, S., Patwary, M. N., & Asaduzzaman, M. (2019). Quantum Machine
Learning for 6G Communication Networks: State-of-the-Art and Vision for the Future. IEEE. doi:10.1109/
ACCESS.2019.2909490

Rappaport, T. S., Xing, Y., Kanhere, O., Ju, S., Madanayake, A., Mandal, S., Alkhateeb, A., & Trichopoulos,
G. C. (2019). Wireless communications and applications above 100 GHz: Opportunities and challenges for 6g
and beyond. 1EEE. doi:10.1109/ACCESS.2019.2921522

Salehi, M., & Hossain, E. (2019). On the Effect of Temporal Correlation on Joint Success Probability and
Distribution of Number of Interferers in Mobile UAV Networks. IEEE Wireless Communications Letters, 8(6),
1621-1625. Advance online publication. doi:10.1109/LWC.2019.2932435

Santhi, K. R., Srivastava, V. K., SenthilKumaran, G., & Butare, A. (2003). Goals of true broad band’s wireless
next wave (4G-5G). IEEE Vehicular Technology Conference. doi:10.1109/VETECF.2003.1285943

Sarieddeen, H., Saeed, N., Al-Naffouri, T. Y., & Alouini, M. S. (2020). Next generation terahertz communications:
A rendezvous of sensing, imaging, and localization. I[EEE Communications Magazine, 58(5), 69-75. Advance
online publication. doi:10.1109/MCOM.001.1900698

Seddigh, N., Nandy, B., Makkar, R., & Beaumont, J. F. (2010). Security advances and challenges in 4G
wireless networks. PST 2010: 2010 8th International Conference on Privacy, Security and Trust. doi:10.1109/
PST.2010.5593244

Shafi, M., Molisch, A. F., Smith, P. J., Haustein, T., Zhu, P., De Silva, P., Tufvesson, F., Benjebbour, A., &
Wunder, G. (2017). 5G: A tutorial overview of standards, trials, challenges, deployment, and practice. I[EEE
Journal on Selected Areas in Communications, 35(6), 1201-1221. Advance online publication. doi:10.1109/
JSAC.2017.2692307

Shi, Y., Zhang, J., Letaief, K. B., Bai, B., & Chen, W. (2015). Large-scale convex optimization for ultra-
dense cloud-RAN. IEEE Wireless Communications, 22(3), 84-91. Advance online publication. doi:10.1109/
MWC.2015.7143330

Suda, T., & Nakano, T. (2018). Molecular Communication: A Personal Perspective. [EEE Transactions on
Nanobioscience, 17(4), 424-432. doi:10.1109/TNB.2018.2851951 PMID:29994715

24


http://dx.doi.org/10.1109/TCOMM.2015.2480752
http://dx.doi.org/10.1016/j.jii.2020.100158
http://dx.doi.org/10.1109/COMST.2019.2916583
http://dx.doi.org/10.1038/s41586-018-0609-x
http://www.ncbi.nlm.nih.gov/pubmed/30323288
http://dx.doi.org/10.1109/COMST.2018.2846401
http://dx.doi.org/10.1109/TVT.2017.2712878
http://dx.doi.org/10.1109/ACCESS.2019.2909490
http://dx.doi.org/10.1109/ACCESS.2019.2909490
http://dx.doi.org/10.1109/ACCESS.2019.2921522
http://dx.doi.org/10.1109/LWC.2019.2932435
http://dx.doi.org/10.1109/VETECF.2003.1285943
http://dx.doi.org/10.1109/MCOM.001.1900698
http://dx.doi.org/10.1109/PST.2010.5593244
http://dx.doi.org/10.1109/PST.2010.5593244
http://dx.doi.org/10.1109/JSAC.2017.2692307
http://dx.doi.org/10.1109/JSAC.2017.2692307
http://dx.doi.org/10.1109/MWC.2015.7143330
http://dx.doi.org/10.1109/MWC.2015.7143330
http://dx.doi.org/10.1109/TNB.2018.2851951
http://www.ncbi.nlm.nih.gov/pubmed/29994715

International Journal of Business Data Communications and Networking
Volume 19 - Issue 1

Tariq, F., Khandaker, M. R. A., Wong, K.-K., Imran, M. A., Bennis, M., & Debbah, M. (2020). A speculative
study on 6G. IEEE Wireless Communications, 27(4), 118-125. doi:10.1109/MWC.001.1900488

Ucar, S., Ergen, S. C., Ozkasap, O., Tsonev, D., & Burchardt, H. (2016). SecVLC: Secure visible light communication
for military vehicular networks. MobiWac 2016 - Proceedings of the 14th ACM International Symposium on
Mobility Management and Wireless Access, Co-Located with MSWiM 2016. doi:10.1145/2989250.2989259

Vij, S., & Jain, A. (2016). 5G: Evolution of a secure mobile technology. Proceedings of the 10th INDIACom;
2016 3rd International Conference on Computing for Sustainable Global Development, INDIACom 2016.

Viswanathan, H., & Mogensen, P. E. (2020a). Communications in the 6G era. IEEE Access : Practical Innovations,
Open Solutions, 8, 57063-57074. doi:10.1109/ACCESS.2020.2981745

Viswanathan, H., & Mogensen, P. E. (2020b). Communications in the 6G Era. IEEE., doi:10.1109/
ACCESS.2020.2981745

Wang, Di,, Li, S., & Jiang, Q. (2018). User Authentication in the IoE Era: Attacks, Challenges, Evaluation, and
New Designs. Security and Communication Networks. doi:10.1155/2018/6150491

Wang, M., Zhu, T., Zhang, T., Zhang, J., Yu, S., & Zhou, W. (2020). Security and privacy in 6G networks: New
areas and new challenges. Digital Communications and Networks, 6(3), 281-291. Advance online publication.
doi:10.1016/j.dcan.2020.07.003

Whig, V., Othman, B., Gehlot, A., Haque, M. A., Qamar, S., & Singh, J. (2022). An Empirical Analysis of
Artificial Intelligence (Al) as a Growth Engine for the Healthcare Sector. 2022 2nd International Conference
on Advance Computing and Innovative Technologies in Engineering (ICACITE), 2454-2457.

Xia, Q., & Jornet, J. M. (2019). Expedited Neighbor Discovery in Directional Terahertz Communication Networks
Enhanced by Antenna Side-Lobe Information. IEEE Transactions on Vehicular Technology, 68(8), 7804-7814.
Advance online publication. doi:10.1109/TVT.2019.2924820

Yaga, D., Mell, P., Roby, N., & Scarfone, K. (2018). Draft Blockchain Technology Overview (NISTIR-8202).
National Institute of Standard and Technology. doi:10.6028/NIST.IR.8202

Yang, P., Xiao, Y., Xiao, M., & Li, S. (2019). 6G Wireless Communications: Vision and Potential Techniques.
IEEE Network, 33(4), 70-75. Advance online publication. doi:10.1109/MNET.2019.1800418

Yang, Y., Yamagami, Y., Yu, X., Pitchappa, P., Webber, J., Zhang, B., Fujita, M., Nagatsuma, T., & Singh, R.
(2020). Terahertz topological photonics for on-chip communication. Nature Photonics, 14(7), 446-451. Advance
online publication. doi:10.1038/s41566-020-0618-9

Yaqoob, I., Khan, L. U., Kazmi, S. M. A., Imran, M., Guizani, N., & Hong, C. S. (2020). Autonomous Driving
Cars in Smart Cities: Recent Advances, Requirements, and Challenges. IEEE Network, 34(1), 174—181. Advance
online publication. doi:10.1109/MNET.2019.1900120

Zhang, S., Xiang, C., & Xu, S. (2020). 6G: Connecting Everything by 1000 Times Price Reduction. I[EEE Open
Journal of Vehicular Technology, 1, 107-115. Advance online publication. doi:10.1109/0JVT.2020.2980003

Zhang, Z., Xiao, Y., Ma, Z., Xiao, M., Ding, Z., Lei, X., Karagiannidis, G. K., & Fan, P. (2019). 6G Wireless
Networks: Vision, Requirements, Architecture, and Key Technologies. IEEE Vehicular Technology Magazine,
14(3), 28—41. Advance online publication. doi:10.1109/MVT.2019.2921208

Zhou, S., Xu, W., Wang, K., Di Renzo, M., & Alouini, M.-S. (2020). Spectral and energy efficiency of IRS-
assisted MISO communication with hardware impairments. [EEE Wireless Communications Letters, 9(9),
1366-1369. doi:10.1109/LWC.2020.2990431

Zhu, N., Diethe, T., Camplani, M., Tao, L., Burrows, A., Twomey, N., Kaleshi, D., Mirmehdi, M., Flach, P.,
& Craddock, 1. (2015). Bridging e-Health and the Internet of Things: The SPHERE Project. IEEE Intelligent
Systems, 30(4), 39-46. Advance online publication. doi:10.1109/MIS.2015.57

Zhu, T., Xiong, P., Li, G., Zhou, W., & Yu, P. S. (2020). Differentially private model publishing in cyber physical
systems. Future Generation Computer Systems, 108, 1297-1306. Advance online publication. doi:10.1016/j.
future.2018.04.016

25


http://dx.doi.org/10.1109/MWC.001.1900488
http://dx.doi.org/10.1145/2989250.2989259
http://dx.doi.org/10.1109/ACCESS.2020.2981745
http://dx.doi.org/10.1109/ACCESS.2020.2981745
http://dx.doi.org/10.1109/ACCESS.2020.2981745
http://dx.doi.org/10.1155/2018/6150491
http://dx.doi.org/10.1016/j.dcan.2020.07.003
http://dx.doi.org/10.1109/TVT.2019.2924820
http://dx.doi.org/10.6028/NIST.IR.8202
http://dx.doi.org/10.1109/MNET.2019.1800418
http://dx.doi.org/10.1038/s41566-020-0618-9
http://dx.doi.org/10.1109/MNET.2019.1900120
http://dx.doi.org/10.1109/OJVT.2020.2980003
http://dx.doi.org/10.1109/MVT.2019.2921208
http://dx.doi.org/10.1109/LWC.2020.2990431
http://dx.doi.org/10.1109/MIS.2015.57
http://dx.doi.org/10.1016/j.future.2018.04.016
http://dx.doi.org/10.1016/j.future.2018.04.016

International Journal of Business Data Communications and Networking
Volume 19 - Issue 1

Zioga, P., Pollick, F., Ma, M., Chapman, P., & Stefanov, K. (2018). “Enheduanna-A Manifesto of Falling” live
brain-computer cinema performance: Performer and audience participation, cognition and emotional engagement
using multi-brain BCl interaction. Frontiers in Neuroscience, 12, 191. Advance online publication. doi:10.3389/
fnins.2018.00191 PMID:29666566

Zong, B., Fan, C., Wang, X., Duan, X., Wang, B., & Wang, J. (2019). 6G Technologies: Key Drivers, Core
Requirements, System Architectures, and Enabling Technologies. IEEE Vehicular Technology Magazine, 14(3),
18-27. Advance online publication. doi:10.1109/MVT.2019.2921398

Md. Alimul Haque is currently working as an Assistant Professor in the Department of Computer Science, Veer
Kunwar Singh University, Ara, India. He received his Bachelor and Master degree in Computer Application in
2004 and 2008 respectively and the Ph.D. Degree on “Security and Privacy aspects on Wireless Communication
Networks” from V. K. S. University, Ara, India in 2017. His research interests include cyber security, wireless
communication networks, loT, and Artificial Intelligence. His research has led to the publications of numerous papers
in peer-reviewed journals of the world. He has been a Life member of ISCA, Kolkata, India, and the International
Association of Engineers (IAENG).

Shameemul Haque did his M.C.A from Lalit Narayan Mishra Institute of Economic Development & Social Change,
Patna in 2002and PhD in 2019 From Veer Kunwer Singh University,Ara. He is Assistant Professor at Al-Hafeez
College Ara, He has worked at King Khalid University, Saudi Arabia from 2009 to 2019. He has published 8 research
paper in peer reviewed Journals. He has also presented paper at many Conferences; He is Editorial Board member
of many International Journals. He has also won several academic awards.

Ali J. Abboud is currently working as an associate professor in the department of computer engineering at the
university of Diyala. He received B.Sc. degree in computer and software engineering from Al-Mustansiriyah
University, Iraq in 2001 and M.Sc. degree in computer engineering from University of Technology, Iraq in
2005. Also, he received his PhD degree in computer science from the University of Buckingham, UK in 2011.
His research interests include image processing, computer vision, biometrics, machine learning, pattern
recognition and information security. He published articles and conference papers in well-known publishers
such as (IEEE, Elsevier, Springer and MDPI). Finally, he is a reviewer for several prestige journals such as
Multimedia Tools and Applications, Peerd computer science, Imaging Science Journal and International Arab
Journal for Information Technology.

Deepa Sonal is Gold Medalist in Bachelor of Computer Applications from Patna Women’s College, Patna University,
Patna, Bihar in 2015 and Gold Medalist in Master of Computer Applications from LNMI, Patna, Bihar in 2018. She
qualified UGC-NET in 2019. Currently pursuing Ph.D. from Veer Kunwar Singh University, Arrah and currently
working as Assistant Professor in Department of Computer Science, Patna Women’s College, Patna. She is also
the Life member of Indian Science Congress Association since 2016. She has presented two research papers in
Indian Science Congress Conference on Big Data and Cloud Security. Her area of interest is Deaign and Analysis
of Algorithms, Artificial Intelligence, loT through Arduino Programming, Quantum computing, Cloud Security, Big
data Analytics. She has 4 years of teaching experience and 3 years of Research experience.

26


http://dx.doi.org/10.3389/fnins.2018.00191
http://dx.doi.org/10.3389/fnins.2018.00191
http://www.ncbi.nlm.nih.gov/pubmed/29666566
http://dx.doi.org/10.1109/MVT.2019.2921398

International Journal of Business Data Communications and Networking
Volume 19 - Issue 1

M. Senapathy was born in Madurai, Tamilnadu, India. He received B.Sc. M.Sc. Rural Development Science,
M.Phil in Micro-Level Planning from Gandhigram Rural University, India in 1990. He completed a Ph.D. in Rural
Development from Gandhigram Rural Institute in 2005. He served at various capacities in Government and Non-
Governmental Organizations in India. He joined as Assistant Professor in the Department of Rural Development and
Agricultural Extension in 2008. Later, he joined as an Associate Professor in the Department of Rural Development
and Agricultural Extension, College of Agriculture on 2012 up to now. He is serving on the Editorial Member of
the following International Journals, namely International Journal of Social Science and Language, ISSN: 2393-
9982 (Online) India. International Journal of Physical and Applied Sciences (IJPAS) (ISSN: 2394-5710) India,
Randwick International of Education and Linguistics Science Journal (RIELSJ), Indonesia, Randwick International
Social Science Journal (RISSJ), Indonesia, International Journal of Science, Engineering and Technology,
Jaipur, Rajasthan, India, International Journals of Multi-Disciplinary Research, Haryana, India, Turkey Journal
of Agricultural Engineering, (TURKAGER) Turkey, Quality of Life (QOL), Pan-European Universities “APEIRON”
Banja Lanka, Bosnia & Herzegovina, Acta Scientific Agriculture, Hyderabad, India.. He is guiding M.Sc., M.Phil.
and Ph.D. research scholars of India and M.B.A. students of Greenwich University, UK. He serves on the Board of
Examiners, Foreign Examiners for M.Sc. and Ph.D., D.Litt. for many Indian and Ethiopian Universities. The author
is the regular reviewer for Springer Nature. UK, Taylor & Francis Abingdon, Oxfordshire, England, MODESTUM,
European Journal of Sustainable Development Research (EJOSDR), UK, Journal of Agri-business and Rural
Development (JARD), Poznan University of Life Sciences, Warzaw, Poland, International Journal of Commerce,
Shanlax International Journals, Madurai, Tamilnadu, India, SCIENCE DOMAIN International, Asian Journal of
Education and Social Sciences, West Bengal and the UK, Journal of Agriculture and Rural Development in the
Tropics and Subtropics (JARTS) Germany, Quality of Life (QOL) Pan-European Universities “APEIRON”, Banja
Lanka, Bosnia & Herzegovina and Bharatiya Krishi Anusandhan Patrika (BKAP), Karnal, Punjab, India, Agriculture
Research Communication Centre (ARCC) Journals. Senapathy is the author of three books viz., Agricultural
Knowledge and Information Management, Agriculture and Rural Development Policies and Program Planning,
Monitoring and Evaluation.

Kailash Kumar is presently serving as an Assistant Professor and Chair-CCl Steering Committee in the College of
Computing and Informatics, Saudi Electronic University, Riyadh, KSA, since 2014. Previously, he served as Dean
(Academics) in the Department of Computer Science and Engineering from 2010 to 2014 in the Modern Institute
of Technology & Research Centre, India. He has vast experience of teaching at the national and international
levels. He has served as a reviewer in many international journals such as the International Journal of Web-Based
Learning and Teaching Technologies (IJWLTT) - IGI Global, Elsevier and IEEE Sensors Journals. He has also
delivered special talks in IEEE conferences and chaired various technical sessions at international conferences. He
is associated with multiple technical societies of national and international reputation. He has published numerous
research publications in reputed journals. He is a member of IEEE, Computer Society of India, Indian Society for
Technical Education, IAENG, Associate Member of Institute of Engineers (AMIE) etc.

Sultan Ahmad is an IEEE Member and faculty of Department of Computer Science, College of Computer Engineering
and Sciences in Prince Sattam Bin Abdulaziz University, Al- Kharj, Saudi Arabia. He received his PhD (CSE) degree
from Glocal University and Master of Computer Science and Applications degree from the prestigious Aligarh Muslim
University, India with distinction marks in 2006. He has more than 15 years of teaching and research experience.
He has around 70 accepted and published research papers and book chapters in reputed SCI, SCIE, ESCI and
SCOPUS indexed journals and conferences. He has an Australian Patent in his name also. He has authored 4
books that are available on Amazon. His research area includes distributed computing, big data, machine learning
and internet of things. He has presented his research papers in many national and international conferences. He
is a Member of IEEE, IACSIT and Computer Society of India.

Md. Alamgir Hossain is working as a Senior Lecturer in the Department of Computer Science and Engineering
at Prime University, Dhaka, Bangladesh. He completed his MSc in Information and Communication Technology
(ICT) at the Institute of IICT, Bangladesh University of Engineering Technology (BUET), Dhaka, Bangladesh. He
completed his BSc in Computer Science and Engineering from Jashore University of Science and Technology,
Jashore, Bangladesh. He has published a lot of research papers in international journals and conferences. His
research interests focus on cyber security, machine learning, network security, cloud computing, etc.

27



